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    Records management

    
      25 July 2025

      
        Key points

        
          	
      Deploy adequate human resources for records and archives management (RAM).

          	
      Assign RAM Focal Points if they are not already assigned.

          	
      Use existing RAM SOPs and update/develop them if needed.

          	
      Ensure adequate resources if digitization projects are planned.

          	
      Use of non-UNHCR IT applications and personal filing silos compromises preservation of records and could contribute to further data protection risks.

        

      

      
        Overview

        
          The purpose of this document is to lay out the RAM activities at the out-set of, in the course of and post-emergency.

          The Records and Archives Section (RAS), based at Headquarters, and with archivists in some regions, provide specialized global support and services. 

        

      

      
        Relevance for emergency operations

        
          Records and Archives Management (RAM) is vital to an emergency operation, because good records are key to sound, rapid decision making, action, and reporting. Well organized records make communication and sharing of knowledge easier and quick and easy access optimizes the work and facilitates a possible audit later.  Certain records from an emergency have, in addition to the immediate value, also a permanent value, and need to be preserved for operational, administrative, historical or legal purposes for years after the emergency. 

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          When?
Strong RAM processes are vital when:

          
            	Setting up new offices in an emergency.

            	Expanding operations or services.

            	Moving office premises.

            	Preparing staff for evacuation.

            	Closing an office.

          

          
            For what purpose?
          

          
            	Maintain or establish secure digital RAM systems.

            	Maintain or establish efficient office paper filing processes.

            	Meet anticipated physical storage requirements, notably for Individual Case Files.

            	Facilitate information handover when staff rotate.

            	Protect sensitive information while making information available to staff, including during an evacuation.

            	Facilitate audit and accountability functions.

            	Securing and preserving records with long term and permanent value.

          

          
            Associated risks
          

          Poor RAM processes generate a range of risks.

          
            	Information chaos. Information that is poorly managed is not available to those who need it for information or action.

            	Information breaches. It can lead to inappropriate disclosure or loss of confidential information.

            	Data loss. Information can get lost if digital and physical storage is not adequate and in case of fire, flood or theft.

            	Inability to evacuate vital and sensitive records.

          

          
            Steps to be taken
          

          
            	Update (or create if not existing) RAM SOPs and ensure that all staff are aware of the RAM processes in place and how to use the IT applications. Ensure that RAM SOP and the File Plan are updated to enable smooth handover.

            	Adapt existing digital RAM processes in UNHCR IT applications, including but not limited to SharePoint Team sites.

            	Records management procedures should be included in the induction/onboarding process for new personnel.

            	Identify vital physical records without which the office could not continue to operate and create an evacuation plan for those physical records. Vital records in digital format should be mentioned in the RAM SOP and File Plan so that they can be easily located if needed. IC files should be allocated secure storage space.

            	Create an emergency mailbox and inform RAS about it. Colleagues may use this mailbox when sending and forwarding emails related to the operations of the emergency. RAS is ensuring that content of the mailbox is captured for preservation.

            	Create handover procedures which include training of newcomers, instructions to personnel to save records in the dedicated UNHCR IT applications in order to prevent personnel from leaving with critical information.

          

        

      

      
        Post emergency phase

        
          Contact a RAS archivist to:

          
            	select permanent records for preservation, and

            	if the office continues as regular operation, make sure that records needed for daily operations are incorporated in the RAM processes.

          

          
            Resources / inputs required
          

          
            	An Officer with overall responsibility for the operation's RAM.

            	RAM Focal Points for the operation and in each office.

            	Use of UNHCR IT applications, MS Teams/SharePoint or e-SAFE, and other UNHCR IT applications.

            	Emergency common mailbox.

            	Dedicated physical and digital storage facilities that are secure.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Records and Archives Induction in Workday
                  

                

              

            

          

        

      

      
        Links

        
          Records and Archives Section Intranet
          Records and Archives Management Guidance and Compliance Site
        

      

      
        Main contacts

        
          Records and Archives Section at Archives@unhcr.org

        

      

    

  
    Cash management

    
      27 October 2025

      
        Key points

        
          	
      DO safeguard and optimize local cash and liquid resources   

          	
      DO monitor local compliance with UNHCR policies and processes for cash management. Seek support and guidance from the Regional Bureau or Headquarters when needed  

          	
      DO project and manage cash flow: forecast short-term and long-term cash inflows and outflows. Plan for contingencies and allocate resources accordingly

          	
      DO NOT disregard the performance of local financial service providers. Evaluate their effectiveness and consider adjustments or termination if necessary  

          	
      DO NOT delay reconciliation. Regularly compare actual cash balances with recorded amounts to identify discrepancies promptly 

        

      

      
        Overview

        
          
            Cash management is the process that optimizes cash flows through the appropriate timing of receipts and disbursements, and banking operations. Good cash management keeps things running smoothly! 

          

          
            Cash management can be divided into the following: 

          

          
            a) Ongoing cash management, which relates to the day-to-day practices to make the most of available cash. Examples include managing accounts payable (bills to be paid) and optimizing banking procedures. 

          

          
            b) Cash planning/forecasting, which means predicting when the money will come in (inflow) and go out (outflow), i.e. revenue received and disbursements made. By knowing how much, in what currency and when money is needed, the financial obligations of the organization can be discharged in a timely fashion, and the unused funds, managed centrally by the UNHCR Treasury, can be invested to generate interest income. 

          

          
            c) The UNHCR bank account and petty cash management, which means following the rules and guidelines for handling UNHCR funds. 

          

          
            This entry only addresses cash forecasting, and the UNHCR bank account and petty cash management. 

          

        

      

      
        Relevance for emergency operations

        
          
            In emergency situations, the effective management of financial (cash) resources becomes even more crucial for UNHCR's response efforts. Funds must be available and payment mechanisms need to be operational immediately. 

             

          

          
            Segregation of duties might require special consideration in small offices, emergency operations or offices experiencing prolonged absences of staff performing key internal control functions.  In certain circumstances, there may be a reduced number of staff available to fulfill key internal control roles. If such circumstances arise, Country Operations should seek the support of their Regional Bureau to ensure that the segregation of duties principle is preserved at all times, even when local capacity is reduced. The Delegation of Authority and Role Provisioning (DOARP) can accommodate the same roles in one business unit being extended to a different business unit. When necessary, Regional Bureaux may perform certain functions for their respective Country Offices. 

          

          
             

            In addition, management of cash in emergency situations is a security matter. Offices should ask their Field Security Officers for assistance. In coordination with the other UN agencies present in the country, the Field Security Officer can assist in the transportation of cash, and review the security of the physical premises and the selection of an appropriate security system, including security guards. 

          

        

      

      
        Main guidance

        
          
            
              Cash is held in bank accounts, cash accounts or petty cash accounts to meet immediate operational requirements and to enable immediate payments. 

               

            

            
              Ensure that, at all times, the office follows procedures and processes that comply fully with the UNHCR Financial Rules. It is important to separate duties, roles and responsibilities, and to observe the financial controls that UNHCR imposes to safeguard its cash resources. 

               

            

            
              Cash management processes through the Division of Resource  Management (DRM) Treasury and Cash Section (TCS) (DRM Treasury) include: 

            

            
              
                	
                  authorization to enter into a banking agreement or third-party cash provision; 

                

              

            

            
              
                	
                  authorization to open a bank account and a cash account; 

                

              

            

            
              
                	
                  authorization of bank signatories for a bank account operated by the field operations; 

                

              

            

            
              
                	
                  authorization of replenishment requests to fund a bank account. 

                

              

            

            
               

              
                Cash planning/forecasting 
              

               

            

            
              A cash flow forecast is a short-term projection of cash movement and its implications for the liquidity position of an operation. Depending on the size of the operation and programmes, the time horizon for the forecast can be daily (also called daily cash positioning), monthly, quarterly or annually, on a rolling basis. 

               

            

            
              To correctly forecast office cash flows and to conduct timely replenishments, Country Offices must use the Cash Forecasting function in the Cash Management module of Cloud ERP. Cash required for immediate disbursement should be requested as close as possible to the date of the envisaged disbursement to avoid accumulation of unnecessarily high bank balances. Actual bank accounts and technical bank accounts must NEVER be overdrawn. Cash balances held by Country Offices are available to meet authorized expenses when required. Cash already received should not be considered as reserved or retained for any particular purpose if planned disbursements are delayed. Cash balances should be kept to the minimum required for immediate disbursement over the month without need for further replenishment requests. Large operations may submit replenishment requests every two weeks. 

               

            

            
              Keep only as much cash in hand as you need for immediate disbursements; do not hold excessive cash balances at the field level in bank or cash accounts. Consult DRM Treasury regularly to agree how to replenish funds to a bank account for forthcoming requirements. 

               

            

            
              To submit replenishment requests, see details in the Process Overview Document – Cash Replenishment on the Cloud ERP Training Hub, subfolder Cash management and bank reconciliation. 

               

            

            
              
                UNHCR bank account and petty cash management 
              

               

            

            
              All UNHCR cash, except for petty cash, must be kept in bank accounts established by DRM Treasury under the authority of the CFO / Controller. In addition to the real bank accounts, technical bank accounts also exist in Cloud ERP, e.g. petty cash accounts and cash accounts. 

               

            

            
              Only DRM Treasury is authorized to establish new relationships with a bank or another financial service provider, open and close UNHCR bank accounts, make arrangements for their functioning and designate bank signatories. If centralized payment systems are not feasible for all payments, the Country Office should survey local banks to open a local account that offers the right combination of service quality and cost. When an office needs to open a new bank account, the Representative/Head of Office must ensure that competent and designated staff members are assigned to periodically conduct bank account reconciliations. 

               

            

            
              If petty cash is kept in the office, it must be stored in a safe and supervised by a designated petty cash custodian. UNHCR staff members are not permitted to physically hold or carry office cash. If they do so, it creates a significant security risk for themselves and the office.

               

            

          

          
            
              To establish and authorize a cash account, it is first necessary to justify the exact needs and set cash ceilings. A contingency arrangement is possible in cases of evacuation. Cash accounts are separate from petty cash accounts. Even if a cash account exists, you need a separate authorization to open a petty cash account. In general, a cash account is authorized only when local banks or banking services are not available in the area of operation. Wherever possible, make use of local banking services, to reduce the risk of cash losses. As mentioned, handling cash puts the office and those involved at significant risk. Consult DRM Treasury and DRM Central Accounting  Unit (CAU) if banking services are unavailable. 

               

            

            
              Bank accounts are administered in Cloud ERP via dedicated natural accounts. In the Cash Management module of Cloud ERP, these accounts need to be linked to user roles (which are provided based on certain criteria like Workday location, BU, department). In Cloud ERP, the visibility and access to bank, cash and petty cash accounts is restricted based on security contexts, so that only authorized users can view or perform transactions on any specific account. When a bank, cash or petty cash account is created in Cloud ERP, it is associated with certain attributes such as Business Unit and Legal Entity. A security profile is then defined that specifies which bank accounts a user or a role can access. This security profile is based on the attributes assigned during bank account creation. This means that when a user logs in using that responsibility, they can only view or transact using the bank accounts associated with the security profile. 

               

            

            
              Visibility and Access Control: When users navigate to the bank account pages or perform bank-related transactions, they will only see the bank accounts that they are authorized to see based on their relevant security profiles. 

               

            

            
              To understand the roles and data security access rights that a user should be assigned in order to exercise specific functions in Cloud ERP, see Cloud ERP Implementation Note 4 – DOARP in Cloud ERP. 

               

            

            
              
                
                  Payments 
                
              

              
In line with the UNHCR Financial Rules, wherever possible, make payments by applicable electronic transfer modalities to ensure the highest level of internal controls. Payments in major currencies (e.g. USD and EUR) should be disbursed in electronic funds transfers (EFTs) directly from Headquarters bank accounts, through centralized pay cycle processing. Consult with DRM Treasury and  GSS/Accounts Payable team  for centralized payments in major currencies. For petty cash payments, see details in the Cloud ERP User Manual for Finance-Administration, Section Petty Cash Transactions. 

               

            

            
              In line with the UNHCR Financial Rules, on an exceptional basis, the use of cheques, bank instructions or cash disbursements may be authorized by the Controller. Minimize cheque payments and cash transactions to reduce the risk of misuse and fraud. Cheque payments and cash payments should only be authorized if EFTs are not feasible in the local banking environment. Cheque payments also require double signature, with cheque signed by two duly designated bank signatories. Ask DRM Treasury to set and approve a ceiling for cheque payments. Respect it at all times; offices should not write cheques that exceed the cheque limit. 

               

            

            
              UNHCR bank accounts used for payments are embedded in payment templates to facilitate processing. Invoices ready for payment in Cloud ERP are grouped by criteria such as payment currency, business unit, pay group and payment method, and submitted through Payment Process Requests (PPRs). Each PPR requires defined selection criteria and payment attributes including payment date and pay-from bank account. PPR templates, which prioritize EFT payments, can be created or modified upon request. EFT PPR templates should be limited to one per payment method, payment currency, pay group, and Business Unit - meaning one office should not have multiple EFT PPR templates, except in special, approved cases. 

               

            

            
              As a reminder to users globally, each PPR is generated based on pre-defined selection criteria and payment attributes such as bank account, payment method, payment currency, pay group, and Business Unit. Therefore, modifying the default PPR settings is not allowed and is considered a serious control violation. 

               

            

            
              Whenever feasible and cost/time beneficial, use global multicurrency accounts (USD or EUR) to pay local currencies to minimize the use of multiple different bank accounts. Endeavour to streamline payments by having a single 'Pay-From' Bank Account for each local currency. For instance, all payments to suppliers in major currencies, such as USD, EUR, GBP and CHF, should ideally originate from a single UNHCR global bank account, regardless of the supplier's location. This applies when international bank transfers are possible in the corresponding country and are not impacted by other regulations such as sanctions. Centralized pay cycles can be managed via the Headquarters-controlled bank accounts with UBS for several additional currencies, including HUF, DKK, SEK, NOK, JPY, AUD, TRY and CAD. 

               

            

            
              Adhere strictly to approved authorization processes when you authorize payments and disbursements. UNHCR has a standard requirement of double signature on all payments, by two duly designated bank signatories. When the payment is made electronically via the Digital Hub of Treasury Solutions (DHoTS), the preparer of the payment and the approver of the payment will suffice for double authorization in lieu of the physical double signature. Always authorize payments in Cloud ERP before releasing to third parties any cash that is held in a bank or a cash account. In principle, UNHCR does not allow payments to be made to entities other than the supplier with whom UNHCR has established a legally binding contractual basis for the purchase of goods and/or services (purchase order). 

               

            

            
              
                Associated risks 
              

               

            

            
              Emergency environments are inherently insecure and cash transactions always involve risk. The principal concerns include: 

            

            
              
                	
                  financial fraud and misappropriation of funds; 

                

              

            

            
              
                	
                  losses during (i) cash handling, (ii) cheque payments and (iii) manual payments; 

                

              

            

            
              
                	
                  threats to the security or safety of personnel who manage or handle cash; 

                

              

            

            
              
                	
                  reputational and legal risks associated with failure to meet financial obligations to vendors, partners, etc.

                

              

            

          

        

      

      
        Checklist: to avoid these risks and provide efficient and effective financial support to an emergency response, it is essential to adhere strictly to cash management procedures and guidance.

        
          
            Identify whether existing bank accounts in the country, or Headquarters bank accounts, allow centralized in-country payment or centralized payment via the Headquarters. If they do, avoid opening a new bank account. If they do not, decide what bank accounts and cash accounts are needed for operation, and find out what forms of payment are accepted in the area. In this case, contact the DRM Treasury at Headquarters.

          

          
            Identify the personnel you need for effective cash management in the operation, including which Cloud ERP roles need to be assigned accordingly. See EHB entry on DOARP for Cloud ERP access management.

          

          
            Analyse and collect information on available banking services; counterparties; currencies that are in use and available; the geographical distance of service providers; the practices of other UN agencies, diplomatic corps, NGOs and suppliers; and the services they use. If you need to open new bank accounts, submit a request to the DRM Treasury for authorization.

          

          
            Ask for authorization to create a cash account when banking services are not available in the area. Establish local standard operating procedures with the designated custodian for managing cash accounts, acquire and install a safe, and identify cash delivery or courier services that are available in the area.

          

          
            Project your immediate cash needs based on usage or forecasted needs, in relevant currencies and for each account. Submit a replenishment request via Cash –> Management –> Cash Management Request in Cloud ERP to DRM Treasury for the amount you need to disburse immediately.

          

          
            Name authorized bank signatories and keep the list up to date. As staff changes are frequent during emergency operations, field offices must submit bank signatory change requests to DRM Treasury promptly whenever an authorized signatory leaves. Changes in the composition of the panel of authorized signatories should be requested through submitting the Treasury Bank Signatories Form on the UNHCR Service Portal. The request will first be directed to a local approver and subsequently to DRM Treasury, which will review it and give final approval. Only DRM Treasury has the authority to instruct banks to nominate and change authorized bank signatories of field bank accounts. When they receive instructions from DRM Treasury, nominated authorized signatories need to register their signatures with the relevant bank by submitting specimen signatures.

          

          
            If Cloud ERP is unavailable in the location, ensure that a replenishment request is sent to DRM Treasury via the Regional Bureau, Representation or other in-country office by a staff member who has been granted DOARP authority to submit on behalf of the required office. When requesting replenishment, the office must have reviewed the details of the breakdown of expenses that need to be paid, the required amount and currency, and the details of the UNHCR bank account to which money should be sent..

          

          
            Reconcile bank accounts and cash accounts at least once per month, without delay, and account for all financial transactions that have occurred. For cash accounts, it is required to maintain a Cash Account Journal to keep record of expenditures. This replaces the third-party bank statement. See also Process Overview Document – Bank reconciliation.

          

          
            Control procedures: Cash must be stored in a secured safe that is under the dual control of designated UNHCR personnel. The safe should be in a locked room to which access is restricted. Cash received should be counted by two designated staff members, who should sign off on the amount of the count. Surprise counts of total cash should be conducted randomly at a minimum of once per month. The designated "Safe Custodians" will be accountable for cash discrepancies discovered during cash counts. Surprise cash counts should be carried out by a designated senior UNHCR staff member who does not have direct or supervisory responsibility for accounting for receipt and disbursements of cash. Any cash theft should be reported immediately to the Representative or Director, who will immediately report the case to the Controller as well as the Inspector General and take the necessary steps to secure available evidence.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Links

        
          United Nations Operational Rates of Exchange (UNORE)
          IBAN Checker: Validate & Check IBAN Number for Errors
          Reuters foreign currency converters
          United States Department of the Treasury, Office of Foreign Assets Control (OFA…
          Cloud ERP Training Hub – Home
          Cloud ERP Training Hub – Cloud ERP Glossary
          Financial and Administrative Policies, Instructions and Procedures
          Process Overview Document – Bank Reconciliation
          Process Overview Document – Cash Replenishment
          Treasury Bank Signatories Form on the UNHCR Service Portal
          Cloud ERP User Manual for Finance and Administration 
        

      

      
        Main contacts

        
          For treasury matters, contact DRM Treasury and Cash Section at hqdfamts@unhcr.org. 
 
For payment matters, raise a UNHCR Service Portal incident.  
 
For cash account and petty cash matters, contact the DRM Central Accounting Unit (CAU) at hqfiglc@unhcr.org and DRM Treasury and Cash Section at hqdfamts@unhcr.org. 

        

      

    

  
    Operational Advances

    
      09 July 2025

      
        Key points

        
          	
      DO recall that only staff members request operational advances, and this is not possible for affiliate workforce

          	
      DO ensure that operational advances are requested for well justified reasons, they are based on estimated costs and recorded via the Expense Module. No additional advances should be released for the same purpose until the first advance is liquidated

          	
      DO NOT authorize total open advances exceeding US$4,000 to a single individual, except for specific cases (e.g., CBI)

          	
      DO ensure that operational advances are kept to the minimum necessary

          	
      DO ensure that approved advance requests are processed for payment via bank transfer or, if unavoidable and operational circumstances clearly justify so, by cash advance

          	
      DO ensure that staff members settle operational advances within 30 calendar days of receipt by filing an expense report. Any residual or uncleared balances may be recovered by UNHCR after this period

          	
      DO NOT have recurring and long-term Operational Advances. In cases where the need for reoccurring Operational Advance is identified, consideration should be given to establishing commercial relationships with the suppliers whose invoices are frequently settled directly by UNHCR staff members

        

      

      
        Overview

        
          From the initiation of operational (expense) advance requests to the tracking of expenditure and recovery, each aspect of the process is designed to ensure financial accountability, transparency, and responsible resource allocation. By adhering to established guidelines, leveraging technological tools, and fostering a culture of accountability, UNHCR endeavors to optimize the utilization of resources and enhance its ability to respond swiftly and effectively to humanitarian crises across the globe.

          Operational advances are essential for UNHCR staff to cover expenses related to their duties, ensuring smooth operations while maintaining financial responsibility and accountability. The process involves staff initiating requests through the Expense Module, which are then approved by their line managers. To prevent misuse, limitations are placed on advances, taking as a guiding principle that open advances to a single individual should not be more than US$4,000. Once approved, advances are disbursed via bank transfer, with expenses settled within 30 days through expense reports. The Expense Auditor oversees advance recovery, ensuring accountability and timely reimbursement. If unavoidable and operational circumstances clearly justify so, operational advances might be provided via a UNHCR Cash or Petty Cash account.

          Budgetary Control is not enabled in the Expense Module. This means that budget availability will only be checked in AP module, after the validation of the invoice but not up-front. Therefore, only low value expense transactions and advance amounts (which do not yet consume budget) may be processed through this module. It is the responsibility of the supervisors who approve a claim to ensure that budget is available for the relevant expense at the time of approval.

           

        

      

      
        Relevance for emergency operations

        
          Due to the nature of UNHCR’s mandate and its challenging operating environment worldwide, designated UNHCR staff members may be granted operational advances to effect cash payments on behalf of UNHCR to suppliers or other recipients of cash where the use of other payment methods is not feasible. This may happen away from the immediate area of the Country Office, for project or administrative purposes. Regarding the amount of the operational advance, judgement needs to be exercised to apply a reasonable limit depending on the situation, preserving UNHCR’s assets while facilitating operational responsiveness. Operational advances enable staff working in these locations to access funds necessary for immediate expenses on behalf of UNHCR that have been previously communicated and approved by their supervisors, either verbally or through a formal Spend Authorization Request, purchase essential supplies, arrange transportation, and address unforeseen costs, thereby supporting the organization's field operations. This ensures that staff can respond promptly to emerging situations, adapt to evolving needs on the ground and provide essential services to refugees and displaced persons.

          While providing flexibility, operational advances are subject to strict guidelines and approval processes to ensure financial accountability and transparency. By tracking and monitoring advances, UNHCR can effectively manage its financial resources, prevent misuse, and maintain compliance with internal policies and external regulations.

        

      

      
        Main guidance

        
          Wherever feasible, operations should always try to follow standard payment processes, raising a purchase order with an approved supplier and - when goods or services are duly received and receipted - pay suppliers via bank transfers without using advances or claims by staff members to make payments. However, due to the nature of UNHCR’s mandate and its challenging operating environment worldwide, designated UNHCR staff members may be granted operational advances to effect cash payments on behalf of UNHCR to suppliers or other recipients where the use of other payment methods is not feasible. Refer to the Cloud ERP User Manual for Finance and Administration for detailed guidance on requesting operational advances and reporting expenditures against them.

          Operational advances (OAs) can be granted for project or administrative purposes only once the Office has been established - through documented local market research - because of the absence of prospective vendors able to receive payments by bank transfer. Operational advances therefore let staff members cover expenses in the field without it affecting their own personal finances. OAs are classified as an Account Receivable (UNHCR Asset) on the recipient’s staff account until the moment they are recovered or matched to approved actual expenses claimed by the staff member. Further guidance is available in the Process Overview Document - Operational Advances and Expense Reports.

          Only staff members can request an operational advance which will be then settled through an expense report, and any unutilized advances will be repaid by staff members or recovered from salary. Step-by-step guidance on the recovery of unutilized advances can be found in the Cloud ERP User Manual for Finance and Administration. 

        

      

      
        Checklist

        
          
            Ensure staff members utilize the Expense Module to submit operational advance requests. The amount and reason (expense category/type) should be added here.

          

          
            Verify that advance requests include detailed estimates of anticipated expenses. Almost all goods must be purchased through purchase orders (POs). Thus, the Expense module and expense reports can be used for only a very minor range of goods, specifically those items that are never stored as inventory.

          

          
            The Expense Module tracks all requests for advances by each individual staff member.

          

          
            An employee’s line manager (supervisor as defined in Workday) can approve or reject the operational advance request. Train line managers to review and approve advance requests promptly.

          

          
            Confirm that line managers adhere to UNHCR guidelines and policies during the approval process.

          

          
            Educate staff members that as a guiding principle, no operational advance exceeding 50% of the monthly salary of a staff member should be provided.

          

          
            Provide guidance on alternative solutions for recurring expenses to minimize the need for frequent advances.

          

          
            Operational advances must primarily be provided via bank transfer. Ensure staff members select the appropriate payment method when submitting requests – bank transfer or if applicable (unavoidable), by cash advance.

          

          
            No additional advances should be given to the same staff member and for the same purpose until the first advance is liquidated.

          

          
            Settling and clearing of operational advances takes place when filing an expense report. It is therefore important to remind staff members to submit expense reports within 30 days of receiving the advance.

          

          
            Verify that expense reports accurately document expenses and reconcile them with the advance amount.

          

          
            Collaborate with Expense Auditors to track advance recovery and record closed advances as receivables.

          

          
            Expense Auditors are responsible for ensuring that all transactions recorded in the Expense module are duly justified and incurred only when strictly necessary in line with UNHCR’s priorities.

          

          
            Establish procedures for recovering outstanding balances, including payroll deductions or other means as necessary.

          

          
            Implement monitoring mechanisms to track the utilization of operational advances and identify instances of misuse or non-compliance. Regular monitoring of outstanding advances and expense report trends is essential; this helps to ensure effective processing and to identify unusual trends, old outstanding items due for recovery and peak times in processing.

          

          
            Organize training sessions for staff members and managers on the operational advance processes.

          

          
            Provide support and guidance to address questions or concerns related to advance management.

          

          
            Ensure all advance-related activities comply with UNHCR’s financial policies and procedures.

          

          
            Maintain accurate documentation of advance requests, approvals, expense reports, and recovery efforts for audit purposes.

          

        

      

      
        Learning and field practices

        
          
            
              Cloud ERP Training Hub links:

            

            
              
                
                  
                    Cloud ERP User Manual for Finance and Administration
                  

                

              

              
                
                  
                    Process Overview Document - Operational Advances and Expense Reports
                  

                

              

              
                
                  
                    Operational Advances Microcourse
                  

                

              

              
                
                  
                    Cloud ERP End-user Training - Cash/Operational Advances and Petty Cash
                  

                

              

            

          

        

      

      
        Links

        
          Cloud ERP Training Hub - Home
          Cloud ERP Training Hub - Cloud ERP Glossary
          Financial and Administrative Policies, Instructions and Procedures
        

      

      
        Main contacts

        
          Policy and Audit Coordination Section, DFAM - HQPACS@unhcr.org

        

      

    

  
    Asset management

    
      09 July 2025

      
        Key points

        
          	
      DO designate Asset Management roles in line with the established requirements for delegation of authority and segregation of duties to ensure proper management, utilization, and safe custody of assets. Within the operations this may be adapted based on the staffing structure of the office, noting that smaller operations with limited capacity may seek the support of regional bureaux in handling asset management tasks

          	
      DO NOT procure UNHCR Assets outside the Cloud ERP procurement process flow. The use of commitment documents is mandatory for acquisition of goods and services. In simple terms, the “No PO no Pay” approach is strictly enforced. Always issue an approved PO in Cloud ERP

          	
      DO ensure that the Asset Register in Cloud ERP is correctly maintained and kept up to date in accordance with instructions in the AI on Asset Management

          	
      DO make sure that appropriate documentation is used for providing assets to funded and non-funded partners

          	
      DO mind that ineffective asset management can lead to various negative consequences including; a) inefficient use of funds, b) incorrect data recorded, c) poor decisions, d) significant levels of excess, gaps, obsolete, and/or idle assets, e) safety risks, and e) damage and losses for UNHCR affecting forcibly displaced and stateless persons

        

      

      
        Overview

        
          Assets include property, plant and equipment (PPE), inventories, intangible or monetary assets, low valued tracked items (LVTIs) and consumables. This Entry addresses only the management of PPE and LVTIs.

          All UNHCR assets must be procured following UNHCR procurement rules, procedures and processes described in the Administrative Instruction on Procurement, and an approved PO must be issued in Cloud ERP. PPE and LVTIs should not be acquired using the Expense Claim module of Cloud ERP.

An Asset Register is maintained in Cloud ERP within the Fixed Asset module, with the purpose to provide a centralized platform for accounting and tracking all recorded assets over their life cycles. The Fixed Asset module is configured to ensure appropriate accounting treatment of UNHCR assets for IPSAS reporting and other financial reporting purposes in an automated manner.

        

      

      
        Relevance for emergency operations

        
          In line with the Policy on Emergency Preparedness and Response, operations should consider the following principles:

          
            	Emergency preparedness measures should include identifying the responsibilities for asset management in accordance with section 11 of the AI on Asset Management. This is to avoid instances of assets acquired during emergencies not being recorded, and consequently being exposed to misappropriation or misuse;

            	Operations preparing a response to an emergency must coordinate with Asset Management Unit (AMU) of DFAM and with DESS to identify assets that could be obtained from the central pools of assets or through redeployment from other operations;

            	The asset planning strategy (scale up and scale down) should, from the beginning of an emergency declaration, include planning for a post-emergency declaration period including asset management. This is to avoid substantial asset build-up and subsequent under-utilization after the emergency response period, especially assets on loan to partners.

          

        

      

      
        Main guidance

        
          
            Definitions
          

          UNHCR assets include property, plant and equipment (PPE), inventories, intangible or monetary assets, low valued tracked items (LVTIs) and consumables. This Entry addresses only the management of PPE and LVTIs:

          • Tangible – also named Property, Plant, and Equipment (PPE) – those assets that meet the capitalization criteria under UNHCR's Accounting Policy Framework; and

          • Low Value Tracked Items (LVTIs) – those assets that do not meet the capitalization criteria but represent important resources for the organization and are thus tracked and registered by UNHCR for accountability and internal control purposes.

PPE, are items for example vehicles, ICT equipment, generators, with a cost or fair value in excess of defined thresholds; and buildings and major improvements to owned or leased buildings situated in certain locations, with a cumulative cost or fair value in excess of defined capitalization thresholds. Capitalization thresholds for tangible assets are the following: a) US$ 10,000 for all tangible assets, except land, buildings, and major leasehold improvements; b) US$ 250,000 for land, buildings, and major improvements to owned or leased buildings, or for which the right of use has been granted to UNHCR, situated in main locations of UNHCR headquarters, UNHCR regional bureaux or UNHCR’s (multi-) country offices. PPE are subject to depreciation over their useful life.

          LVTIs are specific categories of items held for long term use, but whose value at the time of acquisition or donation falls below the threshold value (cost) established by UNHCR for accounting capitalization. Typically, these are items such as smaller generators, computers, laptops and mobile phones. When delivered to a controlled warehouse, LVTIs are accounted for as inventory until they are either externally distributed and expensed accordingly or are put into use, at which time they are created as assets and immediately depreciated. Due to their attractive nature and related high risk of loss or theft, these assets require tracking for accountability and operational purposes.

          
            Managing
          

          All UNHCR assets must be procured following UNHCR procurement rules, procedures and processes described in the Policy on Procurement and Administrative Instruction on Procurement, and an approved PO must be issued in Cloud ERP. Selecting the appropriate procurement categories when establishing or updating frame agreements—as well as in related requisitions and purchase orders—is essential for the accurate classification, accounting, and effective management of the goods and services procured by UNHCR. PPE and LVTIs should not be acquired using the Expense Claim module of Cloud ERP. UNHCR vehicles are procured by GFM (Global Fleet Management) or with GFM endorsement (in case of local procurement).

          Authorizing Officers1 are responsible for designating UNHCR personnel to the different roles, in line with the established requirements for delegation of authority and segregation of duties to ensure proper management, utilization, and safe custody of assets.

          
            1 “Authorizing Officers” are the Regional Bureau Directors, Representatives, Heads of Office, Division Directors or Heads of Entities at Headquarters.
          

          
            
              
                	
                  
                    Functional Role
                  

                
                	
                  
                    Responsibility
                  

                
              

              
                	
                  
                    Goods/Services Receiver
                  

                
                	Confirms in Cloud ERP that assets were received and were in accordance with the specifications, enters PO receipts, serial numbers, and tag numbers, as required.
              

              
                	
                  
                    Asset Focal Point
                  

                
                	Ensures day to day overall asset management (including issuing assets to custodians), tracks and maintains asset information (custodian, location, transfer, derecognition, retirement, etc.) in the Asset Register; ensures proper documentation/comments are attached and recorded in Cloud ERP. The Asset Focal Point must not be responsible for carrying out the physical verifications of assets.
              

              
                	
                  
                    Asset Verifier
                  

                
                	Designated by the Authorizing Officer to carry out the annual PPE physical verification, periodic LVTI verifications, and any impairment reviews. The Asset Verifier cannot be the Asset Focal Point or anyone who is supervised by the Asset Focal Point.
              

              
                	
                  
                    Custodian
                  

                
                	Individuals who are assigned UNHCR assets to enable the performance and execution of their official duties and responsibilities are fully responsible for exercising due care and diligence in the use of assets. All UNHCR personnel hold such responsibilities and may be held liable for losses resulting from gross negligence.
              

              
                	
                  
                    Asset accountant
                  

                
                	Role is performed by the Global Asset Management Unit in DFAM/GMIS.
              

              
                	
                  
                    Regional Asset Focal Point
                  

                
                	Provides coordination between countries in the region for AM activities (e.g., Physical Verification).
              

            
          

          Assets are issued to UNHCR personnel in support of their official duties and must generally be used for official purposes. Use of UNHCR Assets for private purposes is prohibited unless exceptionally allowed by respective UNHCR policies.

          
            Recording
          

          An Asset Register is maintained in Cloud ERP within the Fixed Asset module, with the purpose to provide a centralized platform for accounting and tracking all recorded assets over their life cycles. The Fixed Asset module is configured to ensure appropriate accounting treatment of UNHCR assets for IPSAS reporting and other financial reporting purposes in an automated manner.

          All assets procured by UNHCR and released for use are recorded in the Asset Register in Cloud ERP by the Asset Management Unit in DFAM/GMIS.

          Fixed assets are recorded and tracked in the Asset Register in Cloud ERP as capitalized items and are included in UNHCR’s financial statements. LVTIs are also capitalized and tracked like fixed assets in the Asset Register in Cloud ERP but are depreciated 100% in the first full month of use.

          All UNHCR assets must be procured by issuing an approved PO in Cloud ERP. PPE and LVTIs should not be acquired through using the Expense Claim module of Cloud ERP. UNHCR Assets must not be procured outside the Cloud ERP procurement process flow.

          Assets may be received as contributions in-kind as described in Section 9 of UNHCR’s Accounting Policy Framework as well as Administrative Instruction on Procedures for Accepting and Formalizing Donor Contributions.

          
            Administering and Maintaining
          

          When fixed assets – including LVTIs – are received from the supplier, as part of the “Put Away“ process, each item is assigned a barcode label which is then physically affixed to the item. This barcode number (also known as tag number) serves to identify an asset throughout its life cycle until it is disposed of. It is important that an emergency operation obtains a sufficient stock of such barcode labels for the registration of all assets. Upon request, DFAM-AFMS issues batches of barcode labels and arranges delivery of these to the given operation.

          The Asset Focal Point is responsible for assigning assets to UNHCR personnel (referred to as the “Custodian”). Any change in custodianship of an asset must be properly documented and communicated to ensure smooth transition of responsibilities and accountability. The change shall be promptly reflected in the Asset Register in Cloud ERP by the Asset Focal Point.

          For Assets under Right of Use (RoU) Arrangements and under Transfer of Ownership Agreements, please see the Guidance Note: Documentation for providing assets to funded and non-funded partners and Section 7.4 and 7.5 of the Administrative Instruction on Asset Management.

          UNHCR operations must review on an ongoing basis any shortage or excess of assets, compared to its operational requirements.

          
            Verification and Reporting Requirements
          

          All operations must verify the quantities and condition of UNHCR assets periodically to ensure that assets held by UNHCR are properly safeguarded and to confirm the accuracy of the asset records in the Asset Register.

          Detailed instructions outlining the verification and reporting requirements for each asset type can be found in Section 8 of the Administrative Instruction on Asset Management.

          
            Disposal
          

          The decision to dispose of a UNHCR asset should consider the actual condition of the asset, cost-benefit analysis as well as demonstrated requirements and continued needs of an operation. Prior to disposing of any item by means of sale, donation, or scrapping, the Authorizing Officer and the responsible regional bureau must verify and ensure that the asset cannot be efficiently, and cost effectively re-utilized within the operation or by another UNHCR operation.

          Assets can be disposed of using different disposal options, i.e., through Transfer of Ownership, sale, scrapping, cannibalization, or quantity adjustments for loss, theft or discrepancy. The procedures and authorizations for the disposal of assets are defined in Annex 1 of the AI on Asset Management. It is important to note that the retirement of vehicles from Cloud ERP is exclusive to GFM and should not be executed by any other operation.

          Complete audit trail with full documentation needs to be ensured.

          As a general rule, UNHCR personnel and their immediate family members are excluded from participation in any type of sales process with the only exceptions being online auction of assets and the direct sale to a staff member of LVTIs which had been previously assigned for “individual use” and is restricted to specific situations namely, in case of separation or retirement. This AI on Asset Management doesn’t allow for such sale to Affiliate workforce, however, there is a temporary exception applied for AWF until the end of 2025 through PR/2025/01 Procedures to Monitor Financial Commitments and Optimize Cash Flow. 

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Cloud ERP User Manual Finance and Administration
                  

                

              

            

          

        

      

      
        Links

        
          Cloud ERP
          Intranet: Asset & Fleet Management
          Procurement in emergencies | UNHCR
          Sourcing and Solicitation
          Fleet Management
        

      

      
        Main contacts

        
          Asset Management Unit via the Global Service Desk at globalsd@unhcr.org
Or email the Asset Management Unit in GMIS/DFAM directly at HQSF01@unhcr.org

        

      

    

  
    Opening an office

    
      15 January 2025

      
        Key points

        
          	
      Always consult the Field Security Officer, functional staff and Global Infrastructure Section (GIS) when you consider establishing a UNHCR presence / office

          	
      Talk to local authorities and other local sources to understand local options and conditions

          	
      Consider the various options, including sharing premises with other UN Agencies which, in particular in the deep field, can be a good option         

          	
      Observe procurement rules, since a lease agreement is a contract for services      

          	
      Do not change any clause in the standard lease agreement without LAS approval




        

      

      
        Overview

        
          Some emergency operations require UNHCR to establish a new office, as either there is no permanent UNHCR presence in the area, or the existing office premises are far too small to accommodate the significantly increased workforce of a new emergency operation.  This entry summarizes key steps to consider when establishing a new presence and offices.

        

      

      
        Relevance for emergency operations

        
          In the overwhelming majority of new emergency operations, UNHCR will already have a formal presence in the country concerned. In the exceptional circumstance when this is not the case and UNHCR needs to establish a new Country Office, this requires the approval of the High Commissioner and the signing of a seat agreement with the national government.

          For the establishment of new presence in field locations of an existing operation, the Regional Bureau and the Representative can decide to establish a new sub- or field office or field units. The annexed UNHCR/AI/2019/07/Rev.3 RAF Delegation of Authority for Management of Structures, Financial and Staffing Resources provides further guidance.

          Key questions and risks to consider:

          
            	Will a new field presence quickly have a major positive impact on the protection of displaced persons, staff working conditions, and UNHCR's overall position in the operational response?

            	Is the OL budget sufficient to cover the investment?

            	Lack of attention, awareness and knowledge regarding the establishment of an office can lead to long-term problems, retrofitting expenses, space limitations and physical constraints that should be avoided.

          

          If the review leads to the decision to establish a temporary presence only for the duration of the emergency phase, see information on options for temporary offices and staff accommodation.

        

      

      
        Main guidance

        
          When considering to formally establish a new office during an emergency, regard also the long-term implications beyond the acute emergency and L1-3 declaration phase. Since a new office is a significant investment in terms of budget, time and effort, review how long the investment will serve its purpose after the expected end of the emergency.

          Key questions to consider:

          
            	What are the expected duration and scope of the UNHCR presence at the new location?

            	Can the office premises be adapted to future needs, including downsizing or sharing with other UN agencies?

            	Does the lease agreement permit early termination if necessary?

            	If the office closes, can investments in infrastructure and equipment be recovered (e.g. transferred to another office)?

          

           

          
            Definition and type of office in a UNHCR operation
          

          
            Country office
          

          
            	Is headed by a Representative accredited to the Government of the country in which the office is located.

            	It is responsible for all UNHCR functions in the country and ensures that relations are maintained with the host Government, diplomatic missions, UN agencies, NGOs and other international missions in the country.

            	Plans the operational strategy, staffing and budgets, and maintains the operation’s business unit in the corporate applications COMPASS and C-ERP.

            	Operates in USD and main local bank account and manages the cash replenishment.

          

          
            Sub-office
          

          
            	Is usually established in a strategic location, where provincial/ regional authorities have jurisdiction over a population of concern.

            	Its establishment is normally approved by the Government and its functions include sub-representational role in the specified part of the country.

            	It undertakes coordination, operational and monitoring functions, with respect to both protection and programmes, and oversees partnerships at the provincial / regional level.

            	It may operate its own bank account and has its own administrative budget and staffing table.

            	The authority to open or close a sub-office lies with the Regional Bureau Director.

          

          
            Field office
          

          
            	Is a fully functioning UNHCR office, and normally located close to populations of concern in an outlying region of a country.

            	It undertakes operational and monitoring roles with respect to both protection and programmes and oversees UNHCR's relationships with partners at local level.

            	The authority to open or close a field office lies with the country Representative/Chief of Mission.

          

          
            Field unit
          

          
            	Is a small UNHCR presence (not an ‘office') that extends the presence of a designated office (country, sub-, or field).

            	It provides operational flexibility and can be transferred from one location to another. It is usually located close to populations of concern in remote areas.

            	A field unit must be headed by a UNHCR staff member; because it has limited responsibilities and is closely supervised, this officer does not need to be an international.

            	It is supervised by and always administratively dependent on the Country, Sub-, or Field Office to which it is attached and report to.

            	The authority to open or close a field unit lies with the country Representative/Chief of Mission.

          

           

          
            Inputs required for planning a new office
          

          
            	Assessment of needs regarding infrastructure, work and utility space, accessibility, reception area, outreach to displaced people, etc. Conduct the assessment as a multi-functional team (MFT) to receive comprehensive input.

            	Involve UNHCR or UN security professionals in the planning from the start to conduct risk assessments and advise on appropriate security measures needed to obtain UNDSS security clearance for the premises and location.

            	Consult the Supply/Procurement Officer, since setting up a new office involves procurement steps and submission for approval of the obligation. Procurement rules must be observed, even if real estate lease is among those procurement items exempted from formal methods of solicitation in cases where market conditions do not allow for effective competition.

            	Contact the Admin or Budget Officer to perform a cost-benefit analysis and to check whether sufficient ABOD OL budget is available to cover the lease, investments and associated costs.

            	Seek technical advice from ICT and GIS personnel on communication, infrastructure and energy.

            	Request LAS review and comments on the agreed draft lease agreement.

            	Inform the Regional Bureau in this matter and share the draft RAF submission for comments.

          

        

      

      
        Emergency Office Checklist

        
          
            
              1. Location assessment:
            

            
              	Proximity to cities, towns, and villages.

              	Proximity to mobility infrastructure and access routes (roads, railways, airports etc.).

              	Access to utilities and public services (electricity, water, telephone, heating, sewage), including backup generators and UPS.

              	Vicinity and access to forcibly displaced and stateless persons.

              	Presence and capacity of partners and other UN agencies.

              	Presence of local or sub-regional governmental structures.

              	Security situation (ask FSO or UNDSS to conduct security risk assessment).

              	Vulnerability to natural hazards (floods, earthquakes, landslides, hurricanes, wildfires etc.).

              	Presence of UN agency accommodation.

              	Availability of hospital or clinic services in the area.

            

          

          
            
              2. Options identification:
            

            
              	Temporary use of UNDSS-approved hotel facilities.

              	Sharing premises with other UN Agencies or partner NGOs.

              	Premises offered rent-free by the host Government.

              	Premises provided at low cost by the Government.

              	Commercially rented premises (lease agreements).

              	Set-up of temporary office (and accommodation) structures, such as tented or prefabricated, container offices.

            

          

          
            
              3. Building characteristics:
            

            
              	Adequate office space for users per m². The recommended Total Area Required per capita, including workspace, circulation, and support functions, is approximately 15 m² per person.

              	The building is structurally safe in terms of earthquakes, blast threats, and fire, and is well maintained or easy to upgrade.

              	Staff accommodation options may be included in the same compound where the office will be located if required and suitable.

              	Offices are secure, providing controlled authorized access for forcibly displaced persons and UNHCR staff, and preventing unauthorized access. Offices, assets, and files are physically secure.

              	Communications. Office premises are suitable for radio and satellite communications, internet connection is available or can be established.

              	Parking. Equipped with safe parking facilities.

              	Fire safety. The building has at least 2 entrances (main and emergency).  

              	Accessibility. Ensure accessible premises for everyone, including forcibly displaced persons and workforce by establishing healthy and inclusive workspaces. 

            

          

          
            
              4. Due Diligence:
            

            
              	Contact FSS in DESS on security measures and FSO/AFSA to conduct a security risk assessment of the building(s)/compound: Do not seek or take a decision on a contract for new premises without having UNDSS security clearance for the location and building.

              	Obtain an assessment of building compliance with national building codes, including earthquake resistant assessment if applicable. Contact Global Infrastructure Section in DFAM, or a local technical advisor, for technical and engineering guidance.

              	Request and review proof of ownership of the premises, owner’s ID and tax number, and authorization of designated lease signatory if not the owner. Conduct integrity clearance (check owner name against sanction lists).

              	Request proof of building insurance by the owner if national legislation mandates insurance.

              	Clarify with prospective lease signatory the acceptance of the UNHCR lease agreement template, including diplomatic, refurbishment and restoration clauses.

              	Contact Greening & Sustainability in DFAM for technical advice on clean energy and the use of generators.

              	When premises have been identified, use the Standard Lease Agreement approved by Legal Affairs Service (LAS); do not make revisions or sign another version without prior authorization by LAS. Submit the final draft agreement to LAS for review.  In the case of shared premises with another UN Agency: before signing an MOU with other UN Agencies on shared premises, ask LAS to check whether the MOU is compatible with UNHCR's template for sharing premises.

              	Before signing a lease agreement, review whether approval by the relevant Committee on Contracts is required (see the EHB entries on regular procurement procedures and exceptional procedures for procurement during emergencies).

              	Submit formal notification as per RAF to DFAM via RB to establish a new duty station in the corporate system (link to operation’s business unit) if the new office is also a new location.

            

          

          
            
              5. Move-in and settle in:
            

            
              	Take all necessary urgent measures to comply with SRM (Security Risk Management) or suitable upgrade to SRMM (Security Risk Management Measures) immediately upon signing the lease and before occupying the premises.

              	At the start of the lease, complete the lease inspection letter (premises condition report) to record the state of the premises before occupancy.

              	Record all premises in UNIFIER, even if presence is only planned but not yet existing.

              	Take immediate steps to provide furnishings, computer and telecommunication equipment (ICT), and office supplies, and coordinate any necessary cleaning or repairs.

              	Conduct tests of all equipment, security systems, plumbing, electricity, gas, and HVAC before colleagues start working in the new space and address any technical issues.

              	Include all requirements (repairs, upgrading, ICT equipment, office furniture, SRM measures, etc.) in your ABOD submission.

              	Notify internal (HQ/RB, all operation staff) and external counterparts (other UN, national government/MFA) of new office presence and address.

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Links

        
          UNHCR Global Infrastructure Section
          UNIFIER reference site
          Early emergency response
          Temporary offices and staff accommodation
        

      

      
        Main contacts

        
          Global Infrastructure Section, DFAM: hqgis@unhcr.org

          Legal Affairs Section (LAS): hqle00@unhcr.org

          Field Security Section (DESS/FSS): hqfs00@unhcr.org

          Relevant Regional Bureau Regional Controller/Snr Admin Officer

        

      

    

  
    Local rental of vehicles in emergencies

    
      09 January 2025

      
        Key points

        
          	
      Contact AFMS as soon as it becomes clear that you need additional light vehicles. Order the number and types of vehicles you require. Determine your needs as fast as possible

          	
      When placing an order, refer to UNHCR's Emergency Handbook: Requesting vehicles from UNHCR's Global Fleet Management System in emergencies

          	
      Remember that AFMS must approve local rentals that last longer than 6 months, and the request must be sent to hqfleet@uhcr.org




          	
      Local rentals usually cost more in the long run and should only be used for short-term or temporary needs

          	
      Locally rented vehicles must comply with country specific SRM measures. The arrangements made must ensure that locally rented vehicles are roadworthy at all times




        

      

      
        Overview

        
          At the onset of an emergency, staff and partners frequently rent light vehicles locally to provide transport. No wheels = no emergency response. Although the Asset and Fleet Management Section (AFMS) maintains a stock of vehicles, delivering them (including preparation, fitting, sailing time, custom clearance and registration) can take time, especially to landlocked countries or countries where the authorities are not cooperative.

          Local procurement of rented light vehicles (commercial local rent) is the responsibility of the country operation. Depending on the contract ceiling, decisions must be approved by the Local Contracts Committee (LCC), the Regional Contracts Committee (RCC) or the Headquarters Committee on Contracts (HCC).

        

      

      
        Relevance for emergency operations

        
          When ordering vehicles from the Global Fleet Management team, you have to take into account the normal lead time from ordering to receiving at the country operation which can be further verified with AFMS rental team (hqfleet@unhcr.org). Therefore, renting vehicles locally at an early stage of the emergency may be of crucial importance to the emergency response.

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          Light vehicles are needed urgently at the start of emergencies for several reasons:

          
            	To move staff or light cargo.

            	To meet demands that cannot be met in other ways (for example, by borrowing vehicles from neighboring UNHCR operations or pooling vehicles with sister UN agencies).

          

          Light vehicles should only be rented from the local market:

          
            	To bridge the gap until AFMS vehicles arrive in the country.

            	To cover temporary needs

            	For periods of up to 6 months. Rental agreements that exceed 6 months require AFMS endorsement.
 

          

          
            Description and /or specifics
          

          Locally rented light vehicles must meet SRM measures, if SRM measures are applicable. In addition, they must be:

          
            	Roadworthy. (i.e. Valid TÜV, MOT or its equivalent in the operational context)

            	Insured (third party and loss/damage).

            	Maintained regularly.

            	When/If possible, allow for installation of basic telecom equipment such as the communication radio (VHF).

          

          
            How to request / implement / seek support?
          

          A country operation procures locally rented vehicles, considering relevant procurement procedures. It:

          
            	Drafts terms of reference for a Request for Proposal (RFP) through the requesting unit.

            	Assesses needs based on the number of staff, distances to be travelled, and terrain.

            	Determines what kind of vehicles are required (on road sedans, medium duty 4x4s, heavy duty 4x4s, minibuses, buses) and their specifications, applying the assessment above.

            	Decides whether drivers will be hired by UNHCR or provided by the service provider/s.

          

          When tendering, it is recommended to:

          
            	Include vehicle maintenance in the service contract.

            	Apply UNHCR's regular procurement procedures.

            	Include local & HQ supply colleagues in this process from the start.

            	Determine how long you will need the vehicles. If you need them for longer than 6 months, involve AFMS. Place an order with AFMS as soon as possible to minimize the duration of commercial rentals.

          

          For support, contact the Procurement Service in Budapest and AFMS (hqfleet@unhcr.org).

        

      

      
        Standards and Indicators

        
          
            
              Monitoring fuel consumption rates (L/100 km).

              Utilization levels based on distance travelled.

              Service intervals.

              Daily vehicle inspection.

            

          

        

      

      
        Links

        
          Asset & Fleet Management
          Global Fleet Management
          Road Safety - Vision Zero
          Supply Management - Chapter 8, UNHCR Manual
        

      

      
        Main contacts

        
          The Asset and Fleet Management Section of DFAM. Global Fleet Management: hqfleet@unhcr.org

        

      

    

  
    Fleet management - locally in-country

    
      09 January 2025

      
        Key points

        
          	
      From day 1: start recording volume and cost of fuel, mileage, service and maintenance, and repair costs

          	
      Always appoint a fleet management focal point

          	
      Observe Global Fleet Management's (AFMS) instructions issued on AFMS intranet site and contact AFMS for any fleet related questions

        

      

      
        Overview

        
          Transporting staff, relief supplies and forcibly displaced and stateless people is critical to UNHCR's mission. Effective and efficient programme delivery depends on the availability of appropriate vehicles. All UNHCR vehicles must be operated in accordance with the policies, procedures and guidelines of the UNHCR vehicle rental programme (Asset and Fleet Management (AFMS)) and other relevant administrative instructions. These are outlined in this Entry.

Fleet management focal point appointment: All emergency operations that use UNHCR vehicles must appoint a fleet management focal point, who may be a professional or general service member of staff. The fleet management focal point is responsible for administering the UNHCR vehicles in a location, is AFMS' counterpart for all fleet-related issues and implements AFMS procedures.

        

      

      
        Relevance for emergency operations

        
          Managing UNHCR’s fleet in emergency situations is critical to provide the necessary transport requirements of emergency operations. For all vehicles, it is critical that they are serviced and maintained correctly to provide safe, secure and fully functional vehicles for operations. All costs for fuel, service and maintenance must be correctly captured using the central FleetWave solution. The use of Vehicle Tracking System (VTS) in all vehicles is mandatory.

          It is critical that all vehicles are covered by local third-party liability insurance.

        

      

      
        Main guidance

        
          All vehicles must be ordered via the Global Fleet Management team, or local purchase must be endorsed by AFMS.

          All vehicles must be updated in FleetWave including the vehicle used by funded Partners.

          All vehicle costs must be captured in FleetWave including Fuel, Maintenance and Service Costs.

          Vehicles must have a local third-party liability Insurance cover.

          All vehicles must have an active Vehicle Tracking device which is correctly setup on the VTS platform.

          
            When and for what purpose?
          

          This guidance applies to all vehicles held by a UNHCR operation, including vehicles that transport personnel, that transport forcibly displaced and stateless people, and that transport goods (trucks for example). This guidance does apply also to the use of UNHCR vehicles made available to funded partners under the Right of Use Arrangements.

          Transport arrangements should be efficient, safe and accountable.

          
            Associated risks
          

          Management and operation of a vehicle fleet is associated with several risks. A humanitarian organisation needs to achieve an optimum balance between three principles, which sometimes compete or conflict:

Safety of staff and other road users

          
            	Traffic crashes are the leading cause of deaths and injuries related to UNHCR operations. Statistics show that an average of 135 people are injured and 20 killed in traffic accidents involving UNHCR vehicles every year.

          

          Asset recording  

          
            	 An Asset Register of vehicles is maintained in Cloud ERP within the Fixed Asset module, with the purpose to provide a centralized platform for accounting and tracking all recorded assets over their life cycles. The Fixed Asset module is configured to ensure appropriate accounting treatment of UNHCR assets for IPSAS reporting and other financial reporting purposes in an automated manner, and to ensure that the Asset Register is correctly maintained and kept up to date with UNHCR vehicles. Incomplete or inaccurate asset information should not be allowed, as can result in audit qualification, which would seriously harm UNHCR's reputation and programmes.

          

          Cost control 

          
            	The main operating costs of all UNHCR vehicles (including fuel, maintenance, and repair costs) must be recorded in FleetWave on a regular basis. All costs must be budgeted, tracked and monitored for every vehicle.

          

          
            Steps to be taken
          

          1. All offices that use UNHCR vehicles must designate a fleet management focal point, who is AFMS' counterpart for all fleet-related issues and implements AFMS procedures.
2. The number and types of vehicles in an office's fleet should reflect its actual operational requirements.
3. Do not order vehicles from AFMS in excess of the actual needs just because the operation has surplus funds.
4. Consider hiring vehicles temporarily from local service providers to meet peak demand and terminate contracts for local rentals as early as possible after the peak demands subside. Review the cost to see whether this option meets short-term requirements more cost effectively than renting a vehicle from AFMS. It’s recommended to follow Road Safety Guidance for Managing Local Vehicle Rental Services when hiring vehicles from local service providers.
5. Local rentals that are longer than 6 months require AFMS approval.
6. Basic fleet management requirements for the field are set out in the Policy for the Use of Vehicles in UNHCR.
7. Start recording fuel and mileage from day one, using the vehicle log sheet. Fuel control is crucial, and professional and non-professional drivers must account for fuel use.
8. FleetWave is UNHCR's operational costs capturing tool
9. All new vehicles provided by AFMS via a vehicle logistics hub come with first aid kit, and recovery kit.

          10. Responsible officer must ensure vehicles are provided logbooks and service books.
11. All AFMS vehicles are tracked by a vehicle tracking system (VTS). Access to the VTS platform can be requested from AFMS. All users of UNHCR vehicles should be informed that personal data is collected and used by UNHCR and may be shared with third parties.
12. All traffic crashes and incidents must be reported within 72 hours to AFMS Insurance (HQinsure@unhcr.org).
13. Obtain minimum local third-party liability insurance to meet legal requirements in the host country. UNHCR Global Insurance Programme insures vehicles, while the local third-party liability insurance protects UNHCR against third-party liability claims from persons or legal entities outside of UNHCR (third parties). Only in those cases when the third-party liability insurance is not enough to cover all the related expenses, the UNHCR Global Insurance Programme would cover the remaining part through the application of the excess of liability insurance.
14. All vehicles must be serviced in accordance with the vehicle manual. For standard AFMS models, the service interval is 5000 km. Contact the Maintenance and Repair team (hqrepair@unhcr.org) to get the list of repairs that do not require AFMS approval (under Asset & Fleet Management).
15. All vehicles should be serviced or repaired by an authorised dealer. Where there is no authorised distributor, a frame agreement with a reliable garage should be established.
16. In emergency operations, the service facilities of WFP, IFRC, ICRC or other humanitarian actors with expertise in fleet maintenance can be used, based on a memorandum of understanding (MoU) or service level agreement.
17. Do random visits to the workshops (authorised or not) to check that vehicles are fitted with the required parts.
18. Ask for the old parts once in a while and always check if new and genuine parts have been fitted. Follow the same course for lubricants.
19. Establish a pool system for UNHCR vehicles, rather than assigning vehicles to individuals.

          20. All UNHCR vehicles are first and foremost for official use.

          
            Resources / inputs required
          

          
            	Funds for local vehicle rental (less than 6 months), or AFMS rental (more than 6 months).

            	Minimum local third-party liability insurance for all vehicles.

            	A local fuel supplier.

            	A local vehicle maintenance and servicing supplier.

          

          
            Related UNHCR management system(s)
          

          
            	A web-based fleet management software called FleetWave is rolled out to the field, and data entry in FleetWave is mandatory.

          

        

      

      
        Standards and Indicators

        
          
            
              Monitoring fuel consumption rates (L/100 km).

              Utilization levels based on distance travelled.

              Service intervals.

              Daily vehicle inspection.

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              Workday learning

            

            
              
                
                  
                    Fleet Management
                  

                

              

              
                
                  
                    VTS (for Vehicle Tracking System)
                  

                

              

              
                
                  
                    Safe Road Use for Managers
                  

                

              

            

          

        

      

      
        Links

        
          Asset and Fleet Management Section
        

      

      
        Main contacts

        
          Vehicle Rental Unit: hqfleet@unhcr.org

          Fleet Management Support: hqfleetsupport@unhcr.org

          Asset Management Unit: hqsf01@unhcr.org

          Maintenance & Repair: hqrepair@unhcr.org

          Vehicle Tracking Support: hqvts@unhcr.org

          Safe Road: visionzero@unhcr.org

          Global Insurance Programme: hqinsure@unhcr.org

          Fuel Management: hqfuel@unhcr.org

        

      

    

  
    Requesting vehicles from UNHCR's Global Fleet Management programme

    
      09 January 2025

      
        Key points

        
          	
      Emergency requests must be addressed to the Asset and Fleet Management Section (AFMS) at the start of an emergency operation

          	
      Check local import regulations for vehicles. Are AFMS-standard vehicles conditionally or unconditionally exempted?

          	
      AFMS approves requests to deploy and deliver vehicles

          	
      Decide on the mode of transport (air-sea): this is vital to prompt delivery

          	
      Keep communication channels with AFMS open

        

      

      
        Overview

        
          Emergency operations typically require the Land Cruiser 70 series and Prado models, and Ambulances for transportation and delivery of services.

          The Asset and Fleet Management Section (AFMS) has vehicles available in its upstream pipeline. For the full range of UNHCR standard models, see the AFMS Standard Vehicle Catalogue.

          The requesting units at country operations are typically the Administration and/or Programme Units, represented by the respective Fleet Management or Transport team members.

        

      

      
        Relevance for emergency operations

        
          Emergency operations need to know how to request vehicles from UNHCR’s Asset and Fleet Management Section (AFMS).

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          
            	To meet the demand for vehicles at the start of emergencies.

            	To enable UNHCR staff and partners to deliver the programme and achieve programme goals.

          

          Note:

          
            	AFMS is responsible for providing vehicles to emergency operations.

            	For fast delivery, it is crucial to follow the emergency vehicle request procedures.

          

          
            Associated risks
          

          
            	It is less safe to use locally rented vehicles that are not compliant with the SRM provisions or roadworthy.

            	Locally rented vehicles are often more expensive compared to renting from AFMS.

            	Delivery of vehicles by AFMS may be delayed if the requester fails to follow procedure.

            	If vehicle delivery is delayed, - the operation will not be able to provide assistance to forcibly displaced and stateless persons and will not meet its objectives.

          

          
            Steps to be taken
          

          
            	Communicate an emergency request to AFMS as soon as possible, at: hqfleet@unhcr.org.

            	Check possible import restrictions. Establish whether vehicles with AFMS specifications and installed ICT equipment can be imported, and on what conditions.

            	Establish whether AFMS-standard vehicles can be registered.

            	Establish whether AFMS-standard vehicles can be maintained in the country of operation.

            	Communicate the answers to AFMS immediately. AFMS has good information about which countries can receive its vehicles, but rules change, and it is the responsibility of the requesting party to import and register vehicles. If import or registration fails, all related costs (transport, demurrage, detention, etc.) must be borne by the requester.

            	AFMS will review the request based on the emergency status (L1-L3) of the operation.

            	Settle with AFMS on the models that are available and their equipment.

            	Determine the mode of transport (airfreight/sea-freight) as soon as possible.

            	AFMS arranges transportation of requested vehicles from the hubs to the operation.

            	After receipt, vehicles need to be registered and insured in accordance with minimum local requirements (local third-party liability insurance).

            	AFMS's rental fee includes global insurance cover for loss (including theft) and damage to UNHCR vehicles, and subsidiary global third-party excess liability insurance. The latter provides complementary coverage to the local third-party liability insurance.

            	Lead times for vehicle shipment by AFMS: Lead times for sea transport depend on the availability of vessels, routing, and the country of destination, but 3-4 months is standard. The freight forwarder provides a delivery date with the quotation. The lead time for airfreight/airlifts depends on the availability of aircraft and the airport of embarkation. An airlift can be arranged within days of the request but would be at significantly higher cost.

          

          
            Resources / inputs required related UNHCR management system(s)
          

          
            	Funds must be secured for rental and transport of vehicles.

            	For budgeting purposes calculate USD 700 per light vehicle per month for rental charges.

            	Rental (and other related fees, such as insurance) is charged starting one month after delivery of vehicle to the Country Operation.

            	Transport charges from the AFMS vehicle hub to the operation must be covered by the requesting office.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Main contacts

        
          UNHCR DFAM, Asset and Fleet Management Section: hqfleet@unhcr.org

        

      

    

  
    Sourcing vehicles locally

    
      09 January 2025

      
        Key points

        
          	
      This section on sourcing is about local purchasing of vehicles instead of receiving the vehicle from AFMS

          	
      Contact the Asset and Fleet Management (AFMS) regarding vehicle needs immediately, at the start of an emergency

          	
      Check local import regulations for AFMS-standard vehicles. Are AFMS vehicles conditionally or unconditionally exempted?

          	
      Seek approval from AFMS in all cases where local purchase is considered the only feasible option

          	
      Do not initiate procurement until you have received AFMS's approval

          	
      Keep communication channels with AFMS open

        

      

      
        Overview

        
          The Asset and Fleet Management (AFMS) maintains global frame agreements for purchasing Light Vehicles and through these AFMS is able to hold the cost to UNHCR for purchasing as low as possible. UNHCR global standard Light Vehicles are purchased, kept in hub stocks, and made available to country operations under the AFMS Rental Programme.

          Emergency operations typically require the Land Cruiser 70 series and Prado models, and Ambulances. For the full range of UNHCR standard models, see the AFMS Standard Vehicle Catalogue.

          Emergency operations have the option to source vehicles from local vendors. This has the possible benefit of decreasing lead times at the start of an emergency operation. However, be aware that local vendors don’t always have sufficient stock availability of appropriate vehicles. Keep in mind that during an emergency UNHCR is usually competing with other humanitarian actors for vehicles in the local market.

Operations must request in advance and obtain the approval from AFMS before proceeding with any purchase locally.

          Locally procured vehicles are rented on the same terms as other light vehicles (regardless of source) and must be equipped with a vehicle tracking device (VTS) provided by AFMS and will be disposed by AFMS at a later stage.

It is the responsibility of the operation (administration / programme) to communicate its requirements to AFMS as soon as possible.

        

      

      
        Relevance for emergency operations

        
          Vehicles are critical assets for attending to the transportation needs during emergency situations. If AFMS cannot provide vehicles to suffice the mobility needs on such circumstances in short term, it’s crucial for operations to be able to source vehicles locally.

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          Local sourcing of vehicles should be considered when:

          
            	The host country does not permit vehicle imports.

            	AFMS-standard vehicles cannot be imported or registered because they do not comply with local law.

            	The global supplier does not supply a standard model for the country in question.

            	Urgency of need to make the vehicles available to the operations and unavailability of short- term rental options locally.

          

          
            Associated risks
          

          
            	Local distributors tend to commit to lead times they cannot meet.

            	Local prices are likely to be more expensive.

            	Local purchase and registration may be a slow process.

            	If SRM compliance is required, it can be time consuming to retrofit vehicles with ICT equipment and other necessary accessories.

          

          
            Steps to be taken
          

          1. Communicate your vehicle needs to AFMS immediately.
2. If AFMS approves purchase from a local vendor, and approves the brand or model, initiate the procurement process.
3. Request lead times from potential suppliers.
4. Submit to AFMS the notification of approval by the Local or Regional Committee on Contracts (LCC/RCC) or HQ Committee on Contracts.
5. After procurement approves it, AFMS will raise the requisition in ERP and operations will raise the corresponding Purchase Order (PO).

          6. Vehicles sourced locally are part of the AFMS rental programme.
7. The operation must maintain the minimum local third-party liability insurance required in the host country.
8. Loss and damage to all vehicles owned or operated by UNHCR are covered by UNHCR's vehicle insurance policy.
9. The vehicle must be registered in accordance with the host country's regulations.

          
            Resources / inputs required
          

          
            	Adequate funds must be available to rent the vehicle (not to purchase it).

            	The rental rate will depend on the vehicle's purchase price.

            	Rent is charged from the vehicle's scheduled delivery date to the end of the budget year.

            	A full year's rent will be charged in the following budget year.

          

          
            Related UNHCR management system(s)
          

          Cloud ERP does not record this process specifically; expenditures will be recorded within regular procurement procedures.

The receipt of assets in Cloud ERP must be carried out under the guidance of AFMS. Special requirements may need to be considered.

        

      

      
        Standards

        
          
            
              Refer to the AFMS Standard Vehicle Catalogue.

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
                  
                    Procurement in emergencies
                  

                

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Links

        
          Asset and Fleet Management Section
        

      

      
        Main contacts

        
          DFAM, UNHCR Asset and Fleet Management Section: hqfleet@unhcr.org

        

      

    

  
    Temporary offices and staff accommodation in emergencies

    
      21 October 2024

      
        Key points

        
          	
      Non-provision of standard offices and accommodation affects staff health and wellbeing, and productivity.

          	
      For emergency/interim accommodation a decision needs to be made within six months on whether the accommodation is to be closed upon conclusion of the emergency operation or upgraded in compliance with the established Minimum Standards.

          	
      Include in Operating Level submissions to the Budget Committee, emergency deployments of technical teams or accommodation, office and support equipment.

          	
      Seek advice from appropriate focal points  for technical support regarding set-up of temporary offices and accommodation units i.e. Field Security Service, Emergency Services/DESS and DHR.

          	
      Emergency Standby Partners maintain a capacity of personnel or equipment (subject to funding and availability) which can be deployed, to enhance UNHCR's capacity to respond to humanitarian crises.

        

      

      
        Overview

        
          Guideline to be applied during emergencies at duty stations in remote locations where UNHCR staff and affiliate work force are not able to rent offices and housing commercially and must use UNHCR-provided facilities. A security assessment and a medical support risk assessment needs to have been undertaken.

          (a) The following categories of staff are eligible to stay in UNHCR provided accommodation:

          
            	All members of staff who are recruited internationally, including field staff and members of the affiliated work force.

            	Locally recruited staff members may exceptionally be authorized, in the specific circumstance indicated below:	When recommended by the Field Security Advisor (FSA), on security grounds.
	When local rental housing is not available for locally recruited staff and no land is available on which to build housing for them.
	When road conditions to and from refugee settlements or camps cause unacceptable and long daily commutes, or when local curfews are in place. Eligibility on these grounds is subject to approval by the Head of Office and is reviewed periodically to take account of changes in infrastructure and security.



          

          Once it has been established that severe conditions exist, and that accommodation is required, it should be provided as soon as possible.

          (b) Arrangements for the provision of offices shall be made by the country office to include all staff as guided by Handbook on Leasing and Facility Management and UNHCR Handbook for Designing Field Presences. Please also read the entry Opening an Office. 

          
            
               

            

          

        

      

      
        Relevance for emergency operations

        
          UNHCR staff need to be provided with improved working conditions in offices and guesthouse accommodation while responding to emergencies in remote duty stations where such services are not available locally. Technical support to establish suitable temporary offices and temporary guesthouse accommodation should be provided in a timely manner and process described in this guidance. When adequate living and working conditions are provided to UNHCR staff and the affiliate work force during an emergency, they can carry out their primary tasks without distractions of having to spend time on setting up offices and accommodation in difficult locations where security risks may be high.

          
            
               

            

          

        

      

      
        Main guidance

        
          The duty of care includes both security management, protecting personnel from intentional, malicious acts, and occupational health and safety. The Risk management tool: Duty of Care, Occupational Health & safety, and Security provides an outline of risks associated with non-provision of standard accommodation. UNHCR/AI/2019/8 Administrative Instruction on UNHCR- provided accommodation in the Field highlights that all UNHCR Guesthouses must adhere to the UN Minimum Standards, outlined in Annex I. They cover both emergency and regular operations. For emergency/interim accommodation a decision needs to be made within six months on whether the accommodation is to be closed upon conclusion of the emergency operation or upgraded in compliance with the established UNHCR/AI/2019/8 Administrative Instruction UNHCR Provided accommodation in the field minimum standards.

          Examples of risks can include the following:

          
            	Staff health and wellbeing may deteriorate.

            	Staff exposed to physical or mental harm.

            	Operational performance may decline.

            	Increased incidences of staff on sick leave may occur.

            	Staff may require medical care or medical evacuation.

          

          
            Technical Support
          

          The Representative may request technical support from Headquarters, after an initial rapid assessment of the capacities and skills available in the country. Rapid assessments are conducted in consultation with HQ Services, including the Field Security Service, Emergency Services/DESS, the Senior Occupational Safety Officer, the Division of Human Resource (DHR), and the relevant Regional Bureau.

          The following focal points are responsible:

          
            	Emergency Preparedness, Deployments and Partnerships Section (EPDPS) in the Division of Emergency, Security and Supply (DESS) is the overall focal point for UNHCR’s Emergency Standby Partners (SbP). Should you identify a need for a Service Package, contact DESS hqdeploy@unhcr.org, keeping the Senior Occupational Safety Officer in copy.

            	The Protection Policy and Legal Advice Section provides advice for contractual arrangements.

            	The Regional Medical Officer is the focal point to provide technical advice on assessment of medical care needs in the location.

            	For medical evacuation, based on the information received from the Head of Office or Representative, the Medical Section will conduct a comprehensive medical risk assessment and authorize medical evacuation.

            	Creation of permanent UNHCR managed guesthouse - Senior Occupational Safety Officer provides support to operational management.

          

          An Administrative or Finance or Supply Officer may be requested to help coordinate activities, ensure that relevant financial and procurement rules and procedures are followed, and establish appropriate budgets. Where appropriate, such requests should be discussed in the Human Resources Cell of the emergency in question and included in the request for emergency deployments. Requests for deployments should be sent to the EPDPS in DESS. Follow the process outlined in the Entry Requesting Emergency Deployments from UNHCR Internal Deployment Mechanisms.

          
            Emergency office and staff accommodation options
          

          The appropriate design of a facility is determined by risk mitigation measures defined during the UNSMS Security Policy Manual – Security of UN Premises and including the following:

          
            	Such decisions should consider the duration of deployment,

            	The number of staff, climatic and geographical conditions at the location,

            	The availability of local building materials, and available funds.

            	The needs of displaced and local communities should also be considered. In particular, the design and construction of buildings should permit local communities to put them to good use after UNHCR closes its operations.

            	Proximity to support facilities such as a clinic, airport or air strip, and presence of other UN agencies.

            	Emergency offices and accommodation should be erected on public land donated by the authorities, not private land. UNHCR administration officers should participate in discussions of land access with the local community and local authorities.
 

          

          Additional guidance for the provision of offices is included in the Handbook on Leasing and Facility Management.

          
            Emergency office and accommodation units
          

          
            	UNHCR has Standby Partnership agreements with Government agencies, NGOs, and private sector organizations whose specific expertise and capacity complement UNHCR's internal emergency and surge capacity. Emergency Standby Partners are organizations or entities that maintain a capacity of personnel or equipment on standby, which can be rapidly deployed upon request, to enhance UNHCR's capacity to respond to humanitarian crises. UNHCR's Emergency Standby Partners offer two kinds of services: deployment of personnel and Service Packages.

            	A Service Package is a pre-defined set of operational support equipment that, upon request and mutual agreement between UNHCR and a standby partner, is deployed to a UNHCR emergency operation. They often include the deployment of a dedicated support team that helps to set up the Service Package and train UNHCR staff on its use. The most frequently used Service Package is the ‘base camp', a fully equipped deep field staff accommodation and office solution, as interim solution until more sustainable solutions are identified.

            	It should be noted that the availability of a ‘base camp’ will depend on the standby partner’s funding (standby partners have their own geographic or thematic priorities), as well as the availability of the required equipment and staffing. Additionally, such Service Packages can often take long to be delivered, depending on factors linked to operational contexts (availability of land, customs clearance process, building security fencing, etc.) or the partner’s capacity (availability of specific items).

            	Further details on these services can be found in the Emergency Handbook Entry on Requesting Service Packages from Standby Partners.

          

          
            Registration of emergency offices and staff accommodation
          

          All real property and land used by UNHCR for administrative (office) purposes must be recorded and maintained in UNIFIER. It is the responsibility of each country operation to ensure that the records in UNIFIER are kept up to date. Any planned opening or closure of an office facility must be promptly recorded in UNIFIER.

          For the purpose of recording in UNIFIER, all real properties and land shall be included, irrespective of asset capitalization thresholds, contractual modalities (leasing, in-kind contribution, owning), building management arrangements (common premises, government premises), or types of structures (permanent buildings, prefabricated modules, office spaces), including those acquired in emergency operations.

          All information related to UNIFIER is available on the Global Infrastructure Section Intranet page, including tip sheets and video tutorials. For specific queries, contact the UNIFIER Administrators at hqunifier@unhcr.org

          
            Funding
          

          Emergency deployments of technical teams or accommodation, office and support equipment should be included in submissions to raise the Operating Level made to the Budget Committee. Alternatively, they may form part of a request to the Regional Bureau and Assistant High Commissioner-Operations or to the High Commissioner for the release of emergency funds from the Operational Reserve (OR) as outlined in UNHCR/HCP/2023/06 Policy on Resource Allocation and Management.

          UNHCR has an operational reserve (reserve). The authority to approve transfers of appropriations from the Operational Reserve, except in cases involving emergencies (see conditions in section 8B UNHCR/AI/2019/07/Rev.4 Resource Allocation Framework), is exclusively delegated to the Resource Planning and Management Board (RPMB).

          The RPMB has authority to take decisions on:

          
            	Transfer of Operations Plan (OP) budget to a country operation, regional bureau OPS, regional bureau or headquarters division or entity that has increased or new needs. This enables the recipient to increase its OP budget and accommodate the additional or new needs.

            	Increase in Operating Level (OL) of a country operation, regional bureau OPS, regional bureau or headquarters division or entity that has increased or new needs. This enables the recipient to implement additional or new activities.

          

          The emergency-reserved budget provides immediate access to resources to cover emergency preparedness and response in the short term, giving the operation time to analyze needs and submit a request for additional resources, if required.

          When a country operation orders UNHCR office and accommodation units, it is required to provide a Budget Transfer Form beforehand, confirming that it agrees to fund both the equipment and associated transport costs (from the global warehouse in Dubai to the country operation in question). If the country team is unable to provide funding, it should ask the Budget Committee to increase the response’s Operating Level (OL) or approach the Operational Reserve for funds to cover the cost of replacing the equipment it will use.

          If experts or equipment are provided through the International Humanitarian Partnership (IHP), UNHCR must agree with IHP in advance how the deployed equipment or standby personnel will be funded. Under such agreements, a ‘donation in kind’ (of equipment or persons) may be made, UNHCR may fund all or part of the costs, or UNHCR may reimburse costs later. Agreements may also indicate on what terms additional equipment will be procured in the future.

          
            Warehousing and delivery of office and accommodation units
          

          Different arrangements are available for the procurement and storage of office and accommodation units and equipment for emergency deployment. Equipment may be supplied through frame agreements with designated suppliers, or ordered through suppliers, for example. Equipment held in warehouses for rapid deployment is subject to management and storage cost.

          
            Technology and innovation
          

          To the extent possible, buildings that UNHCR constructs will deploy new, particularly renewable technologies (such as solar power, wind power, LED lighting, energy saving materials, etc.).

          Field offices can propose technology that is appropriate for their operation in consultation with Headquarters support. The Greening and Sustainability team (greening@unhcr.org) will review installation requirements but also lifetime cost/benefits when considering which technologies are most appropriate.

        

      

      
        Post emergency phase

        
          For emergency/interim accommodation a decision needs to be made within six months on whether the accommodation is to be closed upon conclusion of the emergency operation or upgraded in compliance with the established UNHCR/AI/2019/8 Administrative Instruction UNHCR Provided accommodation in the field minimum standards.

        

      

      
        Checklist for Setting up temporary office and/or accommodation

        
          
            
              Location assessment:
            

            
              	Proximity to cities, towns, and villages.

              	Proximity to mobility infrastructure and access routes (roads, railways, airports etc.).

              	Access to utilities and public services (electricity, water, telephone, heating, sewage), including backup generators and UPS.

              	Vicinity and access to forcibly displaced and stateless persons.

              	Presence and capacity of partners and other UN agencies.

              	Presence of local or sub-regional governmental structures.

              	Security situation (ask FSO or UNDSS to conduct security risk assessment).

              	Vulnerability to natural hazards (floods, earthquakes, landslides, hurricanes, wildfires etc.).

              	Presence of UN agency accommodation.

              	Availability of hospital or clinic services in the area.

            

          

          
            
              Options identification:
            

            
              	Temporary use of UNDSS-approved hotel facilities.

              	Sharing premises with other UN Agencies or partner NGOs.

              	Premises offered rent-free by the host Government.

              	Premises provided at low cost by the Government.

              	Commercially rented premises (lease agreements).

              	Set-up of temporary office (and accommodation). structures, such as tented or prefabricated, container offices.

              	If prefabricated office/accommodation structures (‘base camp’) are selected, clarify all logistical needs before placing the request: Feasibility and costs of transport to the site, set up/assembling (workers, materials, tools), and infrastructure connection.   

            

          

          
            
              Building characteristics:
            

            
              	Adequate office space for users per m². The recommended Total Area Required per capita, including workspace, circulation, and support functions, is approximately 15 m² per person.

              	The building is structurally safe in terms of earthquakes, blast threats, and fire, and is well maintained or easy to upgrade.

              	Staff accommodation options may be included in the same compound where the office will be located if required and suitable.

              	Offices are secure, providing controlled authorized access for forcibly displaced persons and UNHCR staff, and preventing unauthorized access. Offices, assets, and files are physically secure.

              	Communications. Office premises are suitable for radio and satellite communications, internet connection is available or can be established.

              	Parking. Equipped with safe parking facilities.

              	Fire safety. The building has at least 2 entrances (main and emergency).  

              	Accessibility. Ensure accessible premises for everyone, including forcibly displaced persons and workforce by establishing healthy and inclusive workspaces. 

            

          

          
            
              Due Diligence:
            

            
              	Contact FSS in DESS on security measures and FSO/AFSA to conduct a security risk assessment of the building(s)/compound: Do not seek or take a decision on a contract for new premises without having UNDSS security clearance for the location and building.

              	If prefabricated office/accommodation structures are the selected option and locally purchased, procurement rules apply. Involve Global Infrastructure Section, or a local technical advisor, for technical and engineering guidance on the quality of local offers.

              	If prefabricated office/accommodation structures are provided by an international Partner (base camp service package) and have to be imported, clarify beforehand the import procedure, customs and fees exemption. Coordinate closely with Supply/Procurement Unit.

              	If the selected premises is an existing, fixed structure, obtain an assessment of building compliance with national building codes, including earthquake resistant assessment if applicable. Contact Global Infrastructure Section in DFAM, or a local technical advisor, for technical and engineering guidance.

              	Request and review proof of ownership of the premises, owner’s ID and tax number, and authorization of designated lease signatory if not the owner. Conduct integrity clearance (check owner name against sanction lists).

              	Request proof of building insurance by the owner if national legislation mandates insurance.

              	Clarify with prospective lease signatory the acceptance of the UNHCR lease agreement template, including diplomatic, refurbishment and restoration clauses.

              	Contact Greening & Sustainability in DFAM for technical advice on clean energy and the use of generators.

              	When premises have been identified, use the Standard Lease Agreement approved by Legal Affairs Service (LAS); do not make revisions or sign another version without prior authorization by LAS. Submit the final draft agreement to LAS for review.   In the case of shared premises with another UN Agency: before signing an MOU with other UN Agencies on shared premises, ask LAS to check whether the MOU is compatible with UNHCR's template for sharing premises.

              	Before signing a lease agreement, review whether approval by the relevant Committee on Contracts is required (see the EHB entries on regular procurement procedures and exceptional procedures for procurement during emergencies).

              	Submit formal notification as per RAF to DFAM via RB to establish a new duty station in the corporate system (link to operation’s business unit) if the new office is also a new location. 

            

          

          
            
              Move-in and settle in:
            

            
              	Take all necessary urgent measures to comply with SRM (Security Risk Management) or suitable upgrade to SRMM (Security Risk Management Measures) immediately upon signing the lease and before occupying the premises.

              	At the start of the lease, complete the lease inspection letter (premises condition report) to record the state of the premises before occupancy.

              	Record all premises in UNIFIER, even if presence is only planned but not yet existing.

              	Take immediate steps to provide furnishings, computer and telecommunication equipment (ICT), and office supplies, and coordinate any necessary cleaning or repairs.

              	Conduct tests of all equipment, security systems, plumbing, electricity, gas, and HVAC before colleagues start working in the new space and address any technical issues.

              	Include all requirements (repairs, upgrading, ICT equipment, office furniture, SRM measures, etc.) in your ABOD submission.

              	Notify internal (HQ/RB, all operation staff) and external counterparts (other UN, national government/MFA) of new office presence and address.

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
                  
                    Medical evacuation (staff) | UNHCR
                  

                

              

              
                
                  
                    Administrative medical support for staff | UNHCR
                  

                

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Links

        
          Handbook on Leasing Offices.pdf 2021 (unhcr.org)
          UNHCR/AI/2019/8 Administrative Instruction on UNHCR- provided accommodation in …
          Medical evacuation (staff) | UNHCR
          Administrative medical support for staff | UNHCR
          UNHCR, Handbook for Designing Field Presences, 2021
        

      

      
        Main contacts

        
          
            	Emergency Preparedness, Deployments and Partnerships Section (EPDPS) in the Division of Emergency, Security and Supply (DESS) is the overall focal point for UNHCR’s Emergency Standby Partners (SbP). Should you identify a need for a Service Package, contact DESS hqdeploy@unhcr.org, keeping the Senior Occupational Safety Officer in copy.

            	Creation of permanent UNHCR managed guesthouse - Senior Occupational Safety Officer provides support to operational management.

          

        

      

    

  
    Early emergency response

    
      05 January 2025

      
        Key points

        
          	
      Upon management decision/instructions on undertaking a field mission related to any emergency in the field, always consult UNHCR Field Security or UNDSS prior to starting a mission

          	
      Obtain detailed information on local conditions from the formal or field operational partners, other UN and/or International/National NGOs active in the emergency location/area

          	
      Ensure the appropriate mission team composition, particularly if a longer mission is required, including staff with versatile skills and emergency experience

          	
      Designate support functions roles, including security, administrative, finance and HR, to the mission team members, if no staff from those functional areas are included in the mission team.  This is especially critical for more difficult field missions to remote areas without a possibility for remote technical support from the neighboring offices

          	
      If more frequent missions to the emergency location/area are deemed necessary, identify together with FS/UNDSS safe location(s) where an ad-hoc presence work hub can be established to facilitate daily work of the mission members

        

      

      
        Overview

        
          UNHCR is often faced with emergency operations which require immediate action, sometimes much before any emergency declaration is made, or even being of a local nature or short duration, thus not resulting in a formal emergency declaration. In such cases, emergency support is provided by staff from within the country where the emergency occurred or from the operations in neighboring countries. Such emergency missions to the affected area(s) are often a key for determining the scale of the emergency and assisting in making a well-informed decision on further steps, including whether to scale up response and declare the emergency. However, they are often undertaken by skeleton field teams without being fully equipped to deal with any larger scale emergency operations and without resources for a meaningful response, especially when faced with a rapidly escalating emergency (massive displacements, natural hazard-induced crisis, etc.). This entry summarizes some of the key steps and best practices of the organization based on decades of experience with emergency activities in the field.

        

      

      
        Relevance for emergency operations

        
          Emergencies often occur unexpectedly and have a rapid onset.  Early fact-finding, needs assessments and even basic response may first only be provided by existing staff already present in the area and closest to the emergency location. This is mainly by staff from neighboring offices within the country or through cross-border missions from other operations in neighboring countries. In many cases missions are required to the border crossing areas, where asylum-seekers are crossing or wishing to cross international borders. In such cases both sides of the border require monitoring of the movement and assistance to people forced to flee. It is paramount that all field missions and early response operations are conducted with due consideration for the safety and well-being of UNHCR personnel involved.

          UNHCR was one of the main responders to refugee and IDP emergencies since the organization’s establishment in 1950 – and still is today. A wealth of knowledge and experience accumulated over the years in its field operations. While most of it was used in the development of relevant policies and operational guidelines, some of the lessons learned may not be translated into normative rules but only used as best practice. This entry contains some of those and will be open for further additions in an effort to agglomerate all into the full repository and as such serve the first responders in the field emergencies, supporting them in their efforts to offer the most effective protection to displaced and stateless people.

        

      

      
        Main guidance

        
          
            3.1 Security & Safety
          

          Although Security & Safety considerations are covered through separate entries, it is important to emphasize their importance for the early emergency response, especially when support is provided through ad-hoc local/regional teams and not as a part of a fully-fledged emergency response operation.

          
            	All field missions to the emergency location(s)/area(s) should be undertaken with or at least be coordinated/cleared by the Field Security or UNDSS.

            	If there is no locally present UNHCR Field Security staff or UNDSS, it is crucial to establish direct contact with the nearest FS/UNDSS or with the Field Security Service (FSS) of the Division of Emergency, Security and Supply (DESS) to coordinate any security & safety aspects, including mission preparations and clearances.

            	If no FS or other security staff is present as a mission team member, it is desirable that only experienced staff, ad minimum drivers and field/protection with the relevant emergency field experience, be included in the mission team.

            	As a part of the mission preparations and together with the FS/UNDSS, team leader/members should contact other UN Agencies, UNHCR formal and Operational Partners as well as any International/National NGOs operating in the emergency area to obtain as detailed as possible information on the situation on the ground, security conditions and any other information that may be relevant for the mission.

            	Prior to the travel, FS or UNDSS should contact representatives of the authorities if any mission clearances or other permits for the safe passage/travel are required or if the mission must/may be supported by central authorities.

            	Upon arrival to the mission location in the field, it is necessary to contact representatives of local authorities and/or governmental Law Enforcement Agencies, especially in areas where security incidents may represent any danger to mission team members, even if the mission was cleared by FS/UNDSS.

          

          
            3.2 Emergency location/area assessments
          

          While missions might be focused on accessing population in need of protection, team members in charge of administrative issues should perform an early assessment of conditions that would assist in the decision-making process should longer field missions and operations in the area, including establishment of a UNHCR presence be required. This should include contacts with the representatives of other UN agencies, formal or Operational Partners and/or International/National NGOs, if any operational at the location/in the area.

          
            	Identify if any of the above-mentioned partners may have their own security measures and/or personnel that might assist UNHCR mission team in case of a need as well as to solicit any further details on the overall security and operational situation in the emergency location/area.

            	Investigate if any of the partners have offices or daily presence in the emergency location/area that could be used for co-hosting of current or future emergency team members and until UNHCR decides whether to establish ad-hoc or a more permanent/official presence.

            	Ad-hoc presence can be established within a reception centre or similar facility established by the authorities, UN or I/NGO partners, if assessed positively by FS/UNDSS.   Alternatively, ad-hoc presence may be considered in a commercial or private building, provided FS/UNDSS is in agreement. It is also advisable that a dedicated team member for administrative issues explores the possibilities for establishing a more permanent presence together with an FS, UNDSS or any partner’s security personnel that may be present at the site. This may inform the emergency management team of the options that will help design future field presence, if required. For technical support on the identification of suitable long-term premises, it is advisable that colleagues contact the Global Infrastructure Section (GIS) for support.

            	It may also be checked if there are any conditions for a longer staff stay, especially if there are no (proper) commercial enterprises providing such services or if they are not deemed acceptable from the security point of view. This may include rental of private apartments or houses if FS/UNDSS provide security clearance.

            	Assess existing communication (fixed and mobile, internet), banking facilities as well as availability of food and NFIs (both for staff use or relief operations) in the area.

            	In any contacts with local enterprises or private individuals for the purpose of exploring any options for services provision of any kind, it is imperative not to make any commitments on behalf of UNHCR without explicit instructions from the CO/RB management or HQ!

            	When planning obligations and payments, observe procurement rules and consider the time needed to obtain full supplier details and to register new vendors in C-ERP. Explain UNHCR corporate requirements to suppliers to manage expectations.

            	Please also note that ad-hoc presence is to be considered only exceptionally, i.e. where there is no formal office presence and where only occasional or daily presence due to activities needs to be maintained for a limited period of time or until arrangements are made for a more permanent presence!

          

          
            3.3 Ad-hoc presence
          

          If ad-hoc presence is created, it is important to ensure basic office functionalities to support the emergency mission members providing protection or relief to displaced and stateless population.

          
            	Hotel cleared for mission team accommodation is naturally used as a point of assembly, often serving as an improvised office for mission members, representing ad-hoc presence. If a longer stay is warranted, it is necessary to negotiate use of conferencing and communication facilities (fees and exact types of contractual modalities to be confirmed prior to commencing use and with clearance of the mission team leader or colleagues in CO/RB or emergency management team).

            	If the hotel option is not available, explore other available options, such as being hosted in the facilities of other UN agencies or in government-run facilities used for the support of emergency relief efforts. If any co-sharing of costs or full reimbursement is required, consult the CO/RB or emergency management team leader for a decision prior to agreeing or making any commitments. Note that CO/RB may facilitate advance payments or make other arrangements at central level, without necessitating field payments.

            	If neither of the above options permits or it is of limited duration, arrangements have to be made for a separate space for UNHCR ad-hoc presence. It may be a separate mobile unit (tent, prefab or similar) that can be locally procured or obtained from partners within the reception/asylum centre or similar facility which is put on disposal of agencies engaged in relief efforts free-of-charge. If any commercial arrangements need to be made, raise the issue with the emergency management team and/or CO/RB for approval and guidance (they may also advise if UNHCR would consider requesting Stand-by Partners to provide prefabs/modular units for this purpose). Same as above, CO/RB may find solutions at the central level.

            	Securing water supply and electricity (including backup generators) is very important for any cases of stand-alone solutions for ad-hoc presence (other than the first 2 scenarios including hotels or already established offices of partners). If generators are required, either as a primary or backup source, consider short-term rentals or purchase of mini-generators (portable or mounted on a trailer) and sufficient fuel supply upon approval of emergency management team or CO/RB.

            	A basic evacuation plan is mandatory, whether the ad-hoc presence is established in a separate space or within the existing compound ran by partners or authorities. In the latter case, FS or designated focal point for administrative issues has to make sure that UNHCR personnel is included in the existing evacuation plans, if it is found acceptable by partners hosting our team.

            	It has to be made clear to all mission members that ad-hoc presence serves only to facilitate their daily work and cannot be treated as the formal office presence (no reception areas for individual cases or external visitors and similar for which provisions are normally made when opening formal offices in the interest of both staff safety and establishing of normal work conditions). If it is absolutely necessary to receive individual cases or other external visitors in ad-hoc premises, FS needs to provide clear instructions on how it may be ensured (if within partner’s or compound controlled by authorities, it also requires consultations and their prior agreement & clearance).

            	No overnight stay/staff accommodation is permitted in any ad-hoc presence facilities, except for hotels or other premises cleared for mission team accommodation.

          

          
            3.4 General considerations for Admin/Finance/HR/Supply
          

          While any longer emergency mission or ad-hoc presence cannot be a substitute for regular office, in emergencies it is often the case that certain functions have to become operational on the spot, especially if those can’t be provided remotely. It is made even more complex as in many cases the first responders or members of early emergency missions are not from specialized functions such as Admin/Finance, HR, ICT or Supply.

          
            	Focal point for Admin/Finance/HR or other roles may perform only basic functions or operate under direct guidance and instructions from the CO/RB or emergency management team members designated with control over those functions.

            	For any emergency missions not including Admin/Finance/HR or Supply profiles, it is necessary to appoint a designated focal point for those functions (preferably colleagues having any experience). Even if not able to discharge those functions, they would be in charge of liaison with the respective colleagues in those functions in the CO or members of the centrally located emergency management team.

            	Finance focal points in receipt of the Operational Advance in cash should understand those funds (in most cases cash or cheques) are entrusted only to them and they are supposed to ensure a proper safeguarding, with a full report on its utilization upon their return from mission, including depositing back to UNHCR account all monetary assets not used. FSA/security colleagues should be consulted prior to a decision being made on the maximum amount of the advance and whether it should be issued to only one team member or split among a few to minimize the risks. Explore options of non-cash payments such as bank transfers (EFT), mobile money etc. for paying suppliers or delivering CBI.  Please also see entries on Finance: Administration and Finance | UNHCR

            	Supply/procurement focal point should request from the Country Office Supply Unit information on existing local or international suppliers covering the emergency response area, the goods or services offered, and which UNHCR frame agreements are in place. Certain goods and services may not be under contract with UNHCR but with other UN agencies which UNHCR could use (‘piggy-back’ contracting). Fast track tender/procurement rules exist for declared L1-3 emergencies.

            	ICT focal point must ensure connectivity by all available means (mobile phone/mobile internet, satellite phone, VHF radio) as primary and secondary options. Request technical guidance and support as well as equipment from the Country Office or HQ.

            	Admin/HR focal point instructed to engage any personnel must not make commitments to any individuals without explicit instructions from the CO/RB or designated emergency management team members. This is especially important for any newly hired drivers and security personnel who are not permitted to commence work prior to obtaining full medical clearance, while for other personnel a certificate of good health suffices for a 3 months period, provided confirmation is received from a designated Admin/HR official. For all other HR rules please check these entries. Remember to submit timely the request for clear check of shortlisted candidates, since the process may take longer and no recruitment can be undertaken before having obtained the integrity clearance.

            	Admin focal point has to identify a fuel supplier and establish basic fuel management control for official vehicles (or other means of transport involving combustion engines requiring fuel) and/or generators. Ad minimum it should include log books to record all purchases and refilling of vehicles and/or generators. A team lead should be in charge of regularly reviewing those in case of longer missions. For further details on vehicle sourcing and fleet management, please see the entries Fleet Management | UNHCR 

            	Admin focal point should also ensure that staff adhere to regular work hours per day, with shifts to be arranged in case of the 24 hour engagement. FP needs to consult with the CO/RB HR team for guidance as well as agreement on monitoring the staff attendance/work for purposes of possible later overtime/CTO claims (or night shift differentials if applicable). Please see for more details the entry Working hours and attendance in emergencies | UNHCR

            	Admin focal point should also ensure basic confidentiality and document safeguarding principles are observed if any personnel files need to be opened for newly engaged personnel, in close consultations with the CO/RB HR team as well as the FSA/security colleagues. Please see for more details the entry Records management | UNHCR

            	Admin focal point may need to lead the process of identifying a new office location for UNHCR, when there is either no permanent UNHCR presence in the area, or the existing office premises are far too small to accommodate the significantly increased workforce of a new emergency operation. This may include moving to or opening additional office premises. The Global Infrastructure Section can provide remote or in-country support and a checklist is available to guide colleagues in the field.

          

          
            3.5 Stop and Think!
          

          
            
              
                	
                  Most common risks and lessons learnt
                
                	
                  Further guidance to avoid risk manifestation
                
              

              
                	High turnover of staff vs. accountability and stabilization with emergency mission/ short-term staff
                	
                  Emergency staffing | UNHCR
                
              

              
                	Weak internal controls with no clear structures, TORs, reporting lines and proper SOPs in place
                	Assign roles and responsibilities to team members; establish daily, weekly routines.
              

              
                	No safekeeping measures for cash; numerous undesignated custodians, misuse/ loss of cash
                	
                  DOAP and managing payments | UNHCR
                
              

              
                	Lack of establishment of travel tracking system, longstanding travel claims
                	
                  Appoint a focal point and establish a tracking system of staff presence and staff movement.

                  
                    Working hours and attendance in emergencies | UNHCR
                  

                
              

              
                	Long working hours, exhaustion/ burnout
                	
                  
                    Working hours and attendance in emergencies | UNHCR
                  

                  
                    Rest and Recuperation (R&R) | UNHCR
                  

                
              

              
                	
                  Fraud/ Corruption and misuse of resources (payments, HR, medical bills of staff)

                  False employment credentials (certificates, references)

                
                	
                  Risk management tool: Fraud prevention (unhcr.org)
                
              

              
                	Non-compliance with procurement procedures, double invoicing
                	
                  Procurement | UNHCR
                
              

              
                	Lack of duty of care
                	
                  Risk management tool: Duty of Care, Occupational Health & Safety, and Security (unhcr.org)
                
              

              
                	CBI activities without proper staff support structures and SOPs/ mechanisms in place
                	
                  Cash based interventions (CBIs) | UNHCR
                
              

              
                	Unauthorized private use of vehicles and/or other assets
                	
                  Asset management | UNHCR 

                  
                    Fleet Management | UNHCR
                  

                
              

              
                	Lack of attention, awareness and knowledge during the establishment of an office can lead to long-term problems, retrofitting expenses, space limitations, physical constraints as well as low morale and protection of staff.
                	
                  Global Infrastructure Section | UNHCR
                
              

            
          

          
            
               

            

          

        

      

      
        Early emergency response team leader considerations checklist

        
          
            Ensure the early response team is a true multi-functional team covering all competencies and skills needed; assign roles and functions to each member accordingly.

          

          
            Establish a remote support team at the country, sub- or field office and reach out for assistance, especially regarding functions that the emergency team cannot cover.

          

          
            Do not move without security clearance. Stay in contact with the FSO and/or UNDSS for regular security updates and risk assessments of the area, access routes, locations and buildings/structures.

          

          
            Cover the needs of the team first (water, food, transport/fuel, electricity, communication/connectivity, working conditions, accommodation) to ensure duty of care and to realize the operational response.

          

          
            Despite the urgent need for action, take the time to establish structures, processes and assign responsibilities to implement checks and balances that mitigate identified risks.

          

          
            Reach out to other UN agencies, local and international partners for mutual support and complementary operational response.

          

          
            Since procurement processes will be part of any response, cooperate closely with procurement focal points (Supply, Admin/Fin) for guidance and support. Explore as soon as possible the available options to pay suppliers for goods and services.

          

          
            When establishing a local presence, even if temporary, observe rules and procedures regarding recruitment (HR), contracts (leases, purchases) and ensuring sustainable long term premises (GIS).

          

          
            Safeguard assets, data and documents while on the move or in temporary locations.

          

        

      

      
        Links

        
          Temporary offices and staff accommodation in emergencies
          Opening an office
        

      

      
        Main contacts

        
          For guidance and advice, please contact HQEMHAND@unhcr.org

        

      

    

  
    Delegation of Authority and Roles Provisioning (DOARP) in Cloud ERP 

    
      09 July 2025

      
        Key points

        
          	
      The Delegation of Authority and Roles Provisioning (DOARP) is an integral part of UNHCR’s Internal Control Framework and represents the basis for assignment and management of Cloud ERP roles that can be attributed to UNHCR personnel with decision-making authority or transaction processing responsibility, and against which they can be held accountable

          	
      In Cloud ERP there is a critical emphasis on the importance of separating creator roles from approval groups. A user who has the authority to create or initiate a transaction (e.g., raising a purchase order) should not have the rights to approve that same transaction

          	
      Access to UNHCR's Cloud ERP system for finance, procurement and supply is managed through a structured process involving a specially designed DOARP Change Request form submitted via the Cloud ERP Support Form, and compliance checks to ensure segregation of duties and appropriate access rights assignment

          	
      Ensure that the DOARP for each office is updated whenever personnel with current or future DOARP roles arrive, depart, or experience a change in their functions.

          	
      Cloud ERP system treats roles and approval workflows separately. While a role is a set of system privileges/tasks that grant access to a user to perform specific functions in Cloud ERP, the approval function is not defined as part of a specific role. Instead, it is granted to those staff who are designated as belonging to a specific approval group (e.g., who are assigned the necessary delegation of authority to certify or approve specific transaction categories). This ensures thorough scrutiny and compliance before financial transactions are executed

          	
      By adhering to the principles outlined in the DOARP framework, UNHCR mitigates the risk of fraud and ensures compliance with UNHCR’s Internal Control Framework, thereby safeguarding financial integrity and accountability within the organization

        

      

      
        Overview

        
          The DOARP framework outlines a structured process for managing access to UNHCR's Cloud ERP system, involving the use of specially designed DOARP Change Request form submitted via the Cloud ERP Support Form in UNHCR’s Service Portal. Access management is coordinated locally by specific Cloud ERP Role focal points in Country Operations and Regional Bureaus, with strict adherence to segregation of duties and separation of conflicting functional roles.

          Key aspects of the DOARP implementation include:

          
            	Clear separation of duties to prevent conflicts of interest or fraud.

            	Compliance checks to ensure appropriate access rights assignment.

            	Integration with other systems such as COMPASS and PROMS for Cost Centers and Projects.

            	Risk mitigation measures to safeguard financial integrity and accountability.

            	Utilization of UNHCR’s Service Portal for streamlined access management processes.

          

          Overall, the DOARP framework ensures efficient and secure access management to Cloud ERP while maintaining compliance with UNHCR’s internal control framework and reducing the risk of fraudulent activities.

        

      

      
        Relevance for emergency operations

        
          In emergency situations, the effective management of financial resources becomes even more crucial for UNHCR's response efforts. The DOARP serves here as a vital tool to support transparent and accountable financial transactions in Cloud ERP during emergencies. Careful review of all available guidance, clear articulation of requests and problems, use of established channels to communicate requests and incidents, as well as effective collaboration with country and regional DOARP focal points is key in achieving speedy and accurate granting of Cloud ERP accesses at the onset and during emergencies. This, in turn, is a factor that influences effective execution and approval of transactions in Cloud ERP, ensuring timely and accurate disbursements to suppliers, partners and other payees. Effective and efficient management of financial resources and procurement processes in emergencies are also subject to audit scrutiny.

          Segregation of duties might require special considerations in small offices, emergency operations or those experiencing prolonged absences of staff performing key internal control functions. In certain circumstances, there may be a reduced number of staff available to fulfill key internal control roles. If such circumstances arise, Country Operations should seek the support of their Regional Bureau to ensure that the segregation of duties principle is preserved at all times even when the local capacity is reduced. The DOARP can accommodate the same roles in one business unit being extended to a different business unit. When necessary, Regional Bureaus may perform the approval function for their respective country offices.

        

      

      
        Main guidance

        
          DOARP is built on the principles of internal control anchored in UNHCR Financial Rules, ensuring that adequate data security context and segregation of duties are in place when the designated personnel participate, inter alia, in spending, purchasing, payment or asset management activities in Country Operations, Regional Bureaus and Headquarters Entities of UNHCR. All roles and data security access rights for Cloud ERP must adhere to the guidelines outlined in DOARP framework.

          
            Roles and Approval Workflows
          

          DOARP emphasizes the importance of segregating duties to prevent conflicts of interest or fraudulent activities. In the context of Cloud ERP, this means preventing conflicts where a single user might create, modify, and approve a transaction without oversight. Please refer to the Cloud ERP Implementation Note 4 for further details and guidance. The matrix of segregation of duties is included within the “Roles Description” tab of DOARP Form.

          Cloud ERP Implementation Note 2 on the “Responsibilities for Certification and Approval Functions” summarize some of the key controls built into Cloud ERP related to the certification and approval functions for the various process flows. It gives an overview of the applicable regulatory and control framework and provides key explanations about the respective functions.

          
            Implementation Process
          

          To create a new DOARP or to bring any change to existing DOARPs, follow the established Cloud ERP access management process described in the Cloud ERP Implementation Note 4, utilizing specially designed DOARP Change Request form submitted via the Cloud ERP Support Form in UNHCR’s Service Portal. The form can be accessed through Cloud ERP Training Hub or UNHCR’s Service Portal and includes required explanations and descriptive data to ensure correct assignment of roles to users. 

          Personnel who will be granted certain delegated roles/functions in Cloud ERP (AP Certification Function, AP Approving Function and Payment Approver Function) must formally acknowledge and accept their responsibilities. The acceptance process is as follows:

          
            	Review the information package referenced in Annex I of the DAAF.

            	Read Acceptance Form (DAAF), which includes:

          

          
            	Responsibility to Certify and/or Approve AP/Payment Transactions

            	Cloud ERP Roles, Security, and Access

            	Implications of Certifying and Approving AP/Payment Transactions

          

          
            	Complete, sign, and submit the DAAF to your Cloud ERP Role Focal Point(s), who will attach it to the DOARP change request form.

          

          Focal points have been designated in each Country Operations and RB to support users on navigating the UNHCR’s Service Portal effectively to facilitate smooth implementation of DOARPs. Please ensure that you are aware of who is the appointed focal point in your operation. They have been trained specifically in relation to matters related to DOARP and we recommend that colleagues contact such focal points for any questions regarding the DOARP Form and UNHCR’s Service Portal.

          By completing the steps mentioned in the Cloud ERP User Manual for Finance and Administration, all required forms will be ready for the authorized person (typically the Representative or the Head of Office) to approve the request and for the Cloud ERP Role Focal Point to submit it through UNHCR Service Portal using the Cloud ERP Support Form, accompanied by the filled out form in Excel format and signed DAAF, where necessary.

          In line with Administrative Instruction on Managing Affiliate Workforce, Affiliates shall not be made responsible for financial decision-making, such as approving financial commitments, approve payment vouchers and other financial transactions, or as signatories for bank accounts. Affiliates may enter original data and create documents (following the normal DOARP process for access) but may not exercise approving function for any records or transactions in Cloud ERP. Any request for deviation/waiver from this requirement shall be approved by DFAM in accordance with Cloud ERP Implementation Note 4.

          
            Risk Mitigation and Compliance
          

          UNHCR operations are requested to periodically review available Security and Role Management (DOARP) reports (Users Roles and Data Access Listing, Approval Group Listing and Cash and Bank Access List) (at least once every six months), to ensure that staff within an office have been assigned the relevant roles to perform their functions.

          In Cloud ERP, every personnel have a unique set of user rights, depending on their DOARP roles. These sets of user rights are attached to each user ID and protected by passwords. Every time you access Cloud ERP using your user ID and password, Cloud ERP recognizes you and attaches your user ID to every record you create or approve. Therefore, all records created or approved using your Cloud ERP account are automatically assumed to be done by you. When you click ‘save’ to create a new Cloud ERP record, or review a transaction and click ‘approve’, you personally certify that the Cloud ERP record is true and correct to the best of your knowledge. Your click, therefore, carries the same power as your electronic signature. Users are not allowed to share User IDs and passwords with anyone else, including supervisors, peers, supervisees, or any other individuals. This is a security risk. It is important to keep passwords confidential. Consequently, if you share your password for example with a colleague, you allow that colleague to use your electronic signature and for e.g., Cloud ERP your own set of roles that your colleague may not even be allowed to access based on the DOARP.

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Links

        
          Cloud ERP User Manual for Finance and Administration
          UNHCR’s Delegated Authority Acceptance Form
          Cloud ERP - AP Certifier Function (One pager)
          Cloud ERP - AP Approver Function (One pager)
          Cloud ERP - Payments Approver Function (One pager)
          Financial and Administrative Policies, Instructions and Procedures
          UNHCR Service Portal
          Cloud ERP Support Form - UNHCR Service Portal
          DOARP Change Request form
          Cloud ERP Training Hub - Home
        

      

      
        Main contacts

        
          Policy and Audit Coordination Section, DFAM - HQPACS@unhcr.org

        

      

    

  
    Accounts payable – invoice processing

    
      28 August 2024

      
        Key points

        
          	
      Electronic submissions through the Invoice Submission Tool (IST) streamlines the submission process and eliminates the need for paper forms. The IST offers visibility and tracking throughout the invoice submission and processing cycle

          	
      Compliance with UNHCR policies and procedures, such as retaining original hard copies of documents for audit purposes, is mandatory

          	
      To avoid duplication, if handling original paper invoices, it is important to mark them as “processed” and with the Cloud ERP voucher number

          	
      Manual accounts payable (AP) entries are restricted to maintain consistency between various UNHCR systems and Cloud ERP modules, ensuring accuracy and efficiency in processing

          	
      Master data related to AP transactions are managed centrally within Cloud ERP, with changes documented and verified in source systems or modules to prevent inconsistencies and errors

          	
      Segregation of duties is assured by assigning different roles to different staff members or by avoiding situations whereby one individual is responsible for an entire transaction cycle (e.g. requisition to procurement, to invoice processing, to payment) and by preventing any one person from having conflicting roles within the whole Procure-to-Pay cycle

        

      

      
        Overview

        
          This guidance provides an overview of the accounts payable (AP)-invoice processing within the broader Procure-to-Pay process at UNHCR. The primary objective of AP is to ensure accuracy, efficiency and timeliness in payments to suppliers, partners and individuals associated with UNHCR.

          
This entry focuses on AP-invoice processing, excluding other components of the complete Procure-to-Pay cycle, such as item management, requisition, purchase order (PO) creation, receipting and payment processing. These topics are covered separately in dedicated entries. AP-invoice processing involves the receipt, verification, recording/posting and payment of invoices. These activities are facilitated through Cloud ERP, which serves as a central platform for managing AP transactions. The AP module in Cloud ERP provides a set of tools for managing and processing payments, including support for multiple payment methods, configurable and scheduled payment processes, and comprehensive reporting and reconciliation capabilities.
 

          Cloud ERP integrates and works together with COMPASS, Workday and other systems. Integration for AP extends to various modules within and outside of Cloud ERP, including the following payables: mission-travel, HR-related, medical-insurance, partner, or cash-based intervention (CBI).

        

      

      
        Relevance for emergency operations

        
          During emergencies, there is often an urgent need for rapid procurement of goods and services to provide aid and support to affected populations. In such situations, efficient and effective invoice processing is paramount for several reasons:

          
            	Timely aid delivery and support: Swift invoice processing ensures that essential goods and services reach affected populations promptly.

            	Financial accountability: Proper invoice management maintains financial transparency.

            	Supplier relations: Prompt payment to suppliers and service providers is important to ensure the continuous provision of essential goods and services. The AP process ensures timely payments, thereby enabling swift response to emergent needs.

            	Resource optimization: Efficient AP processing helps in optimizing cash-flow management, ensuring that funds are allocated appropriately to procure necessary supplies and services without delays. This is crucial for maintaining the continuity of relief programmes during emergencies.

          

          Here are some details to consider:

          
            	Streamlined invoice processing: Purchase transactions through POs or Quick POs and payment by bank transfers are considered to be UNHCR’s standard practices. Restricting manual entries makes the AP process more efficient and less prone to errors, as controls and validations (such as three-way matching) are embedded in the system, eliminating the need for manual certification and approval on PO invoices. This allows for rapid and accurate processing of a high volume of invoices.

            	Enhancing accountability and transparency: The integration of AP processes within Cloud ERP, electronic invoice submission and centralized master data management enhances accountability and transparency in financial transactions. This is especially important in emergency contexts where there may be heightened risk of fraud.

            	Mobile approvals: Mobile approvals are possible for Cloud ERP on the go, which is particularly relevant in emergencies where rapid processing is essential.

            	Delegation of Authority and Role Provisioning (DOARP): Access to Cloud ERP is managed proactively through DOARP requests, ensuring up-to-date role assignments and assigning staff to specific approval groups for smooth approval workflows. This also ensures clear segregation of duties to prevent fraud or conflicts of interest (see the Emergency Handbook entry on DOARP).

            	Operational advances: In emergencies where banking is not functional, operations should also consider operational advances (see the Emergency Handbook entry on Operational Advances).

          

        

      

      
        Main guidance

        
          The primary objectives of the AP process are to optimize cash flow, ensure accurate and timely payments, enhance financial controls, and mitigate the risk of fraud and errors.

          Various sources contribute to AP transactions, such as purchase orders (POs), supplier data, receipts, contracts, invoices, internal communications and integration with other systems such as Oracle Health Insurance (OHI), Medical Insurance Plan (MIP), Project, Reporting, Oversight and Monitoring Solution (PROMS), Travel, Workday and CashAssist. Minimizing manual entries in AP processing is important to maintain consistency and accuracy across systems. Restrictions on manual entries ensure data integrity and operational efficiency. Instead, the emphasis is on electronic invoice submission, which enables personnel to submit invoices through Cloud ERP, eliminating paper-based processes and enhancing visibility into request statuses.

          Master data related to AP transactions – such as UNHCR personnel, supplier and partner data – are managed centrally to prevent discrepancies and duplications. Changes to master data are documented and verified in the source systems or modules to uphold data accuracy and consistency.
 

          
            
              Invoice Submission Tool
            
          

          The Invoice Submission Tool (IST) enables non-financial users to submit invoices for processing in AP. This tool allows all UNHCR personnel to submit invoices electronically via Cloud ERP and facilitates recording invoices and attachments in the system, eliminating the need for paper-based submissions. Detailed guidance on invoice processing using IST, as well as handling paper invoices, is available in the Cloud ERP How To Guide - AP Invoice Submission Tool.
 

          
            
              Invoice Distribution Combinations
            
          

          Invoice distribution combinations provide accounting information for invoice lines, such as accounting date and distribution amount, and are used to create invoice accounting entries. Invoice distributions, including PTEO information (see PTEO-Helper PowerBI), are created automatically when an invoice is matched to a purchase order (PO). In the case of non-PO standard invoices, the PTEO and an additional distribution combination will have to be manually entered on the invoices. Manual entries will slow down the overall invoice-entry process and may lead to further validation issues and errors, so non-PO invoices are limited to specific scenarios.
 

          
            
              Procurement Payables
            
          

          Most AP transactions arise because of the Procure-to-Pay process, i.e. as a result of the procurement of goods and services. The AP process includes confirming receipt of goods or services (or confirming that an advance is due) and creating the payment in Cloud ERP. PO invoices with an approved PO and an approved receipt are subject to automated three-way match control, and thus do not require any additional approvals once successfully matched. Three-way matching (PO–receipt–invoice) is a vital control mechanism that ensures UNHCR only pays for goods or services that it has ordered and received. For the limited scenarios where an invoice may be paid through a non-PO invoice, additional certification and AP approval are required. In the case of non-PO invoices, the approval role is provisioned for every Cost Centre and for every approval group, noting that approval groups are established for Partners, CBI, Travel, HR and for other invoices.

          The main invoice-processing scenarios for procurement include:

          
            	AP processing based on Purchase Orders (POs) and facilitated by new procurement solutions;

            	AP processing based on an auto-flipping PO ("Quick PO") for purchases below a certain value threshold;

            	Expense Claims process for staff members making payments on UNHCR’s behalf, with maximum thresholds for reimbursement;

            	AP processing without establishing a PO, also called “Non-PO standard invoice”, is restricted as this process is reserved for non-standard transactions. Procurement of goods in the items catalogue is not permitted through this non-PO process.

          

          
            
              Integrated AP Invoices
            
          

          Cloud ERP is integrated with different UNHCR systems and tools, allowing data to be entered only once and it will automatically distribute to other relevant applications and external systems as needed. CashAssist, Travel solution, PROMS, Oracle Health Insurance or the Expense module must issue an AP document (a standard invoice or prepayment document) – all these documents received through an integration are considered in AP as pre-certified and approved.

          Within Cloud ERP, AP-related master data are managed centrally. This means that there will be one source for all staff, supplier and partner master data, and it will be managed directly in the source systems or in the modules where it is generated. Manual AP entries related to travel, partners, MIP or CBI areas must not be initiated via the AP module of Cloud ERP directly, unless specifically instructed by the Division of Financial and Administrative Management (DFAM). This will ensure data consistency between the source system and Cloud ERP.

          Please refer to the Cloud ERP How To Guide - Review Integrated AP Invoices in Cloud ERP and the Cloud ERP How To Guide - View Invoice by Source for further detailed guidance on integrated invoices.
 

          
            
              Partner Payables
            
          

          Partner payables are initiated via PROMS, not in Cloud ERP, with integration for automated posting to Cloud ERP. PROMS and Cloud ERP integration includes:

          
            	automatic recording of Project Workplans (PWs) as Purchase Orders (POs);

            	transmission of payables resulting from POs from PROMS to Cloud ERP for processing;

            	automatic transmission of expense impact from approved Project Financial Reports (PFRs) via PROMS to Cloud ERP.
 

          

          
            
              Medical Insurance Payables
            
          

          Medical-insurance payables are initiated via Oracle Health Insurance (OHI)/MIP portal, not in Cloud ERP. There is an integration with Cloud ERP for automated posting of such payables. To ensure data consistency between OHI and Cloud ERP data, manual AP entries via the Cloud ERP AP module are not allowed. For information on MIP payments to third parties, please refer to the Cloud ERP How To Guide - MIP Payments to 3rd Parties.
 

          
            
              Mission Travel Payables
            
          

          Mission-travel payables are initiated via the Travel solution in Cloud ERP, not the AP module. AP transactions sourced from pre-approved travel events are transmitted by the Travel solution.
 

          
            
              HR-Related Payables
            
          

          The majority of salary payments are sent directly from Workday to Cloud ERP for payment without manual intervention. However, some HR-related payables that are not included in the monthly payroll calculations are manually processed in Cloud ERP. This includes a variety of HR entitlements such as grants or advances. Relevant guidance is available in the following documents:
 

          
            Cloud ERP How-To Guide – Recording Centrally Approved Staff Entitlements
          

          
            Cloud ERP How-To Guide – Recording Locally Approved Staff Entitlements
          

          
            Cloud ERP How-To Guide – Intern Payments via Cloud ERP
          

          
            Cloud ERP How-To Guide – Education Grant Payments via AP Invoice
          

          
            Cloud ERP How-To Guide – Recording Salary Advances
          

          
            Cloud ERP How-To Guide – Recording Rental Advances
          

          
            Cloud ERP How-To Guide – Reviewing MPA invoices
          

          
            Cloud ERP How-To Guide – Review the Employee Supplier Record for MPA details
          

          
            
              Cash-Based Intervention (CBI) Payables
            
          

          
            	UNHCR developed CashAssist as a financial-management system for end-to-end payments to financial service providers (FSPs) for CBI. CashAssist is mandatory for most operations, except for those with few CBI requirements or low-value implementation (less than USD 50,000). CashAssist integrates with Cloud ERP, automatically creating AP transactions from events triggered in CashAssist (e.g. authorization of Cash Plan).

          

          Cash Plans fully reviewed, authorized and released in CashAssist generate payables transactions in Cloud ERP through the integration, eliminating the need for further approvals in Cloud ERP. However, certain CBI transactions (such as clearing prepayments), may still require manual invoice preparation in Cloud ERP.

          See the Emergency Handbook entry on Cash-Based Intervention (CBI) for more details.
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        Links

        
          Financial and Administrative Policies, Instructions and Procedures
          UNHCR Service Portal
          Cloud ERP Training Hub
          Finance Training Webinars
          Cash-Based Intervention (CBI) Emergency Handbook entry
          Manage Invoices Basic Search Tutorial video.mp4
        

      

      
        Main contacts

        
          
            
              UNHCR Service Portal
            
          

          AP Unit, DFAM – hqappayc@unhcr.org

          Policy and Audit Coordination Section, DFAM – HQPACS@unhcr.org

        

      

    

  
    Payment processing - disbursing funds

    
      30 August 2024

      
        Key points

        
          	
      Ensure adherence to the standard naming convention when submitting Payment Process Requests (PPRs), including country code, currency, payment method, location and date to maintain consistency and for ease of identification

          	
      Review selected invoices thoroughly during instalment selection, considering the beneficiary bank account, payment terms, due dates and any specific payment criteria, such as sanctions. Exclude invoices, if necessary, understanding the reasons behind exclusions and any payments rejected by PPR. Communicate the exclusion and rejection reasons to the payment requestor so that they can take the required actions

          	
      Pay close attention to the validation and approval process. Validate selected payments to minimize rejections and ensure compliance with system and banking requirements. Review proposed payments promptly and take any necessary actions before initiating approval

          	
      Understand the process of electronic and manual payment files generation, and transmission/submission to the bank. Ensure payment details in the generated file are accurate and complete, as this has a direct impact on the execution of payments to payees

          	
      Maintain clear records of payment transactions and accounting entries within Cloud enterprise resource planning (ERP). Review payment accounting details for accuracy and completeness on a regular basis to facilitate financial transparency and audit readiness

        

      

      
        Overview

        
          Emergency operations demand swift and decisive action, including the distribution of funds to support relief efforts. The payment process within Cloud ERP plays a critical role in ensuring that payments are processed and disbursed efficiently and transparently. The payment process is both a critical part of, and the final step in the overall Procure-to-Pay process, ensuring the distribution of funds/cash to the designated recipients or payees. A payee could be a supplier, partner, employee, beneficiary or a financial service provider/bank.

          This guidance aims to provide key considerations for users navigating the payment process during emergency operations.

          A systematic approach to payment processing within Cloud ERP is crucial in emergencies and should focus on the Payment Process Request (PPR) workflow. The process involves the submission of a PPR, instalment selection, system validation, an invoice proposed for payment, user approval and payment file generation.

        

      

      
        Relevance for emergency operations

        
          In times of crisis and emergency operations, it is crucial to have clear and efficient processes in place for financial transactions, including the payment process. This guidance document outlines a structured approach to payment processing within Cloud ERP, offering references to step-by-step instructions, to ensure that users involved in payments during emergency operations can work effectively.

          Here are the important aspects for effective work in emergency operations:

          
            	Standardized processes help to ensure consistency and minimize errors in payment submissions.

            	Efficient review and selection of invoices for payment facilitate quick decision-making, which is essential during emergency operations.

            	Timely validation and approval of payments are essential to expedite transactions and support relief efforts.

            	Clear documentation of payment transactions enables the effective tracking of expenses and facilitates auditing, which is vital for maintaining accountability in emergency operations.

            	Real-time monitoring of payment processing allows for the quick resolution of issues and ensures that financial resources are allocated efficiently to support relief efforts.

          

          By incorporating these aspects, emergency operations can establish robust financial processes which enable the efficient and transparent management of resources, ultimately supporting a timely and effective emergency response at the country, regional and headquarters level.

          Segregation of duties might require special considerations in small offices, emergency operations or those experiencing prolonged absences of staff performing key internal control functions. In certain circumstances, there may be a reduced number of staff available to fulfil key internal control roles. If such circumstances arise, Country Operations should seek the support of their Regional Bureau to ensure that the segregation of duties principle is preserved at all times, even when local capacity is reduced. The Delegation of Authority and Role Provisioning (DOARP) can accommodate the same roles in one business unit being extended to a different business unit. When necessary, Regional Bureaux may perform certain functions for their respective Country Offices.

        

      

      
        Main guidance

        
          The payment process is a critical part of, and the final step in, the overall Procure-to-Pay process.

          The payment process within the Accounts Payable (AP) workflow involves the disbursement of funds to designated recipients or “payees”. These payees can include suppliers, partners, employees, beneficiaries or financial service providers/banks.

          The process provided in this section outlines payments processed through the Digital Hub of Treasury Solutions (DHoTS). Additionally, there are non-DHoTS connected banks which go through a manual file generation and submission process.

          
            [image: ]
          

          Invoices that are ready for payment (approved and validated) are grouped according to specific criteria, such as Currency, Business Unit, Pay Group and Payment Method and are submitted for payment through a system process called Payment Process Requests (PPRs).

          The payment processing workflow consists of several key steps, each of which is essential for ensuring accuracy, compliance and efficiency. Please refer to the Cloud ERP How To Guide on Payment Processing and the Process Overview Document – Payment Processing for step-by-step instructions relating to the payment process and how to run a “Payment Process Request”/PPR in Cloud ERP. Here is a short summary:

          
            	Prepare and Record Payments

          

          Approved invoices are submitted within Cloud ERP for payment through Payment Process Requests (PPRs). Payment Process Request (PPR) and PPR Templates are for minimized data entry for frequently used payment runs. These templates are set up with certain selection criteria, such as invoicing Business Unit, payment Business Unit, payment method, pay group and the corresponding payment attributes, such as the pay-from bank account. Each PPR has pre-defined selection criteria, payment attributes and processing options. Users must adhere to a standardized naming convention, including the country code, currency, payment method, location and date (e.g. ARE-AED-EFT-Abu Dhabi-112581_12062024), and select the appropriate PPR template based on country-specific requirements. It is crucial to review all entered information for accuracy before submitting the PPR.

          When a PPR is submitted, the request passes through various stages of processing. Initially, the system selects due and unpaid instalments that fit the selection criteria, and applies a set of out-of-the-box and user-defined custom validations. Instalments that do not pass the defined validations are excluded from the PPR automatically. The selected instalments that have passed the validations will then be available for review by the AP Payment Specialist before the process is continued (for Cloud ERP roles, see the Emergency Handbook entry: DOARP in Cloud ERP). At this stage, the AP Payment Specialist can intervene and exclude certain instalments from further processing, or include any others, if required.

          
            	Payment Approvals

          

          The payment approval process allows UNHCR to control payments by reviewing them before the payment files are generated, prioritizing available funds and authorizing the release of payments on behalf of the organization. The payment must be approved by an authorized user before it can be processed. The payment approval process is system-driven. This means that payment approval notifications are generated automatically by the system during the PPR run and routed based on Approval Cost Centre (entered during invoice creation) and Invoice Amount (depending on the invoice amount, the invoice is routed to the appropriate AP Approval group, i.e., whether it is above or below $5,000). The colleague authorised to approve payments reviews the payment details to ensure that they are correct and approves the payment for processing. They may also decide to remove certain payments directly from a payment process request. Detailed guidance on AP Approval and Certification is available in the Cloud ERP How to Guide – AP certification and AP Approval Process.

          
            	Process Payment Files

          

          Electronic File Transmission:

          Once PPRs (banks) connected to DHoTS (electronic funds transfers) with payment method HCR Electronic are approved, the payment file will be generated automatically in ERP and transmitted to DHoTS. If the payment file is accepted by DHoTS, it will be sent to the bank for processing. The .xml payment file generated in ERP contains payment details, such as the payee’s name, bank account details, invoice number, amount and currency to be paid. Users must verify the accuracy of the payment details before confirming transmission to the bank for payment execution.

          Manual File Submission:

          When the PPRs (banks) not connected to DHoTS with payment method HCR Electronic, HCR Manual, etc. are approved, the AP Payment Specialist will have to manually format the payment file, generate a PDF version of the bank advice letter and submit it to the bank for processing. The bank advice letter contains the payment details, such as the payee’s name, bank account details, invoice number, amount and currency to be paid. Users must verify that the payment details are accurate before confirming transmission to the bank for payment execution.

          
            	Review and Monitoring

          

          Maintaining clear records of payment transactions within Cloud ERP is essential. Reviewing payment details on a regular basis ensures accuracy and completeness, facilitating financial transparency and audit readiness. All original supporting documentation related to transactions is recorded in Cloud ERP, whether it is received in paper or electronic format; it must be attached electronically by uploading it to Cloud ERP within the relevant process workflows. For detailed guidance, please refer to the Cloud ERP Implementation Note 5 - Managing the supporting documentation of financial transactions in Cloud ERP.

          
            	Third Party Payments

          

          In principle, UNHCR does not allow payments to be made to entities other than the vendor with whom it has established a legally binding contractual basis for the purchase of goods and/or services (purchase order). There are, however, exceptional cases where payments cannot be made directly to a vendor, but are instead requested to be made to a third party, meaning a different person or entity. Before any exceptional payment is made to a third party rather than directly to the vendor contracted and providing the goods and/or services acquired by UNHCR, due diligence steps need to be taken prior to effecting such payments.

          
            	Exceptional Payment Methods when an Adequate Banking System is not Available

          

          In exceptional circumstances where payments cannot be executed using the procedures described above, an operation can use the mechanism of Operational Advances. See Emergency Handbook entry on Operational Advances for further guidance.
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        Links

        
          Financial and Administrative Policies, Instructions and Procedures
          UNHCR Service Portal
          Cloud ERP Training Hub
        

      

      
        Main contacts

        
          
            UNHCR Service Portal
          

          AP Unit, Division of Financial and Administrative Management: hqappayc@unhcr.org

          Policy and Audit Coordination Section, Division of Financial and Administrative Management (DFAM) - HQPACS@unhcr.org

        

      

    

  
    Travel management in emergencies

    
      05 November 2025

      
        Key points

        
          	
      Emergency deployments are coordinated by the Division of Emergency and Programme Support (DEPS). Travel arrangements related to these deployments are managed by both the releasing and receiving offices. The instructions here are intended for use during emergency deployments and related missions. For information and guidance on standard missions, please refer to the Cloud ERP Training Hub and the Global Travel intranet page.

          	
      All travel must be arranged in accordance with the current Travel Policy, including applicable restrictions and requires relevant approvals and clearances. Emergency deployments are also subject to restrictions - such as the suspension of business class travel - and require approval for international travel during the existing travel freeze. Exceptions to the travel freeze may be approved by Regional Directors or HQ Divisional Directors and must be attached to the relevant Travel Request (TR) in Cloud ERP. See "Main guidance" for details on how such approvals are managed for emergency deployments and related capacity building travels. 

          	
      The travel approval process for all UNHCR personnel (staff and AFW) is managed through the Cloud ERP travel solution. For emergency deployments, a single Travel Request (main TR) is created for the entire mission duration, which covers all entitlements, e.g. the Daily Subsistence Allowance (DSA), and the cost of a round-trip ticket from the traveler’s duty station to the emergency-deployment location.    

          	
      Mid-mission and local travel during an emergency deployment is managed through separate Travel Requests (TRs) and sent to the mission location travel pool. Local Travel Experts coordinate the travel and settle costs directly with the local travel agent. These TRs are strictly for transportation arrangements and do not include entitlements, which are adjusted only on the main TR.  

          	
      The traveler is responsible for ensuring they meet all mandatory requirements before departure, including having an approved TR, confirmed tickets, valid travel documents, visas, medical and security clearances.

        

      

      
        Overview

        
          This entry provides an overview of the travel management process for UNHCR personnel travelling on mission status for a confirmed emergency deployment or related capacity building activity. It offers guidance across the full mission cycle - including preparations, initial travel arrangements, local travel, and the handling of changes to original plans. Additionally, it outlines how to manage the setup of travel activities in a new emergency operation and indicates where to seek support throughout the process.

        

      

      
        Relevance for emergency operations

        
          The swift deployment of qualified UNHCR workforce to emergency operations is a crucial part of the rapid response on the ground to urgently address a humanitarian crisis, providing protection and to save lives. Once UNHCR has carried out the required capacity-building exercises and identified colleagues to be deployed, the travel arrangements can be made.

        

      

      
        Main guidance

        
          
            
              Preparations
            
          

          To learn more about staff preparedness for emergencies, please refer to the Emergency Deployment section, where you will find information about Capacity Building for Emergencies.

          For travels on emergency deployment related trainings, the “Admin Instruction” signed by the Director of DEPS serves as the approval for exception from the current international travel freeze and should be attached to the TR. 

          For DEPS confirmed deployments - related to the Emergency Response Team (ERT) roster or other relevant functional/technical rosters—DEPS will issue a "Travel Instruction". This serves at the approval for exception to the current freeze and contains all necessary information regarding the deployment such as:

          1. Mission arrangements and purpose, which includes the location and length of the deployment, entitlements such as DSA and Danger Pay together with generic information on which office should arrange the travel (usually the parent/releasing duty station).

          2. Information on Visa, Security and Medical Clearance requirements:

          
            	Security Clearance through the UNDSS TRIP portal.

            	For ERT members, a special Medical Clearance is required for inclusion in the roster and a location specific medical clearance is mandatory once a request to deploy has been received. Although staff members may be declared FIT for their current duty stations that does not guarantee they will be declared FIT for the Emergency Response Team (ERT) roster and a separate Medical Clearance should be granted by the Medical Section.

            	Visa information relevant to the location of the mission will be shared, including whether the traveler needs to obtain their visa before departing or if it can be collected upon arrival.

            	UN documents (UNLP or UN Certificate) should be provided to all deployed UNHCR personnel and should be valid for the entire roster period plus an additional nine months. Requests to renew an existing UN document or to issue a new one should be submitted through Workday following the procedure outlined on the UN Documents page.

          

          3. Additional information:

          
            	List of equipment and essentials for emergency missions;

            	Contacts of the local HR/Admin focal points for any queries related to arrival, such as local transportation, recommendations for accommodation, etc.

          

          4. Information to return to DEPS at HQDEPLOY@unhcr.org once travel arrangements are finalized:

          
            	Copy of approved TR and Travel Itinerary

            	Medical Clearance

            	Security Clearance

          

           

          
            
              Deployment
            
          

          The travel arrangements and TR are usually managed by the releasing office. For colleagues on SIBA, the travel may be arranged by HQ upon request. In this case, the “HQ” Travel Pool should be selected in the Cloud ERP traveler Profile before the TR is submitted for line manager approval.

          
            Travel Request (TR)
          

          Once the deployment date is confirmed, the traveler should create the TR in Cloud ERP and submit it in accordance with the “Travel Instruction”. The TR "Reason" should be recorded as "Emergency Deployment".

          This TR is referred to as the main TR and will cover all entitlements payable to the traveler, such as the DSA, Terminal Expenses, Danger Pay (when applicable) and the return ticket from the official duty station to the mission location and back. If it becomes necessary to change the return ticket (due to the mission being shortened or extended) the releasing office should be informed so colleagues there may take appropriate action.

          A video tutorial on the Cloud ERP Travel Request(TR) process, including how to manage the Profile is available here.

          
            Additional Approvals Required
          

          The "Travel Instruction” from DEPS must be attached to the TR and serves as the approval under the current international travel freeze:

          
            	The initial approval of a roster application is granted by the DEPS Director. This approval confirms the expectation that the individual is available to travel to a declared emergency location within 72 hours of receiving the deployment confirmation. 

 

            	In addition, the request for an Emergency Deployment is initiated by the Representative of the emergency location and endorsed by the relevant RB Director. The dedicated DEPS team identifies a suitable candidate from the roster and confirms the deployment by sending the "Travel Instruction".

          

          
            DSA advance
          

          The Daily Subsistence Allowance (DSA) for the initial 30 days of deployment will be issued in advance. Following this period, the system will automatically generate an email notification prompting the traveler to confirm—via a provided link—whether they wish to receive a second advance for the subsequent 30 days or not. This automated notification will continue every 30 days until the mission concludes.

          
            Danger Pay
          

          Danger Pay (DP) will be payable, where applicable, through the TR as outlined below:

          
            	For national staff based in a location where DP is applicable and travelling on mission to another location within that country of assignment (domestic trip), DP will not be included in the TR. However, when such staff travel to a DP location outside their country of assignment (international travel), DP will be included on the TR.

            	Applicability of DP on the TR, for international and local staff related to official travel is available in the below table:

          

          
            
  
    
    

    Fraud and corruption risks in emergencies
  
  
    Fraud and corruption risks in emergencies

    
      06 March 2025

      
        Key points

        
          	
      Fraud and corruption risks in emergencies exist and must be managed. In emergencies, fraud and corruption risks are heightened, and while we must take calculated risks to deliver urgent support, we must put in places measures to prevent fraud from occurring or managing it when it materializes . Fraud prevention and mitigation strategies should be adapted to the context and the complexity of the response.

          	
      Identify fraud and corruption risk while setting up the emergency response. Be aware of the vulnerabilities of the operation to fraud and corruption and identify the critical risks that could compromise the integrity and effectiveness of the response.

          	
      Prioritize prevention from the onset of an emergency. Implement strong fraud prevention strategies and build an effective system of internal controls as you set up the response. 

          	
      Monitor regularly to support early detection and report timely to minimize impact. Ensure solid monitoring mechanisms are established and maintained across all sectoral interventions to support early detection of fraud and corruption. Respond timely when fraud risks materialize to minimize impact. 

          	
      Adjust and update strategies as the situation evolves. Continuously update fraud prevention strategies after the initial response phase. Tolerance levels to fraud and corruption risks may evolve as the situation stabilizes.

        

      

      
        Overview

        
          Fraud is any act perpetrated to intentionally deceive UNHCR or others to obtain a benefit or a personal gain, while corruption is using power and influence for personal gain, often through bribery or dishonesty. Common fraudulent activities in emergencies include misappropriation of funds, bribery in procurement, manipulation of beneficiary data, embezzlement, fraudulent recruitment of temporary staff. These actions divert resources, compromise aid, and damage UNHCR’s reputation.

          Fraud and corruption risks in emergencies can severely impact the effectiveness of relief operations. These risks arise from the urgent need to provide aid, the pressure to deliver quickly, the limited capacities and the lack of established systems and oversight. The urgency and complexity of emergency responses often compromise or override internal controls, creating opportunities for fraudulent activities.

          It is essential that emergency operations identify the most critical risks involved in every aspect of the sectoral responses, aiming to address vulnerabilities that could undermine the effectiveness and integrity of the operation, taking away resources from the people they were intended to support. Fraud prevention strategies should therefore be embedded from the onset and particular attention should be given to ensure that such risks are not underestimated and left unmanaged in the first phases.

        

      

      
        Relevance for emergency operations

        
          In emergencies, fraud and corruption present unique challenges that can undermine the effectiveness of the humanitarian response. The urgency of the interventions, the immediate needs for resources and services, often in unstable or conflict-affected areas, and the lack of robust mitigation measures, create conditions where fraud and corruption risks can materialize. These risks directly affect the well-being of forcibly displaced persons, as well as the broader effectiveness of emergency operations.  They can cause delays in aid distribution, misallocation of resources, reputational damage, and loss of donor confidence.

          To ensure that aid reaches those who need it most, operations must adopt proactive fraud risk management practices, to ensure that aid is not only delivered but is also distributed fairly and equitably, maintaining the trust and safety of affected communities. Managing fraud risks requires a balance between speed and control, ensuring that vital aid flows while maintaining oversight and accountability. Operations need to weight the risks of acting or not and consider the fraud and corruption risks associated with every intervention. 

        

      

      
        Main guidance

        
          Understanding fraud and corruption risks in emergencies

          In UNHCR, fraud is officially defined as “any act, or omission, whereby an individual or entity knowingly misrepresents or conceals a fact to obtain an undue benefit or advantage or avoid an obligation for themselves or a third party, and/or in such a way as to cause an individual or entity to act, or fail to act, to their detriment”. In short, fraud is any act perpetrated to intentionally deceive UNHCR or others to obtain a benefit or a personal gain. In UNHCR, corruption is officially defined as “the offering, giving, receiving, or soliciting, directly or indirectly, anything of value to influence improperly the actions of another party.” In short, corruption is using power for personal gain, often through bribery or dishonesty.

          In this entry we refer to fraud and corruption committed by UNHCR personnel, or partners and commercial entities with a contractual arrangement with UNHCR. While most generic principles of fraud risk management in emergency also apply to fraud committed by forcibly displaced and stateless people, this category of fraud is managed under a separate policy, given its protection implications. Please consult the related entry.

          Several factors can lead to fraudulent acts in emergencies. The high pressure of providing aid quickly, combined with weak controls increases the opportunities for fraud. In humanitarian emergencies, fraud and corruption can take many forms, often exacerbated by the type, nature, and complexity of the crisis.

          
            Some examples include:
          

          
            	Misappropriation of funds: Funds intended for emergency relief may be diverted for personal gain or used for purposes not aligned with the emergency response.

            	Bribery and kickbacks: Contractors or vendors may offer bribes to secure contracts, inflating prices or delivering substandard goods. This could involve bribing staff to bypass competitive bidding or offer inflated invoices in exchange for kickbacks. Similarly, personnel may demand bribes from affected individuals to access aid or resources.

            	Procurement fraud: Fraudulent abuse of procurement processes; collusion between vendors and staff can result in inflated or fraudulent invoices, use of single-source procurement under the guise of urgency, or purchases made from unqualified or fictitious suppliers. It can also include deliberately inflating prices or procuring poor-quality goods and services that do not meet the needs of the affected populations.

            	Embezzlement: Aid or resources can be misappropriated by staff or contractors responsible for managing them. This includes the theft of cash, goods, or relief supplies intended for affected communities.

            	False reporting: Data manipulation may occur in the form of falsified beneficiary lists or inflated reports of aid distribution. This could involve inflating the number of people reached by aid, fabricating data on aid distribution, or falsely reporting on the completion of projects or services to cover inefficiencies or fraud.

            	False invoices or payments: Contractors or vendors may submit false invoices for work or goods that were never completed or delivered, or goods/services may be paid for but never received. This type of fraud also includes double billing or submitting payment requests for overcharged or inflated amounts.

            	Fraudulent recruitment processes: Fraud can occur during the initial emergency recruitment of staff, due to the rushed procedures and lack of sufficient capacity or controls.

          

          Identifying fraud and corruption risks in emergencies

          The type and nature of emergency operations affect the degree to which the management of fraud and corruption risks become critical for the integrity and effectiveness of the response.

          The scale and magnitude of the operation, the type of population affected, the level of scrutiny by the international community will influence the level of risks faced.

          Assessing fraud and corruption risks in emergencies is crucial for identifying activities that pose the greatest threat to UNHCR, especially during times of crisis when vulnerabilities are heightened. This process also helps pinpoint which internal or external entities may increase vulnerability due to their behaviours, decisions, or lack thereof.

          Mapping out specific areas of focus, categorizing different types of risks and prioritizing the most critical ones is essential. It will be impossible to mitigate all risks simultaneously during the initial phases of an emergency response, and focusing on the most critical ones first is necessary.

          Understanding the operational context in emergencies is paramount. Fraud management requires awareness of the socio-economic and political environment, as well as knowledge of the personnel, donors, partners, and the people involved.

          The identification of the most critical fraud risks requires analysing the existence, effectiveness, and efficiency of internal controls, as this influences the likelihood and impact of risks identified. This assessment also determines if controls mitigate risks as intended and if their benefits outweigh the costs.

          In emergencies, the urgency and fluidity of the situation demand that fraud risk assessments be dynamic and adaptable. A critical review of the most critical fraud and corruption risks may help taking complex decisions on implementation modalities or engagement in certain areas of operation. Increased fraud risks may be taken into account when the situation necessitates the use of remote management modalities, especially when on-the-ground presence is compromised or unsafe. These risks can also influence decisions on implementation modalities, such as opting for direct implementation or funded partnerships, cash-based interventions, or in-kind assistance. The results of these assessments can guide strategic planning and programming, support the introduction of risk appetite, and help identify acceptable risks for specific areas.

          Time is the essence in emergency operations and teams may not be able to undertake necessary in-depth fraud risk assessments. Nevertheless, operations can leverage existing knowledge by using previous assessments, reports, and audits to pinpoint known risks and vulnerabilities. Engaging local staff and partners is also crucial, as they often have valuable insights into potential risks and can provide real-time information. Conducting rapid discussions with key stakeholders can help quickly identify and prioritize risks. Utilizing pre-developed checklists and templates ensures that all critical areas are considered without extensive analysis. If teams do not identify the fraud and corruption risks involved in certain activities, they will be unable to manage them.

          The results of fraud risk assessments can be documented through a suggested template that can be customised as needed. A summary of fraud risk assessments should always be included in the Operational Risk Register.

          Considering the type and level of fraud and corruptions risks in an emergency

          In emergency situations, UNHCR prioritizes the humanitarian imperative of protection from harm, saving lives, and relieving suffering, as outlined in the UNHCR Policy on Emergency Preparedness and Response. Leaders are empowered to make decisions on a "No Regrets" basis, ensuring that forcibly displaced and stateless persons receive timely and effective protection and humanitarian assistance. This approach requires a careful balance between taking necessary actions and managing associated risks.

          UNHCR's regulatory framework allows for increased risk-taking in emergencies, such as through streamlined procurement procedures and raised thresholds. As a general principle, the declaration of an emergency means that UNHCR’s risk appetite across many, but not all, operational areas, is temporarily raised. Risk appetite is the type and level of risks that operations are willing to take. In this sense, UNHCR as an organization remains risk-averse in areas like fraud and corruption. Essential minimum controls must always be implemented, even in emergency contexts.

          When fraud and corruption are identified, UNHCR acts promptly, reporting allegations to the Inspector General’s Office and ensuring appropriate follow-up actions. Despite the challenges of operating in volatile environments, especially in hard-to-reach and high-security risk areas, UNHCR strives to minimize the likelihood and extent of such events.

          At the same time, UNHCR recognizes that delivering life-saving and essential aid and protection services to the most vulnerable displaced people often requires acting in volatile environments where it is not possible to implement a full range of mitigation measures. This may especially be the case in emergency responses and in hard-to-reach and high-security risk areas where monitoring capacity is extremely limited or non-existent. Therefore, UNHCR weighs the risk of inaction against the risks of fraud and corruption associated with a given intervention. In urgent life-saving activities, UNHCR may proceed, after all practicable mitigation measures have been established, even if some residual risks of fraud and aid diversion remain. In such exceptional circumstances, risk levels and risk tolerance will be continuously monitored.

          However, it is vital to note that upon the end of an emergency declaration, risk appetite needs to be reviewed and not remain at the emergency levels.

          Preventing and detecting fraud and corruption risks

          Given the urgency of humanitarian responses, fraud risk management strategies must be flexible and tailored to the specific challenges of emergency settings. Nevertheless, a structured approach, encompassing prevention, detection, and response, is required. Effective fraud prevention, detection, and response mechanisms play a key role in safeguarding organizations’ interests against substantial monetary losses and reputational impact.

          Preventing fraud and corruption risks in the first phases of an emergency response is crucial. As operations set up the sectoral response, they must quickly implement effective controls, even under time constraints. Continued awareness-raising is essential, especially in emergency settings where the pressure to act quickly may lead to oversight lapses.

          In emergency operations, finding the right balance in implementing internal controls is crucial. Too many rigid controls can paralyze the response, while too few or weak controls open the door to fraudulent behaviours.  It is essential to implement controls commensurate with the risks identified, taking into account the specific aspects of various phases of an emergency. The rules and administrative instructions issued by UNHCR generally include specific provisions applicable in emergency situations, that aim to facilitate a more expeditious response. We recommend that you familiarize with such provisions when you are involved in managing emergency situations.

          Preventing fraud and corruption in emergencies can be achieved with practical measures. The implementation of multi-layer controls, such as segregation of duties and a clear definition of roles and accountabilities, helps prevent misuse of resources. Regularly monitoring financial transactions and the appropriate use of assets ensures accountability. Informing colleagues about internal controls, providing training, and promoting a culture of honesty and integrity are essential steps. Maintaining an open-door policy and building trust in reporting mechanisms encourage transparency.

          In emergencies, it is important to maintain a healthy level of skepticism, use good judgment, and pay attention to red flags. Adequate planning, accurate definition of requirements, ensuring staff awareness and knowledge, and segregation of duties make these measures feasible even in crisis situations.

          Detection focuses on activities and techniques that promptly recognize whether fraud has occurred or is occurring. Identifying warning signs, checking, and reconciling transactions, and tracking assets are practical ways to detect and prevent fraud. Monitoring red flags, such as unusual transactions, lack of documentation, or sudden changes in behavior of personnel, partners and vendors is essential. Implementing quick wins by focusing on immediate, high-impact controls can mitigate the most critical risks swiftly. Establishing mechanisms for continuous monitoring and reporting allows operations to quickly identify and address emerging risks, ensuring a proactive approach to fraud management in emergency situations. By focusing on these practical steps, organizations can effectively manage fraud risks and maintain integrity during emergencies.

          For a fraud prevention system to be effective, multiple types of controls must be in place to support prevention and detection efforts and to respond once the fraud risks materialize.

          Responding when risks materialize

          UNHCR staff member (or anyone with a contractual link to UNHCR) regardless of their position, should report concerns about potential fraud and corruption directly to UNHCR’s Inspector General’s Office (IGO). Fraud is misconduct and UNHCR personnel have a duty to report instances of misconduct and are required to cooperate with the Inspector General’s Office. The allegation could be anonymous, however the IGO encourages anyone making an allegation to provide as much information and evidence as possible, including where to find additional evidence. Reports must be sent directly to the IGO, without need for prior 'clearance'​ by supervisors or prior fact finding. UNHCR does not tolerate any form of retaliation against colleagues who report misconduct.

        

      

      
        Post emergency phase

        
          As UNHCR operations transition from the initial phases of the emergency response, it is essential to continue monitoring and addressing fraud and corruption risks. While the immediate pressures of emergency response may subside, the risk of fraud does not diminish. In fact, as operations stabilize new vulnerabilities may emerge. During this phase, operations must ensure that robust internal controls, monitoring systems, and fraud prevention strategies remain in place, tailored to the evolving operational environment.

          Maintaining vigilance and transparency, and remaining on cautious alert, throughout the post-emergency phase is critical for protecting resources and ensuring that aid continues to be delivered fairly and effectively.

        

      

      
        Checklist

        
          
            Be aware that fraud risks exist in emergencies.

          

          
            Scan your operation for different types of fraud and corruption risks. 

          

          
            Identify the priority risks and the vulnerabilities of different operational sectors when putting in place the response.

          

          
            Assess if internal controls exist and function as intended.

          

          
            Identify gaps in internal controls to better prevent, detect and mitigate fraud and corruption risks.

          

          
            Integrate fraud prevention measures from the onset of the response.

          

          
            Consider measures needed to set up or enhance controls while setting up the operational response.

          

          
            Adapt fraud prevention strategies as the situation evolves.

          

          
            Know the fraud and corruption risks involved with your action and mitigate them as much as possible.

          

          
            Adjust your risk appetite level and enhance mitigation measures as the situation stabilizes.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Fraud Risk Management Facilitator’s Guide
                  

                

              

              
                
                  
                    Fundamentals of Fraud and Corruption Awareness in Workday
                  

                

              

            

          

        

      

      
        Links

        
          Addressing Fraud Committed by Forcibly Displaced and Stateless Persons
          Enterprise Risk Management
          Handbook on Fraud and corruption prevention, detection and reporting at UNHCR, …
        

      

      
        Main contacts

        
          
            hqerm@unhcr.org
          

        

      

    

  

  
    
    

    Resource Allocation and Budgeting in Emergencies
  
  
    Resource Allocation and Budgeting in Emergencies

    
      14 November 2024

      
        Overview

        
          This entry is coming soon. 

        

      

      
        Main guidance

        
          This entry is coming soon. 

        

      

    

  

  
    
    

    Real-Time Review
  
  
    Real-Time Review

    
      26 November 2024

      
        Key points

        
          	
      Real-Time Review (RTR) is mandatory for Level 3 emergencies

          	
      RTR is conducted 3 months after a Level 3 declaration

          	
      Takes stock of the timeliness, appropriateness and effectiveness of the emergency response to date

          	
      Identifies areas of the response requiring further support, and proposes course corrections where necessary

          	
      Assesses the extent to which recommendations (i.e. from the Joint Senior Level Mission) have been implemented

        

      

      
        Overview

        
          The Real-Time Review (RTR) is an additional support instrument for Level 3 emergencies. It is an evidence-based review of UNHCR’s operational response to date and recommends course corrections and adjustments where necessary.

        

      

      
        Main guidance

        
          Three months after a Level 3 emergency is declared, the regional bureau, DESS and other relevant HQ divisions conduct a Real-Time Review (RTR), in line with the Policy on Emergency Preparedness and Response. The key aims of the RTR are to:

          
            	Take stock of the timeliness, appropriateness and effectiveness of UNHCR’s response and engagement, at country, regional and HQ levels;

            	Monitor the application of the Policy on Emergency Preparedness and Response; and

            	Recommend adjustments and course corrections, if necessary.

          

          The RTR usually takes the form of a desk review – including mission and situational reports, funding appeals, strategy papers, personnel structure and other relevant documents – followed by a joint mission and/or workshop. Where multiple Level 3 emergencies have been declared as part of the same situation, the RTR may assess the emergency response in all the countries concerned.

          The RTR is a participatory exercise involving a broad cross-section of stakeholders; as well as international and national personnel at field locations involved in the emergency response at country-level, the Resident / Humanitarian Coordinator, selected members of the UN Country Team / Humanitarian Country Team, implementing and operational partners, donors, forcibly displaced and stateless persons may also be consulted.

          The RTR focuses on the country-level. More specifically, it examines:

          
            	The urgent protection and assistance needs of affected populations;

            	How well the response to date has met these needs;

            	The immediate emergency preparedness and response gaps;

            	Risk analysis and preparedness efforts made prior to the emergency declaration;

            	The operation’s strengths and weaknesses;

            	Measures to ensure and enhance staff welfare;

            	The extent to which recommendations arising from the Joint Senior Level Mission (JSLM) and any other relevant processes have been implemented.

          

          Following the desk review, mission and/or workshops, the participants of the RTR draft a report covering the findings, outcomes and recommendations that may have arisen. The draft report highlights achievements, acknowledges constraints and identifies areas for improvement – both in terms of the country operation’s response to the emergency, and the organization’s procedures, systems and policies more generally. It also sets out recommendations for the transition from the emergency to a more stable operational response.

          Once endorsed, the findings and recommendations are presented to the Assistant High Commissioner for Operations (AHC-O), and the report is disseminated to relevant parties. The country Representative(s) should ensure that personnel in the operation are aware of the recommendations, and are engaged in the post-RTR change process. The regional bureau is responsible for ensuring that the recommendations are tracked and implemented by the country operation(s).

          NB. For Level 2 emergencies, a similar exercise may be launched in consultation with the regional bureau or at the request of the AHC-O, but this is not mandatory.

          Real-Time Reviews are different from evaluations. Evaluations are mandatory for Level 3 emergencies within 15 months of the declaration, and are conducted by the Evaluation Office in line with the Policy for Evaluation in UNHCR.

           

        

      

      
        Annexes

        
          
            
              
                UNHCR/HCP/2023/01 Policy on Emergency Preparedness and Response
                
                  

                

              

            

          

        

      

      
        Learning and field practices

        
          
            
              Accessible to UNHCR staff only

            

            
              
                
                  
                    Emergency Management in UNHCR course
                  

                

              

            

          

        

      

    

  

  
    
    

    Partnership Management for Emergency Preparedness and Response
  
  
    Partnership Management for Emergency Preparedness and Response

    
      04 July 2024

      
        Key points

        
          	
      Review existing partnerships and stakeholder mapping, to identify potential gaps during contingency planning to respond to the envisaged emergency scenario

          	
      Preselect a pool of potential partners during contingency planning, through an expedited call for expressions of interest where the results are assessed by the multifunctional Implementation Programme Management Committee (IPMC)

          	
      Ensure that the registration, due diligence and verification on the UN Partner Portal (UNPP) for new partners in an emergency are completed no later than three months after both UNHCR and the partner have signed the project workplans

          	
      For new partners in an emergency, create a Partnership Framework Agreement (PFA), a Data Protection Agreement (DPA) if applicable and a project workplan with basic information, using the standard template in Cloud ERP and a simplified financial plan (one budget line per output)

        

      

      
        Overview

        
          This entry focuses on how UNHCR’s engagement and actions, when preparing for and responding to emergencies, advance our delivery of life-saving protection and humanitarian assistance to forcibly displaced and stateless persons through partnerships.

          UNHCR’s partnership approach is guided by the Principles of Partnership endorsed by the Global Humanitarian Platform on 12 July 2007, which emphasize equality, transparency, a results-oriented approach, responsibility and complementarity. The UNHCR Procedures on Partnership Management (accessible to UNHCR staff only) provide a unified internal framework and overall direction for partnership management processes throughout the three interlinked phases of the programme cycle: PLAN for, GET and SHOW Results. An external guidance note for UNHCR-funded partners and the UNHCR Programme Handbook for Partners are also available externally. 

          Funded partners, who receive financial support from UNHCR, are referred to as “partners” in this document. Non-funded partners (accessible to UNHCR staff only) are referenced as such. UNHCR disburses a significant part of its annual expenditure through over 1,200 partners, and effective implementation with partners is fundamental to any emergency response.

        

      

      
        Relevance for emergency operations

        
          UNHCR works closely with partners to protect and assist forcibly displaced and stateless persons, particularly in emergencies. A partnership agreement is a mandatory instrument whenever UNHCR transfers funds to partners, including in declared emergencies. 

          Partnerships during emergencies make it possible to:

          
            	rapidly identify and swiftly respond to the needs of forcibly displaced and stateless persons; 

            	collaborate and coordinate in a principled manner with other humanitarian responders, mitigating the risk of duplication;

            	provide essential resources to partners, enabling them to deliver results for emergency programmes;

            	demonstrate sound stewardship and accountability to partner organizations, donors, communities, individuals and other stakeholders.

          

        

      

      
        Main guidance

        
          
            
              Partnership contingency planning
            
          

          As part of contingency planning, the existing project workplans and the stakeholder mapping are reviewed to identify potential gaps in expertise, the scope of required results, the target population and the geographical place of delivery during an emergency.

          As part of contingency planning, if gaps are identified, a country operation can establish a pool of potential partners. This allows for timely due diligence while ensuring that the most suitable partner is ready to embark quickly on an emergency response when required. This can entail:

          
            	Stipulating within the call for expression of interest the duration for which this contingency pool of partners remains valid. For example, a country operation may mobilize potential partners from the contingency pool until 20XX. 

            	In line with UNHCR’s commitment to localization, as is the case for all competitive partnership selection, it is recommended that operations do not incorporate weighted criteria surrounding the “contribution of resources”, but rather look at the overall cost-effectiveness in consideration of best value for money.

            	If a pool of potential partners is recommended by the IPMC via a call for expression of interest, the UNHCR representative (or head of sub-office) may sign an agreement with a partner from the selected pool during its validity period, whether or not an emergency of any level has been declared.

          

          
            
              Partnering in an emergency
            
          

          The representative or director has the authority to decide on the most suitable implementation modalities, without an IPMC recommendation. This documented decision considers the needs, operational capacity, presence and availability of other stakeholders, and other context-specific parameters.

          In line with standard procedures, even during emergencies, UNHCR aims to prioritize the following implementation modalities:

          
            	Supporting the development and strengthening of national systems and related public institutions to include forcibly displaced and stateless persons in public service;

            	Supporting national and local responders, including governments, in their efforts to become more sustainable and impactful;

            	Giving the utmost consideration to individuals’ and communities’ capacity, agency and dignity in meeting their needs and reducing their barriers to accessing rights, assistance and services.

          

          After the emergency declaration expires, the representative will revisit implementation modalities with the IPMC prior to the next year of implementation.

          Once an emergency of any level has been declared, the following partnership management procedures apply for the duration of the declaration, including any extensions:

          
            	The head of sub-office, representative or director can expand the scope of an existing PFA (for example, to cover a new outcome or geographical area) without a new recommendation from the IPMC if the partner has prior experience and proven capacity, and is willing to expand. The exceptional circumstances are documented in the operation’s SharePoint and signed by the head of sub-office, representative or director.

            	The representative holds the authority to temporarily suspend competitive selection for new partnership agreements established within the emergency period. This decision must be documented. The registration, due diligence and verification on the UNPP for new partners must be completed as soon as possible and no later than three months after both UNHCR and the partner have signed the project workplan. A partner self-declaration is required, covering discrimination, sexual exploitation, sanctioned entities, fraud, corruption, terrorism, trafficking, internal misconduct, bankruptcy, liquidation, tax and legal compliance. A participating United Nations organization reviews and conducts a due diligence verification. A “verified” status indicates that the organization meets minimal due diligence requirements to operate lawfully in the country, has a mandate that aligns with the United Nations’ mission, has measures to safeguard resources and forcibly displaced and stateless persons, and poses no unacceptable reputational risks to the United Nations.

            	All new partners’ protection from sexual exploitation and abuse (PSEA) capacity is assessed as soon as possible and no later than three months after both UNHCR and the partner have signed the project workplan. If the project workplan is extended beyond the emergency declaration period, where an Internal Control Assessment (ICA)/Internal Control Questionnaire (ICQ) is required, the ICA/ICQ is to be completed before the emergency declaration expires. See the Programme Handbook (accessible to UNHCR staff only) for further details surrounding partner capacity-strengthening and risk management, as well as the applicable capacity assessment processes.

            	For new partners, operations generate, sign and approve a standard PFA cover sheet, DPA (if applicable) and project workplan with basic information completed in Cloud ERP. A financial plan must be negotiated and documented in the Project, Reporting, Oversight and Monitoring Solution (PROMS). The financial plan can be concluded on the basis of one account code (budget line) per output. When the project’s implementation ends within the declaration period (including any extensions), it can be closed based on a PFA (and DPA if applicable) with minimum details of the project workplan and a financial plan. In such a case, the agreement is subject to a minimum of one Project Financial Report. The project workplan’s liquidation, closure and audit can occur after the expiry of the emergency declaration. The creation and signature of a project workplan in an emergency can take place at any point during the year.

            	An amendment to the project workplan is required in the case that the partnership is extended beyond the emergency declaration period (including any extension of the latter). The amendment is made to include all project workplan details, a results plan and a risk register. See A Summary on Partnership Management in Emergencies (accessible to UNHCR staff only)  for more information.

            	Partners are entitled to special supply procedures, including a ceiling increase for quotation requests and a shortened floating period for formal methods of solicitation. See the Procurement entry of the Emergency Handbook (accessible to UNHCR staff only) for more information on all the special supply procedures that automatically apply to UNHCR when an emergency is declared. See the Programme Handbook (accessible to UNHCR staff only) for further details on partners’ procurement capacity, which is assessed during the ICA/ICQ.

          

          
            
              Monitoring partnerships in an emergency
            
          

          Monitoring partnerships is a crucial component of an emergency response. There are no reduced implementation and results monitoring requirements during a declared emergency. The frequency of monitoring activities for partnerships may in fact increase.

          The humanitarian situation in a country is often fluid and subject to frequent change. Monitoring partnership projects is therefore essential to track and confirm their progress against agreed performance targets, adjust their direction and implementation as needed, and identify measures to improve their impact and quality. UNHCR, its partners and other stakeholders, i.e. local authorities (as applicable), should jointly monitor and review partnership projects, share information and coordinate, to strengthen their collective ownership and joint responsibility for project results.

          To ensure effective monitoring of partnerships, it is recommended that a country operation updates (or develops) the assessment, monitoring and evaluation workplan as soon as possible and that it is revisited on an annual basis. The assessment, monitoring and evaluation workplan is informed by the overall monitoring and evaluation (M&E) plan. This will enable the operation to determine the key M&E activities required for the emergency response. See the Programme Handbook (accessible to UNHCR staff only) for more information.

          During an emergency, the partners’ capacity to prevent, mitigate and respond to risks of sexual exploitation and abuse is regularly monitored by the UNHCR multifunctional team and the PSEA focal point. For a partner who is in a high-risk environment and has previously been assessed as having a low or medium PSEA capacity and therefore has a capacity-strengthening implementation plan (CSIP), the operation monitors the implementation of CSIP activities after three months and continues checking its progress throughout the emergency declaration and any extension period. Within six months of implementing a CSIP, or nine months in the case of an exceptional extension, the partner should have reached full capacity. See UNHCR’s Procedures on Partnership Management (accessible to UNHCR staff only) for more information about continuing partnerships with partners that are not able to reach full PSEA capacity for future years/project workplans.

          Reasons for signing a project workplan with a partner despite its low or medium capacity during an emergency may include the partner’s specialized technical expertise within a particular area, a lack of viable alternatives in that sector or location, or a satisfactory risk assessment of the partner. Capacity-strengthening regarding PSEA is a key area of UNHCR’s work with these partners.

          
            
              Associated risks
            
          

          Emergency preparedness is critical to be able to respond to the humanitarian crisis, mitigate the impact and reduce human suffering and loss of life. Risk management will help anticipate risks and opportunities that could impact the achievement of shared objectives. UNHCR and partners need to manage and effectively mitigate the risks identified (for further guidance, see the Risk Management Toolkit (accessible to UNHCR staff only) to help identify critical risks in an operation). There is a need to exercise due diligence as the following risks are heightened during an emergency:

          
            	There is significant expansion of the operation, with new protection and assistance needs and new priorities.

            	Civil society is not sufficiently developed and there is a lack of NGO capacity in the operation.

            	Partners lack the capacity/are unable to upscale to address growing operational needs.

            	Key risks and opportunities go unidentified during an emergency since the project workplan risk register is not mandatory unless the project workplan is extended beyond the emergency declaration period.

            	Security situation or other disturbances impact implementation and access to forcibly displaced and stateless persons.

            	Competing priorities for limited staff impacts planning and implementation capacity.

            	Fraud or other misconduct occurs as a result of faulty internal control systems (see UNHCR’s risk management tool on fraud prevention (accessible to UNHCR staff only) for further guidance). 

            	Resources provided are not used for their intended purpose.

            	Funds are used inefficiently, reducing the quality or availability of the services that forcibly displaced and stateless people receive. 

            	Some partners do not fully account for funds entrusted to them by UNHCR. 

            	There is unethical behaviour by personnel, including risk of sexual exploitation and abuse.

          

          
            
              Associated mitigating measures
            
          

          
            	Ensure coordination mechanisms with partners and stakeholders.

            	Encourage early engagement of partners in contingency planning.

            	Engage complementary partner(s) in view of geographic coverage.

            	Update the assessment, monitoring and evaluation workplan based on risk.

            	Implement monitoring mechanisms, including remote monitoring (if physical access is not feasible).

            	Verify partner controls, standard operating procedures and recordings of transactions, and ensure that segregation of duties is followed.

            	Raise awareness and conduct training on PSEA as well as fraud and corruption prevention and reporting among partners, UNHCR personnel and forcibly displaced and stateless persons.

            	Establish effective complaints/feedback mechanisms in consultation with communities.

            	Expand outreach monitoring and remain accessible to forcibly displaced and stateless persons.

          

          
            
              Reporting and information management in an emergency
            
          

          Regular narrative reporting – both internal and external – is strongly encouraged in emergency contexts to meet global information needs by donors, the media and other external audiences. External reports are posted on the relevant country and/or situation page on Global Focus.

          The public and regular release of CORE data products are mandatory for all Level 2 and Level 3 newly declared refugee emergencies, as well as Level 1 declared emergencies involving people on the move (rather than heightened preparedness). Such products focus on population movements, humanitarian needs and delivery of assistance, and are designed to become more detailed and data-centric over time. As the emergency operation establishes regular systems, CORE products should be phased out and replaced by standard UNHCR-branded information products.

        

      

      
        Post emergency phase

        
          From the beginning of an emergency declaration, a country operation initiates planning for the post-emergency period. This planning underpins the transition from an emergency to a regular operational response. To ensure the continuity of coordination and/or response at the end of the emergency declaration, the country operation, together with the regional bureau and relevant headquarters divisions, review partnership agreements, the protection and operational strategies and the operational footprint to ensure continuity of the response. This includes a careful assessment of offices, staffing arrangements and resource mobilization in line with allocated financial resources and projected funding levels. In addition, the M&E plan is reviewed and updated based on lessons learned.

          It is at the discretion of the representative to decide when the competitive selection process for partners recommences after an emergency declaration has expired. It is their responsibility to ensure that this decision is clearly documented.

          Partnership agreements require partners to provide unhindered access to audit, monitoring and inspection teams, during or after the emergency. The monitoring, verification and audits must provide reasonable assurance that UNHCR funds are used for the intended purpose and to provide protection and assistance in the manner intended. Among other safeguards and to remain credible with donors, UNHCR should verify the integrity of and data in partners' reported results and expenditure. All projects that UNHCR funds and implements with partners are subject to audit. Projects due for audit are identified by the Division of Strategic Planning and Results (DSPR)/Implementation Management and Assurance Service (IMAS) through a risk-based approach.

        

      

      
        Partnership Management in Emergencies

        
          
            Before an emergency is declared, onboard pooled partners during competitive partnership selection as part of contingency planning.

          

          
            Ensure that new partners are registered and verified on the UNPP within three months of both UNHCR and the partner signing a project workplan.

          

          
            Sign a PFA, a DPA (if applicable) and a project workplan, entering as much information as is available at the time, with a financial plan only (one account code per output may be applied). The first prepayment is released based on the conditions of the contract and financial plan only.

          

          
            Assess the partner’s capacity in PSEA within three months of both UNHCR and the partner signing a project workplan.

          

          
            Retrieve a new partner’s latest ICQ risk rating from a United Nations project audit. If the partner does not have a valid ICQ risk rating and the partnership is extended beyond the emergency declaration period, conduct an ICA.

          

          
            Update (or develop) the assessment, monitoring and evaluation workplan to determine the key M&E activities required for the emergency.

          

          
            Verify all reported results and expenditure ahead of releasing prepayments.

          

          
            Coordinate project audits accordingly.

          

        

      

      
        Links

        
          UN Partner Portal
          Procedures on Partnership Management (accessible to UNHCR staff only)
          Risk management tool on fraud prevention (accessible to UNHCR staff only)
          Programme Handbook (accessible to UNHCR staff only)
        

      

      
        Main contacts

        
          Head of Operational and Partnership Management Unit

          Senior Programme Management and Support Officer

          UNHCR Division of Strategic Planning and Results

          
            hqdspr@unhcr.org
          

        

      

    

  

  
    
    

    Evaluations of emergency operations
  
  
    Evaluations of emergency operations

    
      11 January 2024

      
        Key points

        
          	
      In line with UNHCR Policy on Emergency Preparedness and Response and the UNHCR Evaluation Policy, an evaluation of all Level-3 (L3) emergency operations is to be conducted within 15 months of the L3 Declaration. 

          	
      Evaluations of Level 1 and 2 emergencies may also be commissioned at the request of the Senior Executive Team (SET) or the Regional Bureau(x) or Regional and Country Offices in line with the provisions of the Evaluation Policy.

          	
       To the extent possible, Evaluation Officers will participate in the Real Time Review exercises to enable a close synergy with the evaluation.

          	
      Emergency evaluations are conducted for learning and accountability purposes. They enable Senior Management and other stakeholders to make informed decisions, demonstrate results to stakeholders, and improve strategies, plans, programs, and policies.

          	
      Emergency Evaluation reports are published on the Evaluation Office website together with the management response – with follow up reporting required after 12 and 24 months.

        

      

      
        Overview

        
          
            1.1 Purpose
          

          UNHCR applies the following UN definition of evaluation:

          “An evaluation is an assessment, conducted as systematically and impartially as possible, of an activity, project, programme, strategy, policy, topic, theme, sector, operational area or institutional performance. It analyses the level of achievement of both expected and unexpected results by examining the results chain, processes, contextual factors and causality using appropriate criteria such as relevance, effectiveness, efficiency, impact and sustainability. An evaluation should provide credible, useful evidence-based information that enables the timely incorporation of its findings, recommendations and lessons into the decision-making processes of organizations and stakeholders”.

          Evaluation informs choices made at all levels of the organization in strategic planning, programming and decision-making based on timely, credible and impartial evidence. This evidence will reflect, directly and indirectly, the views and perspectives of forcibly displaced and stateless people and host communities regarding the protection and assistance provided by the organization

          Emergency evaluations analyze the extent to which UNHCR (as a whole) is providing a relevant, timely and effective response to a country or regional humanitarian crisis, taking into consideration the complex enabling and constraining factors in the country/region.

          The objectives of emergency response evaluations can be broadly categorized as follows:

          
            	
              Strengthening the design of UNHCR’s operations as well as its emergency preparedness– through assessing the extent to which UNHCR’s strategy in the country was relevant to the most important needs of the refugee and IDP population, corresponded to the agency’s areas of strength, and responsibility, and took into consideration the capacities and operations of other partners;
            

            	
              Improving UNHCR’s performance and the results achieved for PoC (Persons of Concern)– through an analysis of the interventions, partnerships, immediate results and potential for longer term impacts of UNHCRs activities;
            

            	
              Helping UNHCR further strengthen its policies, guidance and systems, humanitarian-development nexus and approaches, to better respond to emergencies – drawing lessons from the whole-of-UNHCR response.
            

            	
              Providing UNHCR with a credible source of objective information on the organizations performance that can be used to provide assurance and accountability to partners.
            

          

          
            1.2 Guiding Principles and Criteria
          

          Evaluation in UNHCR is founded on the fundamental principles of impartiality, credibility and utility. These principles, which are connected and mutually reinforcing, subsume a number of specific norms that guide UNHCR’s work in commissioning, conducting and supporting the use of evaluation.

          Evaluations, including emergency response evaluations, are guided by gender, equity and human rights considerations, in accordance with UN-wide norms, standards and guidance. UNHCR draws on the criteria of the OECD DAC and ALNAP, adapting these for evaluating humanitarian action. UNHCR does not select or apply the criteria mechanistically but adaptively to ensure that the evaluation reflects good practice standards and the needs of evaluation users.

          Evaluations must be conducted in full respect of UNHCR’s age, gender and diversity policy and UNHCR’s commitment to accountability to affected populations to ensure that all groups and identities within the populations of the forcibly displaced and stateless people have equitable opportunities to be involved, and to contribute to the evaluation, irrespective of age, gender, ethnic, political or religious affiliation, or sexual identity.

        

      

      
        Relevance for emergency operations

        
          
            2.1. Management of an L3 Emergency Evaluation
          

          Level 3 emergency evaluations are commissioned and managed by the Evaluation Office. In line with UNHCR’s Evaluation Policy, evaluations shall be conducted no later than 15 months from the L3 declaration. All L3 emergency response evaluations are conducted by independent external evaluators and funded through L3 emergency funding appeals. 

          Depending on the evaluation objectives and the operational context, the evaluation can start earlier than 15 months to ensure that they can contribute to real-time reflection and help assess the implementation of the Real-Time Review’s recommendations. 

          
            Main steps:
          

          After the L3 declaration, the Head of the Evaluation Office appoints an Evaluation Manager.

          Upon finalization of the Real-time Review, the Evaluation Manager will initiate discussions with the relevant divisions in HQ, the Regional Bureau and the Country Office to agree on evaluation objectives, scope, and timeline. 

          An Evaluation concept note (2 pages) and an evaluation Terms of Reference (ToR) will subsequently be drafted and agreed upon.

          The Evaluation Office will contract an independent Evaluation firm, the service provider, to carry out the evaluation.

          The Evaluation Manager will be responsible for managing the day-to-day aspects of the evaluation process. The UNHCR Country Operation/Regional Bureaux will appoint an evaluation Focal Point.

          Management at global, regional and country level support the evaluation through all. They are requested to:

          
            	Inform all relevant parties in advance (UNHCR colleagues, UN and NGO partners, government, donors), introduce the evaluation team, and explain that staff and partners may be approached for interview.

            	Allocate a focal point on substance, as well as for logistical and administrative support.

            	Make available to the evaluation team documents that capture key developments, decisions and results relating to the emergency operation. Assist the evaluation team to set up interviews with key stakeholders.

            	Interviews should include persons of concern and should adopt an age, gender and diversity (AGD) approach. Representative(s) and country office(s) may also be requested to provide logistical support (subject to operational constraints). To safeguard the credibility and objectivity of the evaluation, UNHCR staff may not participate in any of the evaluation team interviews.

          

          Throughout the process, UNHCR Evaluation Office will set up a library of background documents and data to share with the evaluation team, that will be continuously updated.

          
            2.2 Scope of the Emergency Evaluation
          

          The operational scope of emergency response evaluations is not fixed, and the Evaluation Office will discuss this in collaboration with the relevant Country Operation(s), Regional Bureau(x) and Headquarters. However, it is important to remember that the operational scope of the evaluations must include all levels of the Organization, since an L3 emergency response triggers a ‘whole-of-Organization’ response.

          The geographical scope should mirror the operational scope. It may focus only on the areas of emergency response, or on the entire country/region. A decision on whether to include regular programs (e.g. non-emergency-related) in the scope of the evaluation can be made on a case-by-case basis and will be defined in the ToR.

          All of the above is also applicable for evaluations of L1 and L2 emergency responses, although the time and operational scope will be more limited. Please refer to the UNHCR Policy on Emergency preparedness and response for the key features of the L1 and L2 responses.

          In some cases, evaluations of UNHCR emergency responses may be complemented by inter-agency humanitarian evaluations which focus on system wide performance, operational barriers and achievements.

        

      

      
        Main guidance

        
          
            3.1. Terms of Reference / Key Areas of Inquiry
          

          The OECD DAC evaluation criteria are the pre-eminent criteria for evaluating development and humanitarian assistance. As updated in 2019, the six criteria are: effectiveness, relevance, efficiency, impact, sustainability and coherence. ALNAP’s 2006 guide interprets the criteria for application in humanitarian action as: effectiveness, appropriateness/relevance, efficiency, impact, coverage, coherence and connectedness.

          Additional criteria may include cross-cutting themes, such as coordination, accountability to affected populations, age, gender and diversity. The weight of each criterion will be discussed with the UNHCR Evaluation Manager during the inception stage.

          Given time and operational constraints, the evaluation should focus on priority questions that can help to provide evidence of UNHCR’s scaled-up response and humanitarian assistance. Indicative Evaluations questions may include:

          
            	How responsive was the UNHCR strategy to the external environment, including the evolving context and role of Government and other humanitarian and development actors (UN, NGO, civil society/local actors)?

            	To what extent has UNHCR followed up upon the Real-Time Review (RTR) recommendations to the evolving crisis?

            	Given the availability of resources, to what extent is UNHCR’s response meeting the needs of the most vulnerable?  How effective has its targeting strategy been?

            	To what extent has UNHCR achieved intended outputs and targets and contributed to envisaged outcomes? Are there any indications of unintended or negative effects of the L3 response?

            	How efficient and timely was the response e.g. the extent of scale up across business processes, HR, procurement, funding, technical support, and otherwise? Were internal accountabilities clear?

            	To what extent are successes and failures in the response attributable to system-related factors? What role did key UNHCR entities play in this (divisions, bureaux, HQ, operation)?

          

          Areas of recommendation typically consider:

          
            	What more should be done? What should be done differently to enhance UNHCR response programming for refugees, IDPs, and their communities?

            	What can UNHCR learn from its preparedness efforts? And what lessons can be used at the regional level and in other regions of UNHCR operations?

            	How can UNHCR adapt its emergency response to longer-term recovery and reintegration needs?

          

          Due to the specificity of each evaluation, Evaluation Questions are discussed and formulated at the stage of ToR development. They are presented here for indicative purposes only.

          UNHCR encourages the use of a standard Evaluation Matrix. This forms the main analytical framework for an evaluation. It sets out how each evaluation question and evaluation criteria will be addressed. It also breakdowns the main questions into sub-questions, mapping against them data collection and analysis methods, indicators or/and lines of inquiry, data collection tools and sources of information. The Evaluation Matrix serves to indicate where secondary data will be used and where primary data will need to be collected. Furthermore, it guides analysis, ensures that all data collected is analyzed and triangulated, thus helping to increase credibility and reduce subjectivity in the evaluative judgement.

          
            3.2. Methodology
          

          For each emergency evaluation, UNHCR’s expectations will be presented in the ToR, and the most appropriate methodology will be discussed on a case-by-case basis. 

          Nevertheless, evaluations should always strive to employ a mixed-methods approach that relies on a variety of primary and secondary sources. Given the nature of emergency evaluations, data collection and analysis methods that are considered time and labor- intensive (i.e., economic modeling, large-scale surveys, systematic reviews) may be less appropriate. The approach should always be participatory, but the number of Key Informant Interviews and Focus Group Discussions may be reduced or, where possible, conducted remotely to reduce the evaluation mission footprint.

          
            3.3. Deliverables and timeline
          

          Key deliverables are indicated below. These are indicative and may change according to the evaluation scope, timeline, and expectations of UNHCR, as indicated in the ToR.

          Key deliverables of emergency response evaluations include: 

          
            	Inception report (7-15 pages) and a comprehensive desk review (10-15 pages) - confirming the scope of the evaluation, the evaluation questions, methods to be used, all data gathering tools, as well as the analytical framework – and summarizing findings derived from a review of existing documentation;

            	Presentations/Debriefs after inception phase, field mission (or remote data collection) and final report submission, including a ppt or aide memoir;

            	Workshops with relevant staff in HQ, Regional Bureaux and CO staff, to validate the findings; Draft and Final evaluation reports (30-50 pages), including a 4-6-page stand-alone executive summary;

            	Copies of data collection tools, training material, and any other material produced during the evaluation period

            	Any communication material planned for this evaluation (e.g. infographic, podcast)

          

          An indicative timeline for an emergency evaluation – from the point at which the external evaluation team has been recruited/contracted:

          
            [image: ]
          

          
            3.5. Management Response
          

          A management response will be prepared within 3 months of the finalization of the evaluation report. The office of the Assistant High Commissioner, Operations is responsible for coordinating and clearing the management response to the L3 emergency evaluation – which will benefit from inputs from concerned COs, RBs and Divisions as relevant and will support reporting after 12 and 24 months on the implementation of actions committed to.

          
            3.6. Evaluation Reference Group
          

          The evaluation manager and evaluation team will be supported by an Evaluation Reference Group, which will act in an advisory capacity and comprise a representative panel of primary users of the evaluation. The ERG usually includes several external stakeholders. Representatives of the people UNHCR works with and for should, where feasible, be members of the Evaluation Reference Group.

          The Group is expected to assess the quality of the evaluation work and provide feedback, notably during specific meetings and workshops organized during the evaluation process. The collaborative framework of the Evaluation Team and Evaluation Reference Group (as well as its membership) will be specified during the early stage of the Inception phase.

          
            3.7. Audiences
          

          The primary audiences of emergency evaluations conclusions and recommendations are the Senior Executive Team, Director of Emergency, Security and Supply (DESS) and other relevant divisions (DIP, DSPR, DRS etc.) and clusters (GPC, CCCM, etc.), relevant Regional Bureau Director(s) and Country Representative(s).

          Secondary audiences include the UN and Government partners, donors, targeted populations, and implementing partners. 

        

      

      
        Emergency Operation Evaluation – Management Action Points

        
          
            When heading an emergency operation, expect and make time for a real-time review after 3 months and an evaluation within 15 months of the L3 emergency declaration. 

          

          
            Nominate a focal point (FP) within the operation to cooperate with the HQ evaluation manager on content and an admin focal point for logistical needs.

          

          
            The FP is tasked to compile documents, data and information relevant to the agreed scope of the evaluation.

          

          
            The FP will identify stakeholders as key informants for the data collection phase (evaluation team field visit) and alert the KIs of the request to participate.

          

          
            Ensure that staff in the operation are informed of the formal initiation of the evaluation, the evaluation team, the timeline and expected contributions.

          

          
            Attend briefings/de-briefing with the evaluation team, review the draft report and confirm which recommendations are accepted/partially accepted or rejected and the reason.

          

          
            Provide the management response to the report and the agreed follow-up action.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
                  
                    
                      
                        
                          UNHCR Policy for Evaluation, 2022
                          
                            

                          

                        

                      

                    

                  

                

              

              
                
                  
                    
                      
                        
                          Evaluation in UNHCR: A quick guide, 2018
                          
                            

                          

                        

                      

                    

                  

                

              

            

          

        

      

      
        Links

        
          UNHCR Evaluation Office (accessible to UNHCR staff only)
          UNHCR external website - Evaluation Office
          Sample L3 evaluation reports 
          UNHCR Guidance Note for the Preparation of Management Responses (accessible to …
        

      

      
        Main contacts

        
          Head of UNHCR Evaluation Office: evo@unhcr.org

        

      

    

  

  
    
    

    Programme criticality
  
  
    Programme criticality

    
      05 January 2025

      
        Key points

        
          	
      Before participating in a Programme Criticality (PC) exercise: Remember that a PC Assessment is concerned with activities carried out by all UN personnel in a given area. Activities conducted entirely by other partners should not be considered

          	
      Undertake the UN PC online training to familiarize yourself with the process and ensure you understand the process and how it supports you




          	
      Familiarize yourself with the UNHCR Guidance on Programme Criticality




          	
      Discuss the PC process with UNHCR facilitators and colleagues who have completed it previously

        

      

      
        Overview

        
          The Programme Criticality (PC) framework is a UN framework to support decision-making. It is a structured way of assessing how critical an activity is relative to the UN's overall objectives and the needs of affected people in a country (or a designated area).

          The PC framework defines four levels of programme criticality, from PC1 (the most critical) to PC4 (low risk), ensuring that programme activities and security management are properly balanced, that an appropriate rationale for accepting risk is in place, and that additional strategies to manage risk are introduced when necessary.

          A PC exercise must be conducted when an area of a country has high or very high residual security risks. PC exercises are also very beneficial in areas of medium residual risk. They should ideally be conducted well before risk to the UN reaches critical levels, both to facilitate business continuity planning and to ensure that contingency plans include scenarios with higher risk levels.

        

      

      
        Relevance for emergency operations

        
          The operating environment creates security risks for humanitarian personnel. Managers are responsible for ensuring that appropriate security risk management measures are implemented to reduce risks, however, residual risks will remain. What degree of risk is acceptable when delivering programmes that are considered to be important? The UN Country Team (UNCT) grapples with this question, and as members of the UN Security Management Team (SMT) they need to determine what levels of risk they are willing to accept. Based on PC and the Security Risk Management (SRM) process in a given area, UNHCR may introduce additional security measures as required to facilitate programme delivery while addressing risk levels, thus ensuring an acceptable level of risk.

          PC exercises are undertaken jointly by all UNCT members. The UN Resident Coordinator (RC) is accountable for ensuring a PC process is undertaken at country level. They enable organizations to identify and prioritize activities that should be conducted, if feasible, by setting an acceptable level of risk for each.

        

      

      
        Programme Criticality process – how does it work?

        
          The UNCT, in high and very high risk security environments, is required to conduct a PC assessment at least once a year, or whenever the programme environment changes or new risk levels are set via the security risk management (SRM) process. The RC requests support from the Programme Criticality Secretariat who provides briefings and, where necessary, identifies a PC facilitation team drawn from organizations that support the PC framework.

The UNCT representatives are taken through the process and given guidance on preparing for the exercise for UNHCR (additional guidance is available here). Members of the various organizations then come together to go through the PC exercise and conduct a peer review. This is done through the following steps:  

          
            	Establish a timeframe and geographic area which should coincide with that of the SRM area.

            	List strategic results. The UNCT's strategic results are normally derived from its planning documents, such as the Strategic Response Plan (SRP), Humanitarian Response Plan (HRP), United Nations Sustainable Development Cooperation Framework (UNSDCF), and Integrated Strategic Framework (ISF).

            	List UN activities or outputs. Only activities requiring the presence of UN personnel are listed.

            	Assess how each activity or output contributes to achieving strategic results. Contributions are measured on a scale of 0 – 5 (where 0 represents 'no contribution' and 5 represents 'full contribution').

            	Assess the likelihood of implementation. This assessment applies the same 1 – 5 likelihood scale used in the SRM process (1: very unlikely, 2: unlikely, 3: moderately likely, 4: likely, 5: very likely).

            	Evaluate activities nominated for PC1 status.

            	Harmonize PC level results. Agreed results must be validated by senior management and the RC.

            	Agree on a process to address and manage the results.

          

          Note: A PC tool is used for the purpose of this exercise. The PC excel tool produces results for levels PC2 to PC4. PC1 programmes are assessed separately.

Programme
PC outcomes help to determine levels of acceptable risk for activities and programmes, balanced against required security risk management measures (SRMMs). Programme Criticality also helps form the basis for Business Continuity Planning (BCP) if undertaken correctly and honestly.

          
PC and risk level assessments should not influence one another and must be run completely separately. After both assessments are completed, their results are compared to obtain a measure of acceptable risk. The table below shows how the two correlate and the level of acceptable risk at each PC level.  

          
            [image: ]
          

          
            UNHCR’s role and accountabilities
          

          The current PC framework was approved by the Chief Executive Board in September 2016 and UNHCR managers should fully engage with it. Depending on the operation, the Deputy Representative and Senior Field Coordinator should be involved in PC exercises, while the Representative must fully understand and participate as a member of the UNCT. Given the importance of the interagency dimension, someone with an interagency function should also be included, if available. The Field Security Officer does not need to take part in the exercise but must be kept informed of results to ensure security risk management measures (SRMMs) are aligned with the PC results. Levels PC1 to PC4 are approved by the RC or Special Representative of the Secretary-General (SRSG). The Designated Official (DO) has the final decision on what activities continue at different risk levels.

If the SRM deems that very high residual risks exist in an area where activities are to be conducted, only PC1 activities can be conducted, on condition that measures are in place (as determined by the SRM process) to manage security risks. Any activity that is to be carried out by UNHCR personnel in an area of very high residual risk must be approved by the High Commissioner via the appropriate regional bureau, using a Mission Security Clearance Request (MSCR). Final approval for this mission is granted by the Under Secretary-General (USG) UNDSS.

          
            [image: ]
          

          
            Considerations for UNHCR’s engagement at country level
          

          Before participating in a PC exercise, colleagues should understand the process and read the guidance material. The United Nations Programme Criticality eLearning is available on the UN Programme Criticality platform.

          
UNHCR workforce participating in a PC exercise must be able to describe UNHCR activities in detail to other UNCT members and explain how they contribute to the UNCT's overall strategic objectives. This is important because the PC process relies heavily on peer review by UNCT members. Before the exercise starts, participating UNHCR colleagues should seek guidance from senior management and protection colleagues to make sure that they can fully explain the importance of UNHCR activities. In order to contribute effectively, they must also make sure that they understand the PC terminology and process fully.

        

      

      
        Checklist

        
          
            Read the Programme Criticality Framework and complete the online training.

          

          
            Know the 8 steps of the PC exercise and be able to fully participate.

          

          
            In preparation of the PC exercise, review the UNHCR programmatic outputs to match them to the UN Programme Criticality Framework.

          

          
            Strengthen security risk management measures after the PC exercise and conduct further planning.

          

          
            Internally realign staffing needs against PC and review/update the business continuity plan.

          

        

      

      
        Links

        
          United Nations Programme Criticality
          eLearning United Nations Programme Criticality
        

      

      
        Main contacts

        
          Please contact the Exercise Facilitator who facilitated the Security Risk Assessment in your operation or the Regional Bureau. At UNHCR HQ, UNHCR Field Security Service (FSS), Division of Emergency, Security and Supply (DESS) at: HQFS00@unhcr.org

        

      

    

  

  
    
    

    Plan, get and show protection and solutions results in an emergency
  
  
    Plan, get and show protection and solutions results in an emergency

    
      28 November 2024

      
        Key points

        
          	
      Define the response priorities to direct resource requests and priority interventions. Review contingency plan, if available. If well prepared, the contingency plan helps to prioritize and budget for the response.

          	
      Start preparing an emergency budget and a request for initial resources as early as possible. 

          	
      Start delivery of activities while the response strategy is consolidated; focus on key protection and life-saving interventions. Make use of special procedures (procurement, partnerships) to start delivery quickly.

          	
      Coordinate and work in partnership with other actors; rapidly set up or review coordination mechanisms based on UNHCR’s role in refugee and IDP emergencies.

          	
      Tailor the office presence and staffing needs to the priorities of the response. Make sure to include key field presence close to the point of delivery (not just the branch office).

          	
      Focus on and collect priority data to monitor progress and the situation, which can influence real-time programming decisions. Combine data collection efforts with others and use secondary data if available. 

          	
      Review and report on progress of the response regularly; at the beginning this will be very frequent.

        

      

      
        Overview

        
          UNHCR operations plan, implement and monitor an emergency response using UNHCR’s programming cycle (plan, get and show results) governed by the Policy on Plan, Get and Show Results and supported by standardized steps, templates and an online system (COMPASS), as per the Programme Handbook.

          Given the urgency to act and the special circumstances of an emergency, these steps often happen simultaneously rather than in sequence.  At the onset of an emergency, prioritize actions to:

          
            	Understand needs and risks of forcibly displaced people;

            	Formulate a response strategy and priorities;

            	Prepare an emergency budget, including staffing and request allocation of resources;

            	Prepare and launch an emergency appeal;

            	Shape coordination mechanisms and collaboration with partners;  

            	Set up and deliver initial response activities (direct implementation and/or through partners).

          

          For these initial steps, make use of the strategy and budget developed during contingency planning to the extent possible. As the emergency continues, monitor and report on actions and results.  

          At the onset of an emergency, UNHCR operations will adjust the existing country strategy and programming in COMPASS to reflect the emergency response. In countries where UNHCR does not have a presence or a strategy, UNHCR will define a new country strategy for the emergency response in COMPASS.

          The below guidance applies to response in cases of declaration of L1, L2 and L3 emergencies. Preparedness and contingency planning are considered as the very initial stage of preparing for an emergency response.  See the entry on preparedness and contingency planning.

        

      

      
        Relevance for emergency operations

        
          Agile planning, delivery and reporting is critical for emergency response operations. This guidance outlines how to enable an effective emergency response in coordination with partners and in line with UNHCR’s programming principles and procedures in order to achieve protection and solutions results that address the immediate needs and risks of forcibly displaced people.

          It does so by explaining key considerations for:

          
            	developing a new or adapting the existing country strategy tailored to the context;

            	deciding on new or additional interventions and determining the needed resources;

            	setting up coordination mechanisms and expanding partnership as needed;

            	implementing activities effectively;

            	measuring the impact on forcibly displaced people and reporting on the results of the emergency interventions; and

            	giving visibility to the emergency, also to attract necessary financial resources.

          

        

      

      
        Main guidance

        
          To plan, implement and report on an emergency response, follow the key steps of UNHCR’s programming cycle. Given the urgency to act and the special circumstances of an emergency, these steps often happen simultaneously: it is important to deliver protection and assistance as quicky as possible.

          For some steps, special emergency procedures and processes apply in line with the Emergency Policy and are highlighted below. The pace of Plan, Get and Show related steps will be adapted to the level and overall timeline of the emergency.

          
            Key tips:  
          

          
            	A key priority is to unlock funding in an emergency. For this, a basic RBM structure (results chains and mandatory narratives) needs to be in COMPASS.

            	Be clear that the request for resources and funding is linked to the appeal process: decide early on whether to appeal as UNHCR or with other partners. Make sure that funding requests are consistent across different appeals.  

            	Focus on quick delivery: set up or use existing partnerships and start procurement of goods. To start delivering through partners rapidly, no IPMC recommendation is necessary, and the Representative / Director can decide on the best-fit implementation modality as simplified partnership processes apply. The first prepayment can be released based only on basic contractual information and a financial plan with one account code per output (see entry on Partnership Management for Emergency Preparedness and Response | UNHCR).  

            	Make use of global stockpiles (see entry on Requesting CRIs from Global Stockpile) at the onset of an emergency and apply simplified procurement procedures (see entry on Procurement in Emergencies) for global and local procurement. Funded partners are also entitled to special supply procedures. Assess rapidly on global vs local procurement.

            	Make sure to keep partnership agreements and procurements within Operating Levels (OL) and revise in case of OL increases.

            	Don’t make monitoring and tracking an afterthought. Start monitoring immediately using basic tools.

          

          
            A) PLAN FOR RESULTS: PLAN THE EMERGENCY RESPONSE
          

          In emergencies, the time available for initial planning is extremely constrained. The essential first steps are to define the emergency priorities based on protection and assistance needs and agree on the activities. Then, prepare an emergency budget and request an allocation of initial resources to set up and deliver an initial response, based on UNHCR accountabilities in refugee and IDP situations, and in collaboration with key partners.

          Tailor the emergency response planning to the specific coordination and operational role of UNHCR and the complementarity with other humanitarian actors and the authorities:  UNHCR’s coordination and operational role is different in a refugee (RCM model), IDP, or mixed population emergency: In refugee emergencies, UNHCR ensures that the coordination mechanisms of the Refugee Coordination Model (and their outcomes) inform internal UNHCR processes and follow the key steps of the operations management cycle. In situations of internal displacement, established IASC processes are set up based on the Humanitarian Programme Cycle (HPC) and UNHCR will assume its cluster accountabilities (in protection, Shelter/NFI and CCCM) and contribute to the response of the Clusters it leads through its agency-specific emergency response plan.

          If you are a high-risk operation, a starting point for your emergency response strategy is already in the protection, response and solution strategy and the emergency budget developed as part of your contingency planning. Use the contingency planning strategy and the emergency budget to the extent possible and adapt it to the emergency. 

          The country strategy, captured in COMPASS, is the tool to plan, implement and report on an emergency response. Operations use and update their existing multi-year strategy or develop a new strategy if no country strategy exists (in case UNHCR is newly present in the country). In case the country of emergency is covered by a Multi-Country Office (MCO) strategy, the MCO strategy can either be used for the emergency response or a new country strategy can be developed, depending on suitability to context.

          
            Steps to plan your emergency response:
          

          i.) Gather key information as quickly as possible to get an understanding of the situation. Focus on key information critical to life-saving protection and assistance efforts and meet emergency standards. At the beginning of the emergency, under the leadership of the representative and other senior colleagues, focus your information on:

          
            	Who is affected and where (number and profile of displaced people; geographic areas)?

            	What are the most critical and immediate risks and needs (e.g. refugees, host communities)?

            	What is the context and who is doing what (e.g. government response, actors on the ground, possible partners)?

          

          To obtain critical information, undertake an initial assessment in the first days of an emergency, through rapid methods such as observations, satellite imagery and discussions with different key informants (authorities, communities, key service providers, local organizations).  This can be followed up by a rapid assessment (within two to four weeks of an emergency) to gather more in-depth information and inform updates of appeals and priorities. 

          To make data collection and analysis as efficient as possible, adapt to the inter-agency context: in refugee emergencies, where UNHCR is the lead coordinator of the inter-agency response, coordinate the collection and sharing of data of partners and start building a 3W (who, what, where) which can be expanded to a 5Ws during the response by capturing existing and potential partners. This will help in the drafting of Refugee Response Plans.

          In IDP situations, where OCHA supports coordination, collect data in coordination with others and use harmonized tools and templates to the extent possible.

          
            Keep in mind:
          

          
            	To speed up both initial and rapid assessments, use information gathered during the scenario-based contingency planning and draw on existing (secondary) data before starting to collect new (primary) data. Using secondary data to establish a sound understanding of the affected population and area of concern will enable you to gather primary data more efficiently and avoid duplication of effort.

            	Encourage the use and sharing of data between partners.

            	Make sure that assessments involve the affected populations from the onset, as informants but also as assessors, and consider their diverse profile (age, gender, disability etc.).

            	In refugee emergencies, Needs assessment in refugee emergencies  (NARE) provides methodologies and tools for the initial needs assessment; these first assessment efforts can already be captured in basic infographics through CORE tools and expanded throughout the response.

            	In IDP emergencies, the tool: Multi-cluster/sector rapid needs assessment (MIRA) facilitated by OCHA.

            	Other tools: see Protection Monitoring Toolkit, in particular the emergency scenario and Guidance on CORE (population movement, humanitarian needs).

          

          ii) Determine response strategy and priorities: identify initial 3-5 response priorities and areas of intervention within 72 hours of an emergency and refine them within the first 2-4 weeks under the leadership of the Representative. The response priorities are the core of the response strategy. See Annex 1 for a list of UNHCR’s key interventions in an emergency.  If a response strategy was developed in the contingency plan, use and refine this strategy. The UNHCR response priorities guide – or complement - the wider inter-agency response and informs the initial communication on resource requirements (emergency appeal or other funding communications).

          Identify response priorities that are:

          1. based on assessed risks and needs;

          2. express UNHCR’s mandate, role and key protection and life-saving interventions (please see Annexes below);

          3. reflect key principles for emergencies and UNHCR programming;

          4. guided by protection considerations:

          
            a) Embed 
            
              humanitarian principles
            
             in your response strategy
          

          
            	Make saving lives the overarching imperative of the response;

            	Apply a right-based approach; and

            	Operate by the “Do no Harm” principle (risk mitigation).

          

          
            b) Uphold the principle of State responsibility 
          

          
            	Build the capacity of national and local authorities, and services, to promote inclusion of refugees and the non-exclusion of IDPs in national services, and consequently avoid setting up parallel services (‘capacitate; don't substitute').

          

          
            c) Reflect the centrality of protection
          

          
            	Seek the active participation of people affected by the emergency in the development and implementation of the response;

            	Ensure adequate communication, feedback and response mechanisms;

            	Promote the capacity and agency of people affected by the emergency and use Community-based protection approaches wherever possible;

            	Mainstream protection into sector plans.

          

          
            d) Integrate a solutions perspective from the start
          

          
            	Consider, identify, advocate and plan for the use of alternatives to camps whenever possible;

            	Use emergency resources already to support and strengthen existing structures, services and local and national services providers;

            	Design interventions that are sustainable, and support the progressive achievement of solutions (sustainable responses);

            	Prioritize local over international procurement;

            	Opt for cash-based interventions as UNHCR’s preferred assistance modality in line with the 2022 – 2026 UNHCR Cash Policy rather than in-kind assistance.

          

          
            e) Diversify and share roles with partners
          

          
            	Promote and facilitate the role of partners and other stakeholder in the protection of forcibly displaced and stateless people;

            	Engage and fund local partners; ensure that international partners work with and strengthen local actors; this includes grass-root organizations including by making use of agile financing (Grant Agreement Toolkit.pdf (unhcr.org));

            	
              Engage development actors as early as possible if public services are not able to absorb and fund the required coverage of services.
            

          

          iii) Ensure effective coordination and mapping of services to limit duplication with other stakeholders. Translate the emergency response strategy and priorities into the existing UNHCR strategy: capture the emergency response strategy and priorities in the UNHCR country strategy in COMPASS.  At a minimum, at the onset of the emergency, reflect the emergency response in the results framework and budget. This step is critical in order for the emergency response budget to be created and utilized (please see below for the step on budget).

          At the initial stage, the results framework for an emergency response should include impact, outcome and output statements as well as indicators. Once the budget information is established, add additional information such as situation code, pillar and markers.  To plan your emergency response either

          
            	Use the existing strategy: Use the existing outputs, outcomes, impacts and indicators of the UNHCR country strategy’s results framework and update the narratives, targets and budgets to reflect the emergency response priorities and interventions, or

            	Modify the existing strategy: Add new outcomes and/or output statements and/or indicators to the existing results framework of the UNHCR country strategy for the emergency response. Depending on the scale of the emergency, create a new impact statement with a results chain for the response.  The extent of the adjustments depends on the scale and scope of the emergency and the UNHCR’s footprint in the country, ahead of the emergency, or

            	Develop a new strategy: Develop a new UNHCR country strategy to plan for the emergency response (only in exceptional situations when no UNHCR strategy for that country exists in COMPASS).

          

          By the end of the emergency (six months or longer, see UNHCR/HCP/2023/01 Policy on Emergency Preparedness and Response, the response priorities and activities should be fully integrated into UNHCR’s existing country strategy.

          iv) Establish a budget and request resources. Operations can either use existing resources available under their ABC, request reallocation from the region through the bureau, or request additional resources for the emergency response.  Please refer to the EHB Entry on Resource Allocation and Budgeting in Emergencies for details.

          v) Start to mobilize resources. To help meet the resource requirements for an emergency, it is important to engage in fundraising efforts at country, regional and global levels.

          To mobilize resources from donors, draft and issue a supplementary appeal in close collaboration with the Bureau and DER. The supplementary appeal set out the main elements of the emergency response plan including the agreed planning figures and assumptions, the key results and interventions, and the budget.

          Even if a supplementary budget is not requested, consider issuing a document outlining urgent financial needs as part of a suite of tools to support advocacy, awareness and fundraising in emergencies (regardless of a declaration). 

          In addition to government and private sector donors, consider possible pooled fund mechanisms and engage early on with the RC/HC or other relevant stakeholders for accessing these funds, including Central Emergency Response Fund (CERF), Country-Based Pooled Funds and thematic funds such as Education Cannot Wait.

          
            Keep in mind when planning your emergency response:
          

          
            	The outcomes and outputs in the results framework must reflect the emergency response priorities.

            	Make sure that the results and indicators reflect UNHCR’s activities as well as its coordination role. In a refugee setting, this needs to include the coordination of the overall refugee response and some selected sectors. In an IDP setting, UNHCR coordinates specific clusters.

            	Keep the numbers of outcomes, outputs and indicators to the minimum number, reflecting the size and the complexity of the emergency response as well as to the contribution of other actors (UN Agencies, INGOs and so on). This simplifies budgeting (including requests for additional resources), partnership agreements, monitoring and reporting. There is always the opportunity to add new outcomes, outputs and indicators later (post-emergency).

            	If assigned, use the situation code to distinguish response related outputs. If existing outcomes and outputs are used for emergency response, consider setting up an “operational marker” to track the response related outputs. 

          

          Additional information:

          
            	Take into account key UNHCR policies in the priorities and planned results (on gender-based violence, child protection, age, gender and diversity, internal displacement, education, health, shelter, alternatives to camps).

            	Inter-agency coordination, planning and response mechanisms, see Refugee Coordination Model and Humanitarian Programme Cycle.

            	Budget and resource allocation: Emergency Handbook entry on Resource Allocation and Budgeting in Emergencies and the Policy on Resource Allocation and Management and the Administrative Instruction on the Resource Allocation Framework (RAF). 

            	Procurement and Partnership management:  Procedures on Partnership Management, A Summary on Partnership Management in Emergencies (unhcr.org) and Procurement  in emergencies.

            	Fundraising in emergencies: see Humanitarian pooled funds, UNHCR Supplementary Funding Appeals, Humanitarian Response Plans and Flash Appeals and Private sector fundraising.

          

          
            B) GET RESULTS: IMPLEMENT AND MONITOR THE EMERGENCY RESPONSE
          

          In an emergency, it is essential to start response as quickly as possible and coordinate with relevant partners and authorities, as appropriate, to avoid gaps and overlaps. Implementation often starts immediately while planning steps are still consolidated. The operation delivers activities that address response priorities identified during planning, and monitors progress towards results and standards.

          
            Key tips:
          

          
            	Prepare for implementation as quickly as possible while information on needs, risks and partners are analyzed. Decide which activities UNHCR should take on and which activities other stakeholders, including non-funded partners can deliver, based on the mapping of actors.

            	Use existing partnerships and emergency partnership and procurement procedures to set up interventions and procure goods and services. These apply for all levels of emergencies. Make use of global stockpiles and access to human, financial and material resources (Core Relief Items, security equipment, vehicles, Exceptional procedures for procurement during emergencies etc.). (see Policy FAQs (unhcr.org), section 6). These already apply for Level 1 emergencies.

          

          
            i. Implement directly and through partners 
          

          From the onset of an emergency, decide which activities to implement directly or through funded partners, taking into account the needs, operational capacity, presence, action of stakeholders, and other context-specific parameters. The documented decision on best-fit implementation modalities falls under the authority of the Representative without an IPMC recommendation. To support this decision, map the capacity and presence of available current and potential partners by sector and geographic area at the outset of an emergency, bearing in mind that emergency operations require expertise that partners with experience of ‘regular' environments may not have. Consult and coordinate with other humanitarian actors based on UNHCR’s accountability in the different emergency situations (refugees, IDPs, mixed). See here for more information on simple tables on Who does What Where (3W).

          For implementing with funded partners, please see the Partnership Management entry in the emergency handbook.  

          For direct implementation:

          
            	Consider implementing directly to procure goods and services rapidly, using authorized exceptional procedures for procurement during emergencies. Use Frame Agreements (FAs) and prioritize local procurement over international procurement whenever possible, and where needed make use of UNHCR's stockpiles in seven locations around the world. More information on framework agreements see Procurement (unhcr.org), and on procurement see UNHCR Global Stockpiles.

            	Update or prepare a simple table to reflect the planned activities, in order to clearly establish activities, budget allocation and responsibilities. See a Sample Template for Direct Implementation Planning. For high-risk operations, review and update the planned activities in the Contingency Plan.

            	The identified requirements are costed by the requesting function and detailed budgets are entered into COMPASS.

            	Include the monitoring of high-risk and high-cost direct implementation activities in the assessment, monitoring and evaluation workplan.

          

          
            ii) Monitor the response
          

          During an emergency response, start monitoring early on to adjust priorities and interventions and provide information to internal and external audiences. The frequency of data collection and reporting should be high at the onset of an emergency and gradually decrease as the emergency response stabilizes. As implementation is rolled out, start to collect data on interventions and results linked to emergency response priorities and key indicators critical to the response. 

          Establishing a monitoring plan early on is important to track implementation of the response from the beginning.

          a) Define what to monitor. Use your existing M&E Plan and AME Workplan and add emergency response monitoring priorities and activities.  

          
            	Identify the most critical monitoring activities. These can be areas with the highest protection risks or life-saving interventions where emergency standards are low. Include other key monitoring activities (feedback and response activities, assessments and so on).

            	Use critical output indicators and priority outcome and impact indicators relating to humanitarian standards to track progress and results (Sphere standards). Select indicators that can be easily measured in an emergency, keep the number of indicators limited and use existing indicators whenever possible and relevant to manage coherence and donor reporting.

            	Align UNHCR and inter-agency indicators to reduce data collection, and streamline monitoring and reporting, including for partners in an inter-agency context, when UNHCR coordinates the RRP, or leads Clusters under the HRP. HRP/RRP indicators are often coordinated by Information management officers and captured on unhcr.data.org.  

            	Identify how, when and who will collect data, who will analyze it, and how and when it will be shared (daily, weekly or monthly reports).

            	If UNHCR is coordinating a refugee response plan, UNHCR is responsible for developing additional monitoring plans for country and regional Refugee Response Plans (RRP) (unhcr.org).

          

          b) Set up an initial result monitoring system at the very outset of the response to store key data securely from day one. Use a simple tool to start with – such as Kobo or an Excel table and have a functionable system within four to six weeks of the response. If available, adapt existing monitoring systems to the emergency context (for example ActivityInfo). Expand the system to capture additional information, for example who is doing what where' and be the central source of programmatic data. Collaborate with information management and use monitoring systems that may have been developed as part of preparedness efforts.

          Use the monitoring system to cover the comprehensive response by all partners included in the Refugee Response Plan (country and region), if relevant.

          c) Monitor with and through communities: use community-based structures, interaction with beneficiaries, visits and observations to understand how well activities are meeting needs and reducing risks.

          d) Collect and review data and identify gaps. Collect data frequently – real-time data is key in emergencies. If possible, combine efforts with partners and use existing information. During the initial phase of emergencies, when UNHCR may undertake more direct implementation, validate collected data directly as much as possible. In some contexts, this may be difficult, but reliable data – even estimates - is critical, especially in conflict settings.

          e) Analyze data regularly: analyze data at frequent intervals to identify any changes in needs or risks faced by the population and detect any issues with implementation.

          f) Produce simple monitoring reports regularly and often to inform decisions on priorities, resource allocation and re-allocation and coordination with partners. Adjusting programmes based on real-time data in emergencies can be lifesaving. Monitoring reports include indicator data, qualitative information and other data relevant to the response. Ensure products are designed with the audience and their information needs in mind.

          
            Keep in mind:
          

          
            	Focus on data that is reliable and can be collected easily during an emergency. If needed, work with estimates.

            	Be conscious of monitoring data that can put persons or organizations at risk. Even anonymized data can be traced and misused in highly polarized or controlled environments. Adopt the IASC data responsibility standards for monitoring data to ensure that non-personal and personal data is safe, ethical and effective.

            	Monitor commitments (NFI procurements, partners, etc.) to ensure that they are aligned with the overall response priorities. This is important as discussions on implementation can start before a budget is established.

            	During the initial emergency response, programmatic data should already be disaggregated by sex and age to steer operation’s priorities and decisions early on. Depending on the situation, this data may be estimates.

            	Combine efforts with information management to undertake joint assessments, data collection and produce joint reports. Sectoral standards to monitor in emergencies are in the Emergency Handbook entries on Emergency Assistance  and in the Sphere standards.

          

          
            C) SHOW RESULTS: REFLECT AND REPORT ON THE EMERGENCY RESPONSE
          

          In an emergency, regular and high frequency reporting is necessary and can be, for example, in the form of daily or weekly operational updates, situation reports or weekly donor updates. The level and frequency of in-depth analysis and reflection on progress will be determined by the pace of the emergency response and progress will often be analyzed on a continuous basis. For refugee emergencies, UNHCR has a standard protocol for creating and releasing public information products in the first months of a newly declared emergency, CORE.

          
            Key actions:
          

          
            	Publish monitoring data and reports and/or share it with partners and donors. In many emergencies, monitoring data is published as part of operational or emergency updates on the Operational data portal | UNHCR and other portals (ActivityInfo, OCHA’s funding tracking etc.). Make sure to only publish data based on agreed Standard Operation Procedures and in line with Data Protection principles (Data Protection (unhcr.org). Be aware of data that could put affected communities or local partners at risk, do not publish this data.

            	Adopt a standard format and cover agreed issues in a consistent manner. Concentrate on factual information and include statistics and monitor trends and key developments that affect or may affect the direction of the operation. Always bear in mind the purpose of a report, who will read it, and remain concise and to the point. On an annual basis, report on the emergency response as part of the Annual Results Report, completed during the Show Phase during the first quarter of each year.

            	In refugee emergencies, establish reporting mechanisms with partner agencies (for example by sector) including with partners participating in an RRP. UNHCR will determine the scope, frequency and details for reporting on the RRP, including for partners. Refugee Coordination Model (RCM) | UNHCR.

            	In an IDP emergency, contribute to the reporting as part of the Humanitarian Response Plans (HRPs) and Flash Appeals (FAs) | UNHCR and lead reporting for clusters under UNHCR’s leadership.

          

          
            Evaluations during an emergency
          

          Evaluations can be used during and after an emergency to provide important learnings on what is working and what needs to be improved. Evaluations complement monitoring by providing additional insights that cannot be obtained from monitoring data.

          The conduct of evaluations in emergencies in UNHCR is governed by the Evaluation Policy UNHCR/HCP/2022/03 Policy for Evaluation in UNHCR.

          
            Keep in mind:
          

          
            	The Regional Bureau and DESS undertake a Real-Time Review (RTR) of a UNHCR level 3 emergency three months after the emergency declaration. The Evaluation Office commissions an evaluation of each Level 3 UNHCR emergency operation, within 15 months after its declaration.

            	Evaluations of L1 or L2 emergencies may also be commissioned by the Evaluation Service at the request of the Senior Executive Team (SET) or the bureau.

            	For humanitarian system-wide emergencies, an Inter-Agency Humanitarian Evaluation (IAHE) is typically conducted some 9 to 12 months after a system-wide scale-up activation is declared.

            	All evaluations include recommendations and a management response, and reports are in the public domain.

          

          For more information, see Evaluations and the entry on Evaluations of emergency operations | UNHCR.

        

      

      
        Post emergency phase

        
          During an emergency response, initiate the transition into the post-emergency phase which will start 6 or 9 months after the emergency declaration. Consider, in the emergency response, what issues will continue to be relevant to UNHCR beyond the emergency and may inform strategic priorities and plan of the operation in mid- and long- term. The resource requirements and budgets established during the emergency response need to include the financial and staffing resources for the post-emergency phase so that actions can be taken to ensure a smooth transition to the post-emergency phase. At the end of the emergency phase, simplified procedures for partnerships and procurement will no longer apply and UNHCR’s regular procedures for partnerships and procurement will kick in. Prepare for this transition as early as possible. See the partnership and procurement entries for details.

          By the end of the emergency (6 or 9 months in case of an extension), the emergency response should be fully integrated into an operation’s strategy. Depending on the level of emergency, the response can be either an adjustment of the existing country strategy or represent a strategic reorientation. The existing procedures for strategy adjustments and strategic reorientations apply.

          At the end of the emergency, the country strategy will reflect on the regularized emergency response components. During the next strategic planning, the operation will further review the programming components and consider adjusting these to the post-emergency context. This can mean a review of the previous protection and solutions priorities and corresponding programming components, resource allocation and human resources.

          Audits can be conducted after an emergency response and partnership agreements initiated during the emergency response can be subject to audits.
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        Links

        
          UNHCR Programme Hub
          Programme Handbook
        

      

      
        Main contacts

        
          Multi Year Results Planning & Coordination Unit (MYRPCU): hqmyrpcu@unhcr.org

        

      

    

  

  
    
    

    Security Management for the UNSMS and UNHCR
  
  
    Security Management for the UNSMS and UNHCR

    
      20 July 2025

      
        Key points

        
          	
      Understand the United Nations Security Management System (UNSMS) structure in the country you are assigned to: Who is the Designated Official (DO)? Are there Area Security Coordinators (ASCs)? Are there UNDSS security personnel in my area or is there a UNHCR Field Security Adviser (FSA) to guide me?

          	
      It is vital that managers and all personnel are aware of and understand the roles, responsibilities and accountabilities when it comes to security management

          	
      As a manager, being responsible for security goes beyond security plan compliance with security risk management measures, and up-to-date Standard Operating Procedures (SOPs). Good security management implies that security is factored into all facets of operational planning. The workforce must understand and regularly incorporate good security practices

          	
      Security management policies describe personnel responsibilities but also what support will be provided to you

          	
      What are the security threats/risks in my area and are appropriate security measures in place?

        

      

      
        Overview

        
          It is imperative that UNHCR and other organizations of the United Nation's system adopt a coordinated approach to security management. All UN agencies, funds and programmes are collectively part of the UN Security Management System (UNSMS). The goal of the UNSMS is to enable the conduct of United Nations activities while ensuring the safety, security and well-being of personnel and the security of UN premises and assets. Decision-making is decentralized within policy parameters and focuses on effective and people-centered security risk management UNSMS and UNHCR policies define the roles and responsibilities of different actors, and the interaction and coordination that are expected at all levels.

This entry describes UNSMS and UNHCR policies on security management, discusses how UNSMS members are expected to interact and collaborate, and outlines responsibilities of UNSMS members including managers and the workforce.

        

      

      
        Relevance for emergency operations

        
          Emergency operations are often predicated by security contexts (e.g. armed conflict resulting in a rise of in forced displacement) which pose a challenge to UNHCR as we aim to stay and deliver. This requires managers to have a clear understanding of the united nations security management system, allowing them to be cognizant of risks while doing everything possible to manage those risks to ensure our ability to operate.

          In emergency settings, there may be no established security management structures for the area where a new UNHCR presence/office is established and UNHCR managers may be required to take on roles which give them additional accountabilities and responsibilities for security management. Therefore, it is not only important that mangers understand the accountabilities, but also have the appropriate support from their UNHCR Field Security Adviser (FSA) and/or UNDSS security personnel. Managers, if they are a member of the Area Security Management Team (ASMT) may additionally be assigned the role of Area Security Coordinator (ASC), see Section 4.

        

      

      
        Main guidance

        
          
            Underlying rationale / objective of the approach or system
          

          
            	The host Government [HG] is primarily responsible for the safety and security of UN personnel, premises, assets and operations (UNSMS, Security Policy Manual, Chapter II Section A( Framework of Accountability ), para. 1.).

            	‘UNSMS organizations have a duty as employers to reinforce and, where necessary, supplement the capacity of the [HG] to fulfil these obligations […] where United Nations personnel are working in […] conditions of insecurity that  require prevention and mitigation measures beyond those which the [HG] can reasonably be expected to provide' (UNSMS, Security Policy Manual, Chapter II  Section A para. 2.).

            	 The UNSMS recognizes that even though appropriate security risk management efforts have been made to reduce these risks to acceptable levels, its processes and procedures cannot eliminate all security risks and, as such, casualties, including fatalities, may occur. The UNSMS recognizes the critical role, dedication and courage of all security decision-makers and local and international security personnel in the discharge of their functions. UNHCR is an active member of the UNSMS, contributing to the development of policies and procedures at the global and local levels, complying with established policies and guidelines, sharing information and contributing recommendations to improve overall security management' (UNHCR, Policy on Security Management, section 4. 1).  Equally, UNHCR management, both at headquarters and in the field, adopts and applies a risk management approach in which the criticality of programmes and the associated risks to the workforce are carefully weighed.

          

          
            Policy, strategy and/or guidance
          

          The UNSMS has a comprehensive set of policies and guidance which are found in the Security Policy Manual  and are supported by the Security Management Operations Manual. These policies are also available to managers on the United Nations Security Managers Information Network (UNSMIN).

          In addition to the UNSMS Security Policy Manual (SPM), UNHCR's security management policy sets out basic principles for the security and safety of the workforce and the roles and responsibilities of all involved in the management of security, at headquarters and in the field, at all levels down to the individual level of colleagues.

          The key UNSMS policy which outlines the governance structure, accountabilities and responsibilities is the Framework of Accountability. This outlines that all organizations  must maintain a robust and cohesive security management system and adhere to the following principles:

          
            	Effective and people-centered security risk management supportive of diversity and inclusion

            	Decentralized decision-making within the parameters of UNSMS policies 

            	Decisions based on acceptable risk.

            	Adequate and sustainable resources to manage security risks
 

          

          The UNSMS clearly sets out the responsibilities and accountability of all actors, from the Secretary-General downwards, via Executive Heads of UN agencies, designated officials (appointed by the Secretary-General), members of the security management team (including UNHCR's representatives), security professionals (including UNHCR field security advisers), others assigned security responsibilities, and all UN personnel.

UNHCR is part of the UNSMS, and the High Commissioner (as Executive Head of UNHCR) is responsible and accountable to the Secretary-General for ensuring that the goal of the UNSMS is met by the organization, recognizing that the Secretary-General has overall authority for coordinating matters related to safety and security.

UNSMS accountabilities structure
 

          
            
                
        

            

            
              
            

          

          
            
  
    
    

    Road mission security
  
  
    Road mission security

    
      22 October 2024

      
        Key points

        
          	
      Plan missions thoroughly and in coordination with security




          	
      Conduct appropriate vehicle checks in advance of the mission

          	
      Ensure that appropriate security procedures are followed throughout the road mission




          	
      Stay attentive and alert. Report any security concerns and seek advice from your field security adviser/ officer

        

      

      
        Overview

        
          This entry covers the preparation and undertaking of road missions. It explains road mission safety from the following perspectives:

          
            	Pre-mission planning

            	Inspection, driving and security of mission vehicles

            	Armoured vehicles

            	Roles and responsibilities within the mission team

            	Resources and partnership  

          

          This entry outlines policies and best practices for road safety and security, including preparing for missions and driving standards that make road movement safer.

        

      

      
        Relevance for emergency operations

        
          Road mission security is critical for program delivery in Emergency Operations. Statistics show that at least half of security incidents experienced by humanitarian workers occur while on the road. This includes road traffic crashes, which constitute the most prevalent cause of non-malicious death of UN personnel. Road mission security also covers deliberate events including road ambushes, violent crowds, harassment at checkpoints and others. Travelling in a sturdy four-wheel-drive vehicle can foster a feeling of being inside a cocoon of safety, but this is very much illusive; nowhere are UNHCR personnel (staff and affiliate workforce) more exposed than when they are on the road.

        

      

      
        Main guidance

        
          Pre-mission planning

          The first step to safer road movement is to plan thoroughly, involving all participants on a mission. This simple but critical step is often overlooked. Everyone—including the mission team leader, the driver and mission members—should participate.

          
            Threat awareness
          

          
            	A security risk assessment of the route and arrival area(s) is undertaken by the Field Security Officer (FSO). If no FSO is present on the ground, consult and coordinate with the closest UNHCR or UNDSS security professional. A risk assessment should be made at least 72 hours before travel or as determined by the security management procedures in the designated area.

            	This will allow for:  preparation time, coordination with security forces and or ensure access with other actors including non-state armed groups (NSAGs) ensure appropriate training and briefing for the team in how to respond to various incidents that could occur, in accordance with Standard Operating Procedures (SOPs).

            	Any other security risk management measures will be determined, and the team will be required to ensure these are available, for example personal protective equipment, additional fuel. Medical equipment (ETB)

            	Seek guidance from UNHCR or UNDSS security professionals if you require more information on SOPs or technical guidance on road movement, responding to road traffic crashes, improvised explosive devices (IED), carjacking, approaching checkpoints, dealing with armed actors, etc.

          

          
            Road mission planning
          

          
            	A road mission or movement needs to be planned to assess which roads and route can be travelled safely. Prepare a contingency plan that maps alternate routes which may be used, if necessary, as well as medical facilities, police stations/outposts, government offices, offices of partner agencies and areas that are safe to stop in or where you can stay overnight should the mission be delayed.

            	 Also ensure to identify rest stops for the driver, places where the vehicle can refuel, and areas where state or non-state actors who may be encountered during the journey. A map with this information can be attached to the mission planning document which should be maintained by the team lead.

            	 Be careful about marking on maps positions of security forces or non-state armed groups (NSAGs) – this could be very controversial, and colleagues could be arrested or detained if such information is not directly provided to the UN by the security forces.  

            	 All natural hazards and obstacles should be examined. Terrain, road conditions, weather, and potential for geo-hazard events (e.g., monsoon, earthquake, flooding) should be scrutinized, with preparedness and response planning and included in the mission plan.

            	If travelling in a convoy, ensure that convoy procedures are defined. Issues such as the order of vehicles, distance between vehicles, and communications between vehicles, should be set out clearly and explained to all drivers and mission team leaders.

          

          
            Timing planning
          

          
            	Calculate estimated time of departure (ETD), estimated time of return (ETR), and estimated time of arrival (ETA) at each location. This information should be communicated to the UNSMS Security Operations Centre (SOC) or, where not available/established, to staff members at departure and arrival locations for follow-up and tracking.

            	Driving at night/during darkness is generally not recommended for the following reasons: drivers’ vision will be limited; possibility of banditry or other threats may rise, etc. In some areas, driving at night is not permitted because of security risk management measures and related restrictions. If driving at night is permitted or warranted, extra vigilance is required, and speed must be adjusted.

            	Drivers need to rest during longer missions. In the pre-mission planning, plan breaks every two hours for drivers and adapt travel times accordingly. When planning a road mission, drivers are required to take regular rest periods and adequate periods of rest. Drivers should drive for no longer than 9 hours and plan the mission accordingly (see more in Global Fleet Management Handbook- Section 2.6.2).

          

          
            Administrative planning
          

          
            	Request security clearance for the road movement through the Travel Request Information Process (TRIP) or the UNSMS security clearance process that is determined at the location. In TRIP, this step can be done individually or collectively through the mission/team leader.

            	Ensure that the workforce who are travelling have received authorization to travel and are fully compliant with security and administrative requirements before setting out.

            	Travel to areas deemed as very high risk requires the submission of a Mission Security Clearance Request (MSCR) This is to ensure appropriate analysis and accountability for decisions commensurate with the heightened level of risk. The MSCR is submitted to UNDSS and approval for mission travel is obtained through USG UNDSS. Such missions require the approval of the Agency Executive Head, i.e. the High Commissioner. The MSCR should usually be completed at least 48 hours before travel. A conops as well as a specific SRM for the mission is usually undertaken and provided to determine that the mission is properly planned. See UNHCR AI/2015/20 Procedures for Submitting Requests for Mission in Very High Risk Areas.

          

          
            Communications planning
          

          
            	Once road planning has been completed, create a communications plan, in liaison with the Security Operations Centre (SOC) for the road mission. Ensure all communication methods are in good working order and that all team members know how to use them (mobile phone, sat phone, VHF and HF radio. GPS emergency button).

            	Confirm that the vehicle contains a document listing UNHCR's call signs, the call signs of other UN agencies and relevant NGOs, and other key information (frequencies, office, mobile and satellite phone numbers, etc.) for use in emergencies. (Note that like the road mission plan, this information may be sensitive and confidential. Handle documents carefully.)

            	Ensure that mission team members understand how to use the equipment.

          

           

          Inspection, driving and security of mission vehicles

          
            Pre-departure vehicle inspection 
          

          
            	Complete the daily vehicle checklist when travelling on mission.

            	The road mission plan should have identified the type of vehicle(s) needed for the mission and the equipment that must be stowed – personal protective equipment to protect against small fire arms if needed, GPS if applicable, recovery kit (tow rope, jump lead, gloves) and safety equipment  and   emergency trauma bags (ETB,) food, etc.

            	Having identified the vehicle and reviewed the equipment required, in the 24 hours before departure, the mission team leader and driver should inspect the vehicle and confirm it is ready.

            	Ensure that vehicles are compliant with country Security Risk Management Measures (SRMMs). Also, make sure all procedures required by the SRMMs are known and understood by the team.

            	Ensure that the vehicle tracking system (VTS) is functioning and that the team leader knows how to use it in case of an emergency. More information on the VTS can be found on the UNHCR intranet.

            	Respect vehicle specifications: do not carry more passengers than authorized and do not overload with equipment.

            	Drivers should be allowed enough rest on the day before a planned mission. The daily driving period shall not exceed 9 hours, with an exemption of twice a week when it can be extended to 10 hours.

            	On the morning of departure, the entire team (drivers, mission team leaders, mission team members) should receive a final briefing from the fleet manager or responsible admin colleague before setting off and or where required the Field Security Advisor.

          

           

          
            Driving speed regulation
          

          
            	Speeding is one of the main causes of road traffic crashes. Failure to adapt the speed of a vehicle to the surrounding conditions can have serious consequences for staff safety. As a driver, mission team leader or mission team member in a UNHCR vehicle, it is your duty to comply with speed limits and warning signs and to regulate speed according to conditions, traffic and other road users. When necessary, the mission team leader should request drivers to slow down.

          

          
            Defensive driving
          

          Ensure that drivers respect commonly approved safe driving practices (‘defensive driving’). These reduce the risk of road traffic crashes by anticipating situations that may be created by adverse conditions or the mistakes of other drivers. Drivers should:

          
            	Stay focused and alert. They should not be distracted by passengers or any devices, such as radios, phones, navigation equipment, etc.

            	Regularly check their mirrors and monitor the road and vehicles ahead to anticipate problems before they develop.

            	Maintain a safe distance between vehicles. Do not ‘tailgate'.

            	Adapt driving to road conditions (e.g. paved roads, gravel roads, dirt roads, mountain roads, desert roads, icy or snowy roads, urban traffic and congestion, etc.).

            	Adapt driving to weather conditions (e.g. fog, heavy rain and flooding, snow and ice, sandstorms, extreme heat, etc.).

          

          
            Security of the vehicle
          

          
            	During the mission, do not leave the vehicle unsupervised or unattended during breaks or meetings. Identify safe places to park; try to park in a compound when overnighting.  If a vehicle has been left unattended, a visual inspection of the vehicle including the underside must be conducted as well as the immediate surroundings before boarding and turning the engine on. Look for peculiar or suspicious details that might indicate the vehicle has been tampered with.

          

           

          Armoured vehicles

          
            	In some operations, the security risk management process will require the use of armoured vehicles (AVs). AVs, as security equipment, are standard production vehicles that are retrofitted with ballistic steel and ballistic glass to provide a certified, pre-defined level of protection against ballistic and blast threats for personnel in daily movement in high-risk environments or as back-up vehicles in case of specific needs.

            	The weight, dynamic behavior and greater stopping distance distinguish AVs from light-skin vehicles. Due to these factors, AVs require special maintenance and extra caution while using. For example, mission team members should understand the heaviness of the doors, how to get in and out of the AV, and the importance of not parking AVs on hills, etc.

          

           

          Roles and responsibilities within the mission team

          Usually, the senior staff may be determined as the team leader. It is vital that each member of the mission understands, before departure, their expected behavior during road movements. Define roles and responsibilities clearly before departure:

          
            	Who uses the communication equipment? Note this is not the driver

            	Who initiates or responds to communications checks?

            	Who (and in what circumstances) speaks to the driver?

            	Who (and in what circumstances) speaks on behalf of the group during a regular or irregular checkpoint?

          

          Defining roles and responsibilities can help the mission team to adhere to rules. In addition, people travelling in a vehicle should know how to act if there is an incident. Briefing and training in advance of the mission is required to ensure everyone is prepared.

           

          Resources and partnership

          
            Administration/ Fleet management 
          

          
            	Assign vehicles

            	Assign drivers

            	Deliver travel authorizations, PT8

            	Ensures appropriate equipment is available

            	Vehicle tracking through VTS (AFMS)

          

          
            Field Security Advisor, UNDSS, Field Security Service 
          

          
            	 Conducts Security risk assessments

            	 Defines SOPs, security contingency plans, MSCR and ad-hoc Security Risk Management (SRM) if required,

            	TRIP and security clearances

          

          
            Security Operations Centre, Division of Information Systems and Telecommunications and Global Fleet Management
          

          
            	 Supports Communications plan and monitoring mission movements

            	Provision of equipment

            	Technical advice on armoured vehicles

            	Global Fleet Management, vehicle maintenance and safety; vehicle tracking system, insurance

          

           

        

      

      
        Checklist

        
          
            Ensure proper planning and preparedness for the mission in line with security requirements.

          

          
            Start planning well before the mission begins so that you can address all relevant issues and the steps listed above.

          

          
            Consult with security colleagues as well as other mission team members to plan properly for the duration of the mission, areas to be visited, routes to be used and understand the security risk management measures. Behind the wheel, adapt your driving behavior to the environment you are in.

          

          
            Always follow safe practices while on road missions, even when your situation is such that you feel it might be justified to ‘break the rules' (speed, add passengers, drive at night, etc.). If you are unsure how to proceed, seek guidance and inform UNHCR offices and SOC of issues encountered on the road.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Safe Road Use - Workday
                  

                

              

            

          

        

      

      
        Links

        
          VISION ZERO (unhcr.org)
          UNHCR Vehicle Tracking Systems (VTS)
        

      

      
        Main contacts

        
          Contact the UNHCR field-based and Regional Field Security Advisers.

          At UNHCR HQ, UNHCR Field Security Service (FSS), Division of Emergency, Security and Supply (DESS). At: HQFS00@unhcr.org

          For assistance on the Vehicle Tracking System, contact AFMS in DFAM.

        

      

    

  

  
    
    

    Armoured vehicles
  
  
    Armoured vehicles

    
      21 January 2025

      
        Key points

        
          	
      Armoured Vehicles (AVs) are high value security assets

          	
      AVs protect against some but not all threats. They may protect against small arms, small explosive devices, anti-personnel mines and crowds. They will not protect against direct hits by artillery or mortar rounds, anti-tank mines, large or shaped charge explosive devices or armour-piercing ammunition

          	
      The decision to use AVs should be based on a security risk assessment conducted by a security professional and coordinated with FSS Geneva

          	
      The use of AVs entails a number of special considerations: host government licensing, costs, driver-training, maintenance and disposal

          	
      Operations have a choice of paying the cost of the armoured vehicles upfront or making use of the annual instalment plan over 8 year period

        

      

      
        Overview

        
          Armoured vehicles (AVs) are a form of road transportation that is specially designed to protect against certain threats. The need to operate in increasingly hostile security environments sometimes requires UNHCR to acquire and use AVs to protect staff and enable the organization to continue to implement its mandate.

          In some areas, AVs may be required by the country's Security Risk Management (RSM). Elsewhere they may be an option where access is needed to areas which are at high risk, and where there is potential for resumption of conflict or fluidity of nearby conflict areas. They often provide means of evacuating personnel under fire in extremis.

          AVs also come with a number of special considerations. These include government licensing, cost, special training, maintenance, and disposal.

          Prior to purchase, managers and Field Security Officers (FSOs), together with the Regional SFSC/ SFSA and in coordination with Headquarters Field Security Service (FSS), should carry out a comprehensive security risk assessment to ensure that AVs are warranted and are the most appropriate risk reduction option.

        

      

      
        Relevance for emergency operations

        
          Armoured vehicles are very relevant to emergency operations, since most emergencies occur in settings involving external risks to mobile security of humanitarian aid workers.

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          Armoured vehicles are often used when staff face a high likelihood of being ambushed, subjected to road side shooting or bombing, or taken hostage. AVs normally provide good protection from small arms fire, fragmentation blasts, and blast waves from artillery shells and mortar rounds, depending how close to the AV detonation occurs.

          However, an armoured vehicle will not protect against a direct hit by artillery shells, mortar rounds or a rocket propelled grenade (RPG). Similarly, an anti-tank mine (AT) is designed to immobilize a tank; an AV's level of protection offers no defence against AT mines.

          Likewise, AVs used by the UN will not withstand heavy-caliber machine gun rounds or armor-piercing rounds. The degree to which an AV will provide protection from roadside bombs and other Improvised Explosive Devices (IED) e.g., Person-Borne Improvised Explosive Devices (PBIED)/Vehicle-Borne Improvised Explosive Devices (VBIED), depends on the size and shape of the devices as well as the weight and type of explosives.

          AVs provide some protection against attempted hostage-taking; but protection may be temporary if the vehicle is immobilized or surrounded by hostile elements.

          AVs may be an appropriate risk mitigation measure against the following threats:

          
            	Deliberate attack with small arms.

            	Road-side shooting.

            	Road-side bombs.

            	Anti-personnel mines.

            	Hostage taking.

            	Carjacking.

            	Hostile crowds.

            	VBIED.

            	PBIED.

          

          AVs do not protect against:

          
            	Direct hits by an RPG.

            	Direct hits by artillery or mortar rounds.

            	Anti-Tank mines.

            	Large improvised explosive devices (IEDs).

            	Heavy-calibre machine gun rounds.

            	Armour-piercing ammunition.

          

          
            Description and /or specifics
          

          AVs procured by the UN adhere to specific international ballistic and blast standards. All AVs are supplied with minimum B6 level armour-plating and glazing, which is sufficient to defeat practically all small arms (such as 7.62 and 5.56 mm caliber bullets) except armour piercing rounds with high velocity.

          UNHCR further uses the VPAM Standards BRV Edition 3 – Test level VR7 (vehicle resistance, level 7) and VPAM ERV Edition 3, European standards that evaluates the complete vehicle: an authorized testing laboratory certifies the ability of the whole vehicle to defeat weapons of the caliber mentioned above and the impact of certain explosive devices. Communications, wiring, etc., should be installed by the manufacturer during the armouring process, in order not to compromise the level of protection and safety offered by the vehicle.

          In terms of staff safety, cost and weight, the most appropriate AVs for the field are armoured Toyota Land Cruiser 4X4 vehicles certified to the Vehicle Resistant Level 7 (VR7) providing protection to the entire passengers and luggage/cargo cabin.

          Special considerations
Armoured vehicles are a sensitive item. Many governments place specific import restrictions on AVs and most require special licenses that must be obtained in advance. Offices considering use of AVs should research this fully to avoid delays in customs clearance or other problems.

          AVs are high value security assets and are costly. Excluding transportation fees, the average cost of an AV is about $220,000.

          Additional costs to be considered are: mandatory insurance through the UNHCR global fleet insurance scheme, spare parts and regular maintenance by a certified workshop, inspection missions, and eventually disposal.

          The operators of AVs require specialist training. The increase of the vehicle gross weight caused by the armour plating generates extreme differences in driving dynamics. If not properly understood by the driver this can result in increased risk of rollover, brake pad wear-out and other problems. For this reason, it is imperative that all AV drivers receive special training, and only AV-trained personnel should operate an AV. Where AVs are introduced to an operation for the first time, driver training must be arranged from the earliest stage.

          Due to the reinforced suspension, powertrain and braking system, AVs require special maintenance. When AVs experience problems they require special care. The introduction of spare parts not designed for an AV can cause unintended problems. Maintenance should only be performed by an approved provider.

          AVs require special disposal. Normally this must be arranged with the advice of HQ Asset and Fleet Maintenance Unit.

          
            How to request / implement / seek support?
          

          The focal point for AV specifications and order approval in UNHCR is the Division of Emergency, Security and Supply (DESS)/FSS. DFAM/GMIS/AFMS/GFM was tasked with contract management, procures AVs only under global frame agreements, and maintains a number of vehicles in storage in a global stock in Rotterdam. Frame agreement is concluded only after stringent testing and validation of the vehicles; for this reason AVs can only be procured through a provider approved by DESS/FSS.

          If your operation is considering use of AVs, the first point of contact is the Field Security Service (FSS) of DESS, which (along with security professionals in country and at Regional Bureau) will validate the requirement and advise on specifications needed.

          Once the need is validated, HQFLEET@UNHCR.ORG shall be used for initiating the ordering process.

          Once the order is agreed, the operation will be asked to provide the budget code to charge, after which the GFM Rental Unit will ship the vehicle from its global stock.

          GFM Rental remains the focal point for ordering and upstream pipeline tracking, and Technical and Operational Support Unit (hqrepair@unhcr.org) is focal point for vehicle maintenance and related concerns.

          AVs are not part of the Rental Programme, but Operations must source these from AFMS GFM and shipped from the global logistic hubs.

          Country Operations can choose from two payment options for Armoured Vehicles, as specified in the AFMS/GFM Annual Charging Guidelines.

          
            	Payment in full upfront before delivery

            	Payment in instalments over 8 years is charged annually.

          

        

      

      
        Checklist for Armoured Vehicles

        
          
            Involve DESS/FSS, the operation’s FSO, Admin Officer and fleet manager in the needs assessment regarding armoured vehicles (AVs), defining type and quantity.

          

          
            Review host country rules and regulations regarding the import, registration and operation of AVs to ensure that the planned quantity and type of vehicles can indeed be imported.

          

          
            Inquire with GMIS/AFMS by sending an email to ID:  hqfleet@unhcr.org, regarding available AVs, actual price and delivery timeline, stating the type, quantity, and delivery route/point of entry to the country.

          

          
            Calculate the estimated costs and obtain approval from the operation’s budget holder for the procurement of AVs.

          

          
            Confirm order by reply email, copying DESS/FSS and the budget holder.

          

          
            Arrange AV driver training in coordination with DESS/FSS.

          

          
            Identify suitable local workshops with technical capacity to maintain and repair AVs and approved by the manufacturer; contract a frame agreement with the selected workshop(s).

          

          
            Budget for insurance, spare parts, maintenance/repair works, and bi-annual inspection missions.

          

        

      

      
        Links

        
          Asset and Fleet Management
        

      

      
        Main contacts

        
          DFAM global fleet management: hqfleet@unhcr.org

          GFM maintenance and repair: hqrepair@unhcr.org

           

        

      

    

  

  
    
    

    Critical Incident Management (CIM)
  
  
    Critical Incident Management (CIM)

    
      12 June 2024

      
        Key points

        
          	
      Sound critical incident management depends on good preparation and planning. The preparedness steps you take before an incident happens will play a decisive role in the success of the management of the response

          	
      Prepare and disseminate contingency plans and SOPs, conduct rehearsals and training for staff for likely CIM scenarios

          	
      To improve coordination, in all aspects of planning and rehearsals include others who are likely to be involved depending on the likely scenarios – i.e. other Agencies, Partners, host government actors etc.

          	
      Once an incident occurs, take immediate measures to protect yourself and others, alert first responders and others (in accordance with SOPs), alert others who could be endangered and then account for staff and report the incident as soon as you are able

          	
      Post incidents consider after-incident care to address possible long-term negative effects related to the incident and conduct a review or lessons learned activity which prevent future occurrence or mitigate the impact of similar incidents

        

      

      
        Overview

        
          This entry outlines critical incident management and advises on good practices for managers. It focuses on the order of events, key actions, and the support systems and tools required to respond successfully.

          A critical incident is an incident (or incidents) that seriously, and negatively, affects the safety of UNHCR staff, beneficiaries or assets. Critical incidents are often unforeseen, urgent and immediate and usually can cause serious harm to UNHCR staff, Partners, beneficiaries or assets. Critical incidents can take many forms, and can affect staff, forcibly displaced persons or others. 

          Effective Critical Incident Management builds organizational resilience and minimizes disruption of Operational activity. Conversely poorly managed or ineffective Critical incident Management is likely to create a negative impact on the operation and on staff. These impacts may be wide ranging and long term and impact negatively on the organization affecting reputational risk and ability to deliver.

          Whilst critical incident management usually commences when the event occurs, many steps required to effectively manage the event must be taken or planned in advance. Therefore, contingency plans and standard operating procedures (SOPs) must be in place before a critical incident occurs. Plans should also consider procedures for supporting personnel after such incidents, as the long-term effect on the well-being of individuals can be significant without appropriate care.

          Even the most thorough planning cannot altogether eliminate the risk of a critical security incident. When one occurs, lives may depend on taking prompt and appropriate action. Such action is possible only if preparations are made beforehand.

        

      

      
        Relevance for emergency operations

        
          The likelihood of critical incident occurrence is often higher for emergency operations due to the context and environment. However, the workload and demands on managers’ time in emergencies carries the risk of neglecting preparation and planning for such incidents. Managers need to be aware of this and therefore actively conduct CIM planning activities and establish structures and procedures to manage incidents so that operations and protection of displaced and stateless people are not adversely affected.     

          Establishment of a Critical Incident Management Team (CIMT), with assigned roles and responsibilities, update of Contingency planning and SOPs and rehearsal for likely scenarios is key to effective management of significant critical incidents. Managers must allocate time to disseminate, explain and practice the agreed procedures with staff.  Alternate members must also be considered in the absence of key incident managers.

        

      

      
        Main guidance

        
          Critical incident management (CIM) is the process whereby UNHCR offices manage an extraordinary event to ensure the least amount of damage to the organization and its staff while continuing operations.

          The priority aims of the CIM process are:

          
            	Save lives and protect wellbeing of personnel;

            	Protect premises and assets;

            	Minimize impact of safety and security crisis on programs and activities;  

            	Ensure preparedness and recovery from the impact of the critical incident.

          

          CIM is a continuum and includes four sequential steps:

          
            	Planning and Preparedness

            	Initial Response

            	Continuation (protracted situations)

            	Recovery

          

          
            Planning and Preparedness
          

          In situations when a critical security incident has occurred, UNHCR’s approach to security management emphasizes proactive planning, and some of the most important actions must be undertaken, or planned for, before the event occurs.

          Important actions during the Preparedness and Planning Stage include:

          
            	Regularly assessing risk and validating criticality of programs in high-risk areas, and ensuring operational posture is appropriate;

            	Ensuring compliance with Security Risk Management (SRM) and Security Risk Management Measures (SRMM) and allocating resources for needed security improvements;

            	Conducting preparedness, contingency and business continuity planning; -

            	Ensuring managers in the field understand notification and reporting requirements, including the requirement to report critical security incidents immediately and maintain up to date personnel lists and other emergency information.

          

          
            Initial Response
          

          The initial response to Managing critical incidents involves convening the CIM structure to manage the information flow and make decisions on necessary actions. Recommended strategies include the use of the ‘four boards concept’ in which the management team charts four areas necessary for Critical Incident Management – What do we know?  What do we need to know? What have we done? and What do we need to do?

          Initial response includes the following immediate actions;

          
            	Notify relevant Regional and HQ actors;

            	Convene Critical Incident Management Team;

            	Consolidate information available and Identify information gaps necessary for decision making;

            	Take decisions based on facts or delay decisions if further reflection is necessary;

          

          
            Continuation
          

          Critical Incidents affecting UNHCR have often been protracted and in situations such as kidnapping could last up to six months or longer. In these situations, managers will need to establish an incident management routine to not adversely affect normal operations and to share workloads to avoid burnout and fatigue.

          
            	Establish Critical Incident Management routine

            	Maintain open Communication

            	Report through regular updates

          

          
            Recovery
          

          Critical incident management for a particular incident will eventually end. It is important during recovery to reflect on what has happened and to document procedures that worked well and those areas where further improvement is necessary. Following a critical incident, threat and vulnerability analyses may change, necessitating a revised SRM and added Security Risk Management Measures (SRMM) and mitigation measures.

          
            	Ensure a review of the Operational Posture;

            	Review/Validate programme criticality and acceptable risk level;

            	If necessary, conduct a lessons learned exercise;

            	Conduct/participate in investigations and inquiries if appropriate;

            	Take remedial Actions and follow up with affected staff members

          

          
            CIMT Roles and Responsibilities
          

          
            Critical Incident Manager
          

          The CIMT manager ensures that CIM plans and structures are always in place and assumes overall management responsibility and decision-making. Depending on the incident's severity, the Bureau Director, the Representative or Head of Office may lead the CIMT as the Critical Incident Manager. In protracted incidents, or incident prone environments, this may not be possible, and a dedicated critical incident manager could be appointed.

          
            Communications Officer - Reporting and Information
          

          Messaging, reporting, information management, and liaison must be part of each CIM process and considered in plans and SOPs. Within the CIMT, the staff assigned the functional role of reporting and information must effectively communicate key messages to personnel. The focal point may also cover public information/external relations.

          
            Security focal Point
          

          The security focal point should be the most senior security officer of the operation to provide security related advice to the Critical Incident manager on security policies and procedures relevant to the incident, and coordinate and liaise with UNDSS and host government security entities. In significant incidents where the Regional Bureau Director is the Critical Incident Manager, usually the Security Focal Point will be the regional Senior Field security Coordinator (SFSC). The Security focal point will liaise with Field Security Service.

          
            Operations and Programme
          

          Experienced operations and programme staff serve as CIMT focal points to advise on re-directing activities, partners and resources to continue essential activities through business continuity planning. 

          
            Administration/Finance/HR
          

          The focal point advises on administrative procedures relevant to the incident, contractual options, and ensures that personnel lists and related information are always current. If the topics medical and staff welfare cannot be covered by the Admin/HR focal point, a dedicated focal point should be added to the CIMT.

          
            Supply and Logistics
          

          The focal point advises on available frame agreements or other contractual options regarding goods and services needed to respond to the incident and for operational continuity.

        

      

      
        Critical Incident Management checklist

        
          
            Develop contingency plans and Standard Operating Procedures (SOPs) with input from stakeholders (multi-functional team approach) and partners to ensure compliance and effectiveness. Review and update your contingency plans regularly; modify them when necessary.

          

          
            The CIMT should practice critical incident management. One way is to conduct a table-top exercise, in which team members work their way through a fictional incident. Consider potential incidents based on the threats identified in the SRM process.

          

          
            Share, explain and practice contingency plans and SOPs with concerned staff to confirm their feasibility, or how to improve them, and to achieve familiarity.

          

          
            During a critical incident, take decisions as necessary, seek advice from subject matter experts or entities that can provide additional support i.e. Medical Services, FSS, Legal Affairs Section (LAS), Inspector General's Office (IGO). Engage with specialists employed to support the Critical Incident e.g. Hostage Incident Management (HIM) team.

          

          
            Ensure timely flow of accurate information to all members of the crisis management team and to entities that play any role in supporting management of the incident.

          

          
            Post Incident ensure return to normal operational delivery as soon as possible.  Ensure follow-up with staff members affected - be aware some may be affected after the incident's conclusion.

          

          
            When necessary, conduct after action review and lessons learned exercise. Ensure gaps identified are incorporated into revision of existing plans.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Links

        
          Security Management Operations Manual (UN Security Management System)
          UNHCR/AI/2017/04/Rev.1 Administrative Instruction on Medical Evacuation and Oth…
        

      

      
        Main contacts

        
          UNHCR Field Safety Section (FSS), Division of Emergency, Security and Supply (DESS). At: HQFS00@unhcr.org

        

      

    

  

  
    
    

    Premises Security
  
  
    Premises Security

    
      20 January 2025

      
        Key points

        
          	
      Primarily, the host Government is responsible for the security and safety of UNSMS personnel; UNHCR management must coordinate and collaborate with law enforcement officials and legitimate authorities to ensure that this responsibility is met




          	
      The Designated Official (DO) in a duty station has overall responsibility for the safety and security of UN personnel. Security Risk Management is used to determine measures for premises safety and security by UNSMS officials. The approach adopted by the UNSMS is that of integration of physical, procedural, technical and human aspects, applying the principles of deter, detect, delay and deny




          	
      All UN premises must have at least two physical layers of security between personnel/assets and areas beyond direct control of the UN

          	
      Involve UNHCR or UNSMS (e.g. UNDSS) security professionals in planning from an early stage as leases are being considered. Security professionals have detailed knowledge of the required safety and security standards applicable to office, residential and other premises, and must conduct a security evaluation and assessment of any UNSMS premise, including residences proposed of the workforce

          	
      Ensure the workforce is aware of requisite security SOPs and plans, and that they are rehearsed and drilled at regular intervals. All personnel are responsible to be familiar with, aware of, and adhere to, all security measures in place in their operation

        

      

      
        Overview

        
          When we refer to premises of the United Nations, we are referring to offices, guesthouses, warehouse facilities, reception centers and private residences as applicable to the area of operation. Premises security is necessary to ensure the security of UNHCR workforce and assets. In complex security environments where risk levels may be high or very high, the importance of effective premises security cannot be stated enough.

          This entry considers security in the following locations: offices, private residences and UN-operated guesthouses.
It is important to work on full security compliance with security risk management measures (SRMMs) and Residential Security Measures (RSMs) and the related UNSMS policy on security of UN premises to reduce vulnerability if a serious incident should occur and or reduce the likelihood of the premises being a target.

        

      

      
        Relevance for emergency operations

        
          It is important to know and understand how to implement proper security from the outset when identifying new premises, whether they are to be used for offices, accommodation, or storage facilities of assets. Selecting the most appropriate premise, including the location and surrounding land for a compound, and putting in place these measures at an early stage can help in avoiding later challenges in retrofitting or trying to move to a more appropriate location.

          Hence, understanding the fundamentals of an integrated systems approach, the concentric layers of security, and what help is available at the outset cannot be stressed enough.

        

      

      
        Main guidance

        
          General Principles

          
            	Security Risk Management (SRM): SRM is used to determine measures for premises safety and security by the United Nations Security Management System (UNSMS).  The SRM process will help identify actors with the intent and capability to carry out credible threats against the premises. All premises protection will be commensurate with the specific security situation the premises face.

            	Integrated systems approach: The approach is an integration of physical, procedural, technical and human aspects. It focuses on the total system rather than individual components and must be coordinated with areas of responsibility of the host Government that are outside of the premises.

            	Four Ds: Application of the following principles, for which the host Government is primarily responsible, is key to security systems.	Deter – physical and procedural security measures that attempt to prevent undesirable action against the premises by influencing a would-be attacker’s decision-making.
	Detect – measures to detect and assess planning by threat actors to penetrate a security perimeter or test the effectiveness of security systems.
	Delay – physical, technical, procedural or psychological barriers to restrict movement and allow time for response.
	Deny – the ability to oppose the effects of an action against the premises. This includes denying access to information about premises layout.



            	Concentric layers of security: The security system must be designed in layers so that the strength of one component offsets the weakness of another. All UN premises must have at least two physical layers of security between personnel/assets and areas beyond direct UN control. Access control systems move personnel through control points for various security checks and must be able to detect and respond to unauthorized entry attempts or other breaches. Physical security measures must be able to confine attempted intrusions. Proper selection, supervision, management and training of guard forces is required.

          

          Some key considerations for office security:

          
            	All offices must have adequate safety and security protocols in place for offices consistent with the Security Risk Management Measures (SRMMs) identified through the area security risk management (SRM) process and the facilities assessment based on the above points. The SRM of the selected area should consider other residents and prospective neighbors, nearby facilities, including for example the history of criminality, and the likelihood of traffic jams and other disruptions.

            	Security professionals, either a UNHCR Field Security Officer (FSO) or a security officer of the UN Department of Safety and Security (UNDSS), must be involved from the outset in selecting new office premises and in planning required security measures. This must be done in accordance with the UNSMS policy on office premises and the UNHCR handbook on leasing and facility management, paying particular attention to the fact that some of the workforce or visitors to the premises may have disabilities.

            	If recommended security features require construction or structural changes, consult with the Security Officer (country/ Regional) or as necessitated with the DESS/FSS SFSO (Structural Engineering)

            	When identifying premises, do not forget to factor in safe rooms and bunkers which need to be of sufficient size to accommodate staff numbers for the future. These rooms also need to provide essential amenities such as adequate supplies and access to sanitary facilities. Outside space needs to also ensure sufficient space and areas to accommodate guard force, parking areas, generators and fuel supplies, as well as having appropriate entry and egress areas.

            	Costs for security measures need to be budgeted and included in the duty station procurement plan (goods and services).

            	Adequate premises security generally requires multiple layers. In particular, premises security requires a system whose diversity and redundancy enable the strength of one component to offset the potential weakness of another. A security system should have several layers that make it difficult to defeat.

            	Always consider a new office in light of possible threats and risks. Request security professionals to conduct a complete and thorough Security Risk Assessment (SRA) of each location before considering a rental contract proposal. Consider if it is in a zone where seismic activity is an issue and if so, ensure the building integrity. Also ensure that the necessary Host Government requirements are met for building codes and that the premises has the necessary certifications.

            	For each premises under consideration, the measures identified as necessary to achieve compliance with security policy must be assessed as feasible to implement and cost effective.

            	Submissions to the local/regional contracts committee (LCC/RCC) for a premises rental contract must include assurances that UNDSS security clearance is obtained or will be given once the identified measures are implemented.

            	Where Improvised Explosive Devices (IEDs) are a threat, the building's stand-off distance and other relevant mitigation measures (e.g. the application of shatter-resistant film (SRF) to windows and glass partitions) must be adhered to and a thorough assessment for blast must be conducted. The DESS/FSS Structural Engineer can be contacted for further advice.

            	Perimeter protection must be carefully considered. Walls and gates must be of adequate strength and height.

            	Access control measures and procedures must be carefully considered. Ensure there are enough guards for the premises, and that they are appropriately instructed, trained and equipped. Check the guard force regularly for compliance and alertness and strive to build sustainable partnership with the guard force personnel.

            	In high and very high-risk operations, safe rooms with specific supplies, facilities and equipment are a mandatory security baseline requirement. Safe rooms may also be a mandatory requirement under SRMMs in the area SRA where residual risk levels are lower.

            	Primary and secondary sources of communication are required in case of disruption in networks and communication services during emergencies and periods when critical incidents occur.

            	Back-up emergency power is required, particularly in emergency environments and locations experiencing power outages, and is a baseline security requirement in many operational field locations.

            	Reception areas for forcibly displaced or stateless persons within offices must have specific security requirements documented in separate SOPs and must have an array of physical security measures that are fit for purpose (e.g. separate access and egress, screening at access point(s), security measures in interview rooms, etc.) while respecting the rights and dignity of forcibly displaced or stateless persons.

            	Ensure an office fire plan is in place, all personnel are aware of it, and regular fire drills are carried out. Ensure firefighting equipment is in working order at all times and training on the use of it is provided to personnel.

            	Ensure that security and crisis contingency plans are in place and relevant equipment is in working order at all times. These should include, among others: building evacuation plans, fire plans, response plans to various incidents and scenarios (e.g. demonstration at the office, incident in the reception centre, active shooter, attack on office).

            	Security measures are not a one-time application. Monitor the situation regularly, update measures as required, and ensure regular maintenance of equipment in consultation with the Field Security Officer and FSS Structural Engineer.

          

          
 Some key considerations for residential security:

          
            	When UNHCR works in the field, it must consider not only where staff will work, but where they will rest and sleep. Solutions may include local hotels and guest houses, local houses or apartments, a dedicated UNHCR or UN guest house, or co-location in the UNHCR compound.

            	General principles for residential security mirror those for office security: consider the role of the Host Government and work closely with law enforcement officials; involve security professionals early on; match mitigating measures against threats identified in the Security Risk Assessment (SRA); and use various mitigating measures deployed in depth.

            	Private residences of international workforce and UN guesthouses should be consistent with the Residential Security Measures (RSM) Framework pertinent to their area of operation as well as taking into account guidelines and documents of the UNSMS and UNHCR as mentioned above.

            	Only use UN-approved hotels or commercial guest houses after UN security surveys/assessments.

            	Obtain and follow Residential Security Measures (RSMs) and understand if the office will afford you support or provide you with accommodation for the duration of the emergency deployment mission.

            	Ensure that in the security briefing you are advised on areas in which it is safe to find a house.

            	Have the security officer conduct an assessment of the residence before signing a lease. Understand the responsibilities and agree with the landlord the necessary measures that will be warranted as per the RSMs for the country/area.

            	Consider location, crime history, potential disruptions, and facility access.

            	Know your neighbours.

            	Review all accommodation approaches, looking for vulnerabilities as laid out in the RSM guidelines for staff.

            	Identify easy entry/exit points, concealed intruder routes, and fix weak fences.

            	If security guards are required for residences, the office should help ensure a sufficient number of guards who are properly trained and regularly assess their performance to safeguard staff. Staff should be aware of their responsibility to report concerns with guard performance to the Field Security Officer. See the UNSMS policy on armed private security services and unarmed private security services.

            	Monitor the situation and update security measures as needed.

          

        

      

      
        Checklist for Premises Security

        
          
            Involve UNHCR or UN security professionals in planning from the start to conduct risk assessment and advise on appropriate measures.

          

          
            Do not seek or take a decision on a contract for new premises without having security clearance for the location and building. Security clearance may depend on the measures derived from the security risk management process/ facilities security assessment and their feasibility and implementation.

          

          
            Apply an appropriate range of security measures, based on and specific to the security risk assessment of the premises. All features implemented must comply with UN security standards.

          

          
            Coordinate and collaborate with local law enforcement officials and legitimate authorities on the planned security measures, observing local building codes and other relevant laws.

          

          
            Alert the budget holder and supply/procurement unit early to budget and procure­ment needs. Include the security measures in the procurement plan and coordinate with relevant units on the steps for implementation.

          

          
            Inform staff of requisite security measures and their responsibility to adhere to them. Schedule regular information sessions and drills to increase familiarity and compliance.

          

          
            Monitor the situation regularly and update measures as required, always in consultation with security professionals.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Links

        
          UNSMS Security Policy Manual (SPM)
          UNSMS Security Management Operations Manual (SMOM) 
          UNHCR/HCP/2020/3 Policy on Security Management
        

      

      
        Main contacts

        
          Senior Field Security Officer for Structural Engineering

          UNHCR Field Security Service (FSS), Division of Emergency, Security and Supply (DESS).

          DESS/FSS Operations: hqfssops@unhcr.org

        

      

    

  

  
    
    

    Security Risk Management
  
  
    Security Risk Management

    
      09 July 2025

      
        Key points

        
          	
      The Security Risk Management (SRM) process was established under the United Nations Security Management System (UNSMS) to help agencies, funds, programmes, and organizations of the United Nations identify future harmful events that may affect the achievement of objectives, assess the likelihood and impact of these events and determine appropriate security risk management measures and responses

          	
      The SRM process assists managers to assess the contexts in which the UN operates, identify the degree to which threats may affect UN personnel, assets, premises, and operations, and take appropriate security management decisions

          	
      The SRM process enables users to maximize programme opportunities and deliver programmes at acceptable levels of risk, while also allocating appropriate necessary resources

          	
      The SRM process is a structured mechanism comprising nine consecutive steps

        

      

      
        Overview

        
          The Security Risk Management (SRM) is an analytical process, established under the United Nations Security Management System (UNSMS) that helps us to identify future harmful events that may affect the achievement of objectives, assess their likelihood and impact, and determine appropriate responses. It assists managers to assess the contexts in which the UN operates, identify the degree to which threats may affect UN personnel, assets, premises, and operations, and take appropriate security management decisions. The SRM allows for nuanced assessment of risks to personnel including those related to a person’s profile. SRM is important because, by allocating appropriate resources, it enables us to maximize programme opportunities and deliver programmes at acceptable levels of risk.

          This Emergency Handbook chapter provides UNHCR managers and workforce with technical information on UNSMS Security Risk Management (SRM). The chapter introduces the main SRM concepts and terminology, including threat, vulnerability, likelihood, impact, and risk. The aim of the chapter is to provide managers and personnel knowledge to influence the UNSMS SRM process to ensure the ability of UNHCR to continue programme delivery, whilst managing security risk to personnel, premises, operations, and assets to an acceptable level to stay and deliver. Managers should always coordinate all steps regarding the SRM with the operation’s Field Security Officer (FSO).

        

      

      
        Relevance for emergency operations

        
          As UNHCR responds to emergencies a specific SRM may be required to support this activity and or determine the risks for an area where the UN have had limited or no activities previously. It is important that this if required, is undertaken outside the normal SRM process.

          
            
  
    
    

    Remote management of operational activities in high security risk locations
  
  
    Remote management of operational activities in high security risk locations

    
      01 April 2025

      
        Key points

        
          	
      Conduct a thorough risk assessment for the use of remote management that considers the needs of forcibly displaced and stateless people, the security of those who implement activities, accountability to affected communities and duty of care towards partners, as well as the responsible management of resources. Review and consider if additional security risk management measures can be introduced/ are feasible to lower the risk, before moving to remote management.

          	
      Remote management is a measure of last resort for UNHCR to fulfil its humanitarian imperative and core protection mandate where the security risk level is deemed unacceptable for a direct presence. The choice to implement remote management requires a series of assessments, consultations and key decision points, both internally within UNHCR at different levels (country/regional/global) and externally (partners, donors etc.).

          	
      Build partnership networks, especially at the community level leveraging agency and skills of diverse groups within the community that can support implementation. Build the trust, capacity and sense of ownership of local partners. 

          	
      Set up clear, straightforward and transparent monitoring and reporting procedures, keeping methods simple, using available data and making the most of information technologies.

          	
      As part of the business continuity planning process, define thresholds for deciding when remote management should be initiated, and when it should be discontinued.

        

      

      
        Overview

        
          ‘Remote management' covers a range of mechanisms for carrying out protection interventions and delivering assistance to forcibly displaced and stateless people when security risks to UNHCR workforce are considered unacceptable, UNHCR personnel are barred from access and/or measures to avoid risk are either not permitted for implementation or do not reduce the risk, which result in the lack of on-site UNHCR presence. The use of remote monitoring for protection interventions and assistance delivery is a key component to consider during remote management arrangements. 

          These mechanisms are usually managed in partnership with national or local NGOs or other partners and may foresee also a direct engagement with affected communities. Remote management mitigates and copes with operational and project-specific risks and overcomes obstacles to implementation; but it may itself create additional risks. The key is to balance the different risks in question with the objective of meeting the needs of forcibly displaced and stateless people.

Remote management is highly dependent on context. The guidance here must be adapted to each operation's unique situation, based on political, economic, security, cultural and geographical considerations. Many innovative approaches have been employed by creative and committed operation managers to extend assistance in locations that are inaccessible to staff. For example, community-based organizations (CBO) have established emergency response rooms (ERRs) so that they could provide UNHCR and other agencies with information on the critical needs of their displaced communities (e.g. shelter and NFIs). UNHCR has linked these ERRs and the CBOs with partners working nearby for accountability and because these local partners are accepted by the communities and the actors controlling the territory where affected communities are located. In addition, community-based protection networks, that are trained by partners present on the ground, can be useful to provide real-time information from areas with little UNHCR access.

        

      

      
        Relevance for emergency operations

        
          The use of remote management approaches is infrequent for UNHCR operations but can be a feature of the organization’s programmes, including in emergencies, where access may be constrained, or security risks may be very high. Managers are encouraged to review other field experiences when they consider, or initiate, remote management.

        

      

      
        Main guidance

        
          
            
              Potential reasons for using remote management:
            
          

          Reduce risk: When on-site management may pose a risk to communities, partners, staff or other actors. For example, the global covid-19 pandemic has meant that face-to-face interactions may pose serious health risks to all stakeholders on site when implementing programmes in the field.

          Overcome access constraints: When UNHCR and its funded partners have limited or no access to communities or operating locations, possibly due to security constraints, bureaucratic obstacles (e.g., refusal to grant visas or travel permits), or physical access constraints (e.g., locations may be temporarily off-limits due to seasonal rains or other hazards).

          Leverage community ownership: when community-based approaches based on the agency and skills of communities are deemed suitable for activities and services that are self-managed by the communities themselves (e.g. a community center run by local women’s groups).

          
            
              
                
  
    
    

    Ordering UNHCR visibility items
  
  
    Ordering UNHCR visibility items

    
      01 October 2024

      
        Key points

        
          	
      Always use UNHCR visibility items in emergency field operations unless specific operational conditions make it inadvisable

          	
      All UNHCR personnel, including local staff, UN Volunteers, emergency deployees from standby partners, and international staff, should use UNHCR visibility items

          	
      Purchase visibility items early on. Order more than you need immediately, to meet the needs of new staff and visitors, and to replace items that are lost or damaged

        

      

      
        Overview

        
          Visibility is crucial in all operations, especially during emergency operations. Visible UNHCR logos ensure that media coverage, including photos and videos, highlights our presence and efforts in the field.

          Visibility also helps top ensure the security of staff, vehicles, and property. Except in specific contexts, all staff should wear some type of visibility item (cap, vest, t-shirt or arm band) so that UNHCR can be identified by refugees, the media, and the public.

          Clear identification helps build trust, prevent misunderstandings, and facilitates smoother, more efficient interactions with local communities and authorities.

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          
            Purpose
          

          
            	To ensure that UNHCR staff can be identified by persons of concern, host communities, authorities and partners; and to reinforce protection objectives in specific situations.

            	To ensure that UNHCR's operations and presence on the field are visible on site and through media coverage to donors, governmental and non-governmental organizations, authorities, and the public.  Effective visibility in media coverage is crucial as it enhances awareness building, advocacy and fundraising efforts. Depending on context, wearing visibility material can increase staff safety. It signals clearly that you are a UNHCR (or UN) staff member.  Always consult field safety advisers when deciding whether to wear visibility items.

          

          
            When
          

          Staff should wear visibility items during emergency field operations, unless there are specific reasons, such as security concerns, that prevent doing so.
Stickers, banners and flags can be placed on vehicles and on UNHCR compounds, offices, guesthouses and warehouses at all time.
Staff should wear visibility apparel (caps, t-shirts, arm bands, or vests) while on duty. It is not appropriate to wear visibility items off-duty. Showing support for UNHCR while off-duty can be expressed by wearing supporter items, which are also available in the UNHCR Shop.

          
            Associated risks
          

          
            	In some situations, humanitarian or UN workers may be targeted. In such cases, the emergency manager may decide that staff should not wear clothing that visibly identifies them.

            	Some may use visibility items to falsely claim affiliation with UNHCR. For this reason, visibility items should not be accessible to unauthorized individuals.

          

          
            Steps to be taken
          

          
            Ordering
          

          Visibility materials can be ordered on the UNHCR Shop website (see ‘Links’ below). Please note that some items may not be available immediately.
Operations should always have visibility items in stock and should order additional items as soon as a new emergency arises. To accommodate the needs of new and visiting staff, dignitaries, and to address potential loss or damage, operations should order more items than immediately required.

          
            Delivery
          

          
            	Most items can be obtained in 1-2 weeks. However, depending on the delivery destination, customs clearance process might cause delays.

            	Orders are dispatched as diplomatic shipment, unless it is not feasible due to the destination country’s policies or if a different arrangement is specifically requested. Kindly note, that diplomatic shipment is available only for diplomatic entities.

            	Goods can be sent to non-diplomatic entities, however in such cases customs clearance processes and fees might apply.

            	If the full quantity ordered is not available, what is available will be sent at once. A new order must be made for the remaining items, once the items become available again.

            	Kindly note, that official orders can be consolidated with personal orders by colleagues. Find more information on this on the links below.

          

          
            Resources / inputs required
          

          
            	Available budget (either OPS or ABOD).

            	PTEO codes. The UNHCR Shop charges operations through PPM cost transfer (also known as Inter Unit Charge). No additional action is needed from the office.

            	Authorizing officer’s name and email address.

            	Address and contact name of the UNHCR Office, other diplomatic entity or another recipient.

          

        

      

      
        Links

        
          The UNHCR Shop Website
          The UNHCR Shop Intranet 
        

      

      
        Main contacts

        
          
            SHOP@unhcr.org
          

          +36 14515788

           

        

      

    

  

  
    
    

    Relocating surplus stocks
  
  
    Relocating surplus stocks

    
      01 July 2025

      
        Key points

        
          	
      DO ensure that calculations of excess stock are always based on the assessment of CRI needs and distribution forecasts

          	
      DO ensure that sufficient stocks are held to cover likely interruptions in the delivery schedule. As a rule of thumb, the reserve should cover one to three months of distributions. It should not exceed 50% of an operation's annual requirement

          	
      DO keep in mind that surplus stocks can be relocated within an operation and within a region. Always consider the lead time required to relocate surplus stocks

          	
      DO estimate lead times generously. Make allowance for export documentation, transport times, exemption from duty, along the whole route from the sourcing to receiving operation

          	
      DO note that exporting surplus CRIs can be complicated because it may require special approval from local authorities (I.e. host government, customs clearance agents), to authorize an import process based on a relocation of stocks, and such authorities may not be familiar with UNHCR practices with respect to surplus stock. Moreover, offices should ensure that stocks are in good condition and the receiving office should accept their condition before export

        

      

      
        Overview

        
          Surplus stock is defined as stock exceeding one year distribution, which is set at the historical average demand of the previous three years, or the previous year. To avoid having surplus stock, a sound Supply strategy must be implemented, and this requires proactive management of obsolescence, and efforts to ensure stock levels are aligned with needs. Stocks are expensive for any organization because they tie up capital. It is therefore important to rotate stocks and manage stock levels well, for example by applying ‘first-in, first-out (FIFO) and first-expired, first-out (FEFO) methodologies.

          To ensure that stocks are managed proactively, UNHCR periodically identifies and reports surplus stocks and finds ways to put them to use, in a cost-effective manner, by making them available to operations that need them to support operational needs and respond to emergencies, when necessary. One sourcing option to be considered from a Supply perspective is therefore to draw down surplus stock within a region.  This entry describes how to manage surplus stocks and how to use this as a sourcing option during an emergency.

        

      

      
        Relevance for emergency operations

        
          Surplus stocks can be used by another UNHCR operation, either for emergencies or to provide core relief items (CRIs) for regular distributions.  The physical relocation of surplus stocks at UNHCR should be coordinated between DESS/SMS, the Releasing and Receiving operations, as well as the Regional Bureaux (RB) to ensure that stocks are released within an agreed timeframe and at agreed costs (to cover transportation, handling, etc.).  Upon receipt of a request for CRIs, DESS/SMS, in coordination with the Regional Bureaux, Regional offices or Country offices, reviews potential surplus stocks held by other UNHCR operations and approves their relocation. The aims are to meet the operational needs of emergencies in the shortest possible time, and to reduce excess stocks held by any operation. If surplus stocks are not managed or sensibly relocated, UNHCR would hold unnecessarily large stocks, which would increase its costs and the risks of obsolescence. 

        

      

      
        General Guidance: Process Steps 

        
          
            
              
                	[image: ] Every operation should identify the inventory items (focusing on A category) needs, and their quantity.  To support the process, DESS SMS developed the Inventory Surplus of Stock Report and the Inventory Shelf-Life Report. ERP inventory status and transaction data reliability depends on timely and accurate data entry by CO’s Supply colleagues. Applying the built-in filters in the reports, the CO can select data that is relevant to its case. The tables are extractable so that they can be used for further analysis. 
              

              
                	[image: ]  Every operation should periodically review the level of stocks it is holding in the country. 
              

              
                	[image: ]  DESS-SMS, in coordination with Regional Bureau(x), Regional offices (as applicable) and Country operations, reviews the surplus stocks of operations on regular basis.
              

              
                	[image: ]  Country operations should transfer the confirmed quantities of surplus stock to the relevant stock area in the ERP. 
              

              
                	[image: ] DESS-SMS shares a detailed plan of stocks that may be relocated, subject to approval by the Country Office and the Regional Bureau. Country operations and Regional Bureaux in coordination with DESS-SMS identify potential destinations and prices, including the cost of transportation, and the value of the CRIs relocated from surplus stock.
              

              
                	[image: ] The Receiving operation may be required to perform a transfer of funds for the value of items agreed to be relocated and the associated logistical costs (transport, etc.) or provide budget and cost centers to which costs can be charged.
              

              
                	[image: ]  The parties concerned may also reach an agreement between themselves: for example, an operation may agree to donate its excess stock, in which case the receiving operation is only required to pay for transport. Such arrangements must always be made in coordination with the respective Regional Bureau. 
              

            
          

           

          
            
              
                	THE RELEASING OPERATION SHOULD
              

              
                	
                  
                    	Confirm the surplus stock it holds. 

                  

                
              

              
                	
                  
                    	Prepare a load plan (including weight and volume) for calculating transport requirements and cost. 

                  

                
              

              
                	
                  
                    	Prepare a gift certificate, packing list, and certificate of origin, and ensure that draft documents are cleared with the receiving operation. This is important to make sure that the goods can be received smoothly at reception, and that documentation complies with customs and tax requirements.  

                  

                
              

              
                	
                  
                    	Arrange a careful physical inspection of the goods to ensure that their conditions and packaging are suitable for transport and distribution. 

                  

                
              

              
                	
                  
                    	Consolidate scattered surplus stock in a suitable warehouse to facilitate its transport and export. 

                  

                
              

              
                	
                  
                    	It must be ensured that Cloud ERP is updated accordingly, and items are transferred to the proper storage area in the system (Surplus).

                  

                
              

            
          

           

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    DESS/ SMS Supply Management Service
                  

                

              

            

          

        

      

      
        Links

        
          UNHCR, DESS SMS, Inventory Surplus of Stock Report - Power BI
          UNHCR, DESS SMS, Inventory Items Shelf Life Report, 2024 – Power BI
        

      

      
        Main contacts

        
          UNHCR DESS SMS Inventory Unit Team: HQSF03@unhcr.org

          Emergency Supply Management Unit (ESMU) Team: hqsmlsesu@unhcr.org 

        

      

    

  

  
    
    

    Local and Global Sourcing Options
  
  
    Local and Global Sourcing Options

    
      15 September 2025

      
        Key points

        
          	
      DO the necessary internal verifications before proceeding to any procurement of goods, as indicated under point 3 “main guidance” below.

          	
      DO proactively contact the Category Management Unit at Supply Management Service (SMS) for goods /services which are of critical importance therefore available under global Frame Agreements (e.g.: Core Relief Items, international transportation services, emergency stockpiles, procurement for medicines and medical items, CBI, ICT equipment) and DFAM/GFM for light or armored vehicles.

          	
      DO establish and maintain regular contact with the Supply colleagues at the Regional Bureau to check available sourcing options in the region.

          	
      Do NOT neglect planning: all requirements must be duly identified by the Requesting Function with the support of the Procurement Function through a needs assessment. Please ensure to update the Consolidated Procurement Plan (CPP) to cover the new requirements for a period of at least 3 months and ensure quarterly reviews of the CPP to keep it updated.

          	
      DO NOT forget that even during emergency situations the four procurement principles of best value for money, effective international competition, fairness, integrity and transparency, and best interest of the organization are applicable. In addition, sustainability should be incorporated in all procurement actions.

          	
      DO proactively identify and resolve custom clearance issues before goods are imported from abroad or opt for local sourcing in case of serious barriers to import specific items.

          	
      DO proactively encourage local vendors to register at the Cloud ERP Supplier Portal to ensure effective competition.

        

      

      
        Overview

        
          Sourcing is an essential part of the procurement planning process which involves the strategic identification, evaluation and securing suitable suppliers to meet UNHCR’s needs in providing the required goods or services. The sourcing strategy is the process through which the best sourcing method is selected jointly by the Requesting Function and the Procurement Function for each of the goods and services identified through the needs assessment.

          This entry summarizes the procedures to carry out sourcing activities during emergencies and provides references to official guidance and other materials in accordance with UNHCR Administrative Instruction in Procurement UNHCR/AI/2021/05/Rev.2., PL/2025/01. It focuses on local and global sourcing during emergency situations. UNHCR’s reference document that sets the standards for conducting sourcing activities during emergencies is the AI on Procurement, more specifically, the applicable special measures are indicated under section 14 of the AI. In addition, general information and guidance can be found in the EHB Entries  Procurement in Emergencies, Sourcing and Solicitation, Requesting Core Relief Items (CRIs) from UNHCR's global stockpiles, and Cash Based Interventions. 

        

      

      
        Relevance for emergency operations

        
          Sourcing comes as the third step in the procurement process, right after or often done in parallel with the definition of the requirements. This essential step in the procurement process cycle needs to be managed effectively and efficiently to respond timely and adequately to an emergency situation (c.f.: Figure 1 of the UNHCR Administrative Instruction in Procurement UNHCR/AI/2021/05/Rev.2.). Indeed, early identification of needs enables better planning and risk management especially in the case of delays and unexpected long lead times or unfulfilled orders. During the sourcing stage, Supply personnel will identify the best way to obtain the required goods and/or services – either locally or globally. They will make strategic sourcing decisions in consultation with relevant stakeholders, by weighing different criteria such as the cost of logistics, delivery times, import and/or export restrictions against the quality, sustainability, and cost competitiveness of products. UNHCR prioritizes the products whose manufacture, use and disposal methods are less harmful to the environment. 

        

      

      
        Main guidance

        
          In case of a request for goods and/or services the following steps must be followed to ensure the best value for money is achieved through a rapid and effective response.

          
            1) Verification of stocks – for goods
          

          
            	Check if the goods are in stock in the country or in the pipeline (incoming shipments). The Cloud ERP warehouse stock report “UNHCR INV Stock Report” together with the pipeline report “UNHCR INV Receiving Pipeline Report” can be of good use.

            	Check if the goods are available at a regional warehouse or in neighboring countries by contacting the Regional Supply Officer or the relevant Supply Focal Point in the neighboring country operation.

            	Check if the goods are available at the UNHCR Global Stockpiles. Global Stockpile Management (GSM) Warehouses are established in seven strategic locations around the world to ensure fast response to emergency situations: Accra, Copenhagen, Douala, Dubai, Nairobi, Panama City and Termez. Please check point 3.3 below for further details.

            	Check White Stock at Suppliers and eventual donations from other regions when and if relevant.

          

          2) Verification of existing Frame Agreement(s) – for goods and services

          
            	Check if the operation has a valid local Frame Agreement in place to procure the goods and/or services. To support that step, please consult the Consolidated Procurement Plan (CPP). Under emergency, the completion of the CPP is mandatory for a minimum of three months (as opposed to the standard 18 months). Please see CPP template on the SMS Procurement Templates intranet page.

            	Check with other UN agencies present and operating in the country if they have valid Frame Agreement(s) that they could share for the required goods. UNICEF, WHO, WFP and some NGOs also maintain emergency stockpiles which may be made available to UNHCR on request.

            	Check with the Supply colleagues in the Regional Bureau if they have valid Regional Frame Agreement(s) to share for the required goods.

          

          
            3) Consult Headquarters
          

          
            	Check whether for the goods and/or services you wish to procure, the Category Management Approach applies. See SMS Category Management intranet page for more information.

          

          For Core Relief Items, Light and Armored Vehicles, Medicines and Medical Supplies, ICT equipment, Global Logistics Services and Cash Based Interventions, some special conditions apply. Please read below for further details.

          
            3.1 Core Relief Items (CRIs)
          

          
            	UNHCR’s Supply Chain currently operates with a centralized sustainable approach for Core Relief Items (CRIs). Global Frame Agreements have been established to secure an effective supply of these core items. CRIs are held in Global Stockpile Management (GSM) Warehouses and owned by the Emergency Stockpiles Management Unit (ESMU) which authorizes the release of items to emergency operations.

            	To request CRIs from these stockpiles, a CRI Planning and GSM Release Request Form must be completed and sent to the ESMU mailbox at HQSMSESMU@unhcr.org. The lead time for delivery of these items depends on the requested location and external factors and circumstances which may affect the routes used at the time. ESMU or the GSMs handle all shipping arrangements in close coordination and agreement with the requesting operation or emergency response. More information to request CRIs from these stockpiles can be found on the EHB entry Request CRI from global GSM.

            	It must be noted that for larger-scale emergencies, when conditions permit, placing orders with suppliers at an early stage ensures a steady flow of goods and may reduce the need for additional airlifts. Consultation with the International Order Management Team at SMS is recommended, by sending an email request to HQSMSCRI@unhcr.org including item description, estimated quantity, budget details, location and consignee details, and whether funds are earmarked or not. The need for the total quantity from the suppliers can be adjusted in a follow-up order once the figures are clarified.

            	If a country operation intends to procure CRIs locally, the Category Management Unit in Headquarters must first be consulted. For further details please check the SOP on Order and Contract Management of Core Relief and Other Items Managed by SMS. Extended delivery lead times from abroad or lack of stock (locally or at the regional stockpile) could be a reason to opt for local procurement of CRIs. In some cases when CRIs are required immediately, a limited quantity of items may be procured locally to meet initial demand, pending the delivery through the global FAs. In this case, Supply personnel should strive to use the same specifications as the ones under the global FAs. Consult the CRI catalogue.

          

          
            3.2 Vehicles (light, armored)
          

          
            	Light Vehicles (LV) are primarily sourced through Global Fleet Management (GFM) in DFAM. For any local vehicle purchase, operations must request approval from GFM at HQFLEET@unhcr.org

            	Please refer to the EHB entries on Fleet Management for further details.

            	Armored Vehicles (AV) must be sourced through Global Fleet Management (GFM) in DFAM in collaboration with Field Security Services (FSS). Please refer to EHB Entry on Armoured Vehicles for more details.

            	Where not already established, local for vehicle maintenance services and fuel are to be arranged by the operation.

          

          
            3.3 Logistics services (delivery by air, sea and/or land, including all related logistics services)
          

          
            	The International Transport Management Team at SMS manages international transport services for global deliveries to country operations by air, sea and/or land. The main commodities transported are CRIs, generators, vehicles, and medical items. The services also cover international transport from the suppliers to UNHCR Global Stockpiles. The International Transport Management Team at SMS also coordinates the transport arrangements for the Global Fleet Management Unit (GFM), regarding vehicles delivered from the GFM HUBs (Thailand and Netherlands).

            	UNHCR offices worldwide can use the Global Frame Agreements (GFA) for freight forwarding services, warehouse and/or custom clearance services to cover their local transportation needs. For more information, please contact HQSMSTRA@unhcr.org and check the International Transport Management Team intranet page.

          

          
            3.4
            Medicines and medical supplies
          

          
            	The Category Management Unit (CMU) at SMS, in cooperation with the Public Health Section (PHS), manages multiple frame agreements (FAs) for the supply of essential medicines and medical supplies to our global operations. Selected UNHCR Operations shall place Purchase Orders directly with the suppliers making use of the Global FAs without the need to go through the CMU/SMS. More information including the FAs and a step-by-step ordering process can be found on the Category Management intranet page.

          

          
            3.5 ICT
          

          
            	The Category Management Unit (CMU) at SMS, in co-operation with DIST, is managing multiple frame agreements (FAs) for the supply of ICT equipment, network equipment and licenses, telecommunication equipment, radios, toners, and cartridges.  

            	DIST manages stockpiles of ICT and Telecommunication Equipment for emergency purposes. If the item is not in stock, which can be checked through the ServiceNow portal. operations can submit their requisition to DIST or to CMU/SMS for ordering through the global FAs. Selected UNHCR Operations shall place Purchase Orders directly with the suppliers making use of the Global FAs. A step-by-step process is available on the intranet, together with specifications and pricelists. In case of any doubts about the items, the involvement of the local and regional ICT colleagues is recommended.

          

          
            3.6 Financial Services for CBI
          

          
            	Cash Based Interventions (CBI) are the preferred modality of assistance when conditions are available. UNHCR must, in line with the UNHCR Policy on CBI UNHCR/HCP/2022/01 pursue a why-not cash approach, including proactively using CBI for service delivery and protection, instead of other sourcing and delivery options, whenever possible. Assistance through CBI includes feasibility assessments, engaging in cash coordination mechanisms and partnerships, and expanding or contracting new financial service providers (FSP) through local sourcing, considering the outcome of the FSP mapping. Should an operation lack cash transfer mechanisms, global arrangements are in place. To support rapid scale up of cash assistance in declared emergencies, the support of the Global CBI Payments Hub may be utilized. More information on this modality of assistance is available at the EHB on Cash Based Interventions (CBIs).

          

          
            4)
            Local procurement
          

          
            	In addition to existing stocks, Frame Agreements and international procurement options, and when all the above options have been fully explored and exhausted, the Supply personnel can plan for a new local procurement exercise. Local procurement can offer several advantages compared with international procurement such as more competitive transport costs, shorter lead times and reduced carbon emissions due to shorter distances but also benefits and incentives to the local economy (particularly in areas affected by large refugee movements). However, it may also have disadvantages such as higher unit costs, poor quality, inability to meet specifications or to supply the volume of goods demanded.

            	When the decision has been made to procure locally, Supply in the operation will lead the following actions:

          

          
            4.1 Review of the specifications developed by the Requesting Function
          

          
            	The Requesting Function prepares the specifications and ensures that technical expertise is sought as required. Before finalization, the Procurement Function reviews the specifications to ensure they are drafted in accordance with UNHCR general procurement principles.

          

          
            4.2 Establish a working relationship with the local Chamber of Commerce which can advise on supplier contact information
          

          
            	The Supply personnel communicate and maintain regular contact with the representatives of the local Chamber of Commerce to obtain contact information of suppliers with activities registered in the relevant domains.

          

          
            4.3 Actively engage in cooperation with Supply colleagues from other UN Agencies
          

          
            	If not done already, establish a UN Procurement Working Group within the Operations Management Team (OMT) in the country operation. The OMT plays a critical role in coordinating the efforts of the United Nations at the country level, aiming to streamline the administrative functions and operational support to all participating agencies. This Working Group can help share information and resources such as frame agreements, list of pre-qualified suppliers, plans for formal method of solicitations.

          

          
            4.4 Conduct market research and assessment
          

          
            	While market assessments are not mandatory at UNHCR they might be a valuable tool before the selection of a solicitation method in emergency situations. They might be conducted to obtain more information about the sector of the product/service being procured (prices, competition, actors involved in the market sector, availability of products/services, supply conditions, etc.). A market assessment can also play an important role for sustainable procurement and assist in identifying the opportunities and challenges of a specific market to respond to sustainability priorities during an emergency response. Please refer to Section 8 of the UNHCR AI in Procurement for more information.

            	Once requirements are well defined and market assessment is completed, the Supply Function can decide on the most appropriate form of solicitation, based on the value of the procurement action, characteristics and complexity of the goods/services required, as well as on the delivery time requirements and the market capacity under the emergency context.

          

        

      

      
        Standards

        
          
            
              The standards and indicators included in the EHB Entry Procurement in emergencies apply to this entry.

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    E-Learning Courses through SMS intranet
                  

                

              

            

          

        

      

      
        Links

        
          Common UN Procurement at the Country Level
          UN Procurement Practitioner's Handbook
          Recommended and Mandatory templates Procurement SMS intranet
          CRI catalogue 2025
          International Transport Management Team intranet
        

      

      
        Main contacts

        
          HQ SMS: hqsms@unhcr.org

          Procurement Section, SMS: hqsmscri@unhcr.org

          Supply Governance and Compliance Unit, SMS: hqsupplypoli@unhcr.org

        

      

    

  

  
    
    

    Procurement in emergencies
  
  
    Procurement in emergencies

    
      15 September 2025

      
        Key points

        
          	
      DO NOT bypass procurement rules and ensure that you are aware of the exceptional measures applicable for procurement during declared emergencies, detailed in UNHCR Administrative Instruction on Procurement.

          	
      DO take a proactive and planned approach to procurement, based on the identified needs. Proactive planning with regular reviews and updates in close cooperation with all stakeholders is critical to ensure demand changes are well captured, and that UNHCR can provide access to an uninterrupted supply of essential goods and services. Timely delivery can save lives in an emergency.

          	
      DO ensure you proactively look for existing sourcing options, such as Cash Based Interventions (CBI), if this type of assistance is a viable option for financial services to provide cash assistance, and for active Frame Agreements (FA) for other goods/services already established at the local, regional, or global level, as well as for FAs of other UN Agencies, pursuing cooperation ("piggy-backing") whenever possible.




          	
      DO make sure that you assess the best channel to conduct local sourcing as part of your procurement plan. When this is the best option, ensure that you also check if a local partner is in a better purchasing position/understanding of the local market, if the partner is qualified and has the capacity to conduct the procurement requirements, and if the nature of the goods and services required could justify a delegation of procurement to a partner under a partnership agreement. Partners need to consider sustainability when purchasing on behalf of UNHCR.

          	
      DO ensure that in case of local tendering, considering time is a crucial factor during an emergency, the solicitation document stipulates the delivery timeframe requirements among other mandatory specifications, and that evaluation criteria as well as a provision for liquidated damages are included to ensure suppliers submit proposals in accordance with the indicated delivery timeframe and are aware of the consequences in case of delays. Prioritize sustainable goods and services already available on the market and ensure that suppliers have sustainable practices in place.

        

      

      
        Overview

        
          This entry describes the applicable measures to conduct procurement activities for UNHCR during emergencies and provides links to official guidance and other reference materials. At all times, including during emergencies, the principal procurement objective is to deliver the right supplies and services to the right place or addressee, at the right time and in the right quantities or scope, making sure that these actions fully adhere to UNHCR's procurement principles, rules, and regulations. Although UNHCR’s procurement process cycle consists of various steps, which apply to both regular operational settings and emergencies, the special provisions listed under section 2 apply in all situations of declared emergencies (L1, L2, L3), as detailed in Section 14 of UNHCR AI on Procurement and on sections 12 and Schedule 1_Threshold Amounts of UNHCR AI on the Rules and Procedures of UNHCR CoC in HQ and in the Field. It is important to make diligent use of these measures ensuring that the conditions to apply them are met by the operation under a declared emergency.

        

      

      
        Relevance for emergency operations

        
          Delivery of essential supplies and services to forcibly displaced and stateless people is an indispensable element of UNHCR’s protection mandate in emergencies. Timely procurement has a life-saving nature in these circumstances, thus UNHCR’s emergency procurement procedures become applicable when an emergency has been formally declared. This formal emergency declaration triggers various exceptional procurement measures to support Country Operations, as detailed below under 3.1. Main guidance. 

        

      

      
        Main guidance

        
          A formal emergency declaration triggers various exceptional procurement measures to support Country Operations in preparing for and responding to potential, unfolding, or escalating humanitarian needs on the ground. These exceptional measures are detailed in the following table:

          
            
              
                	
                  
                    Increased Procurement Thresholds for RFQ
                  

                  
                    (Request for Quotation)
                  

                
                	
                  
                    The RFQ ceiling is automatically increased to USD 250,000 in country operations(COs), if the most senior Supply Officer in the CO is graded P2 or above.
                  

                  
                    Similarly, the RFQ ceiling is automatically increased to USD 750,000 in Regional Bureaux (RBs) and at Headquarters(HQs).
                  

                  
                    These ceilings reflect the total expected value of the procurement action, regardless of whether the award is made to one or more suppliers.
                  

                  
                    When the RFQ ceiling is increased, the threshold for the use of formal methods of solicitation is consequently increased from 100,001 USD to 250,001 at COs, and from 250,0001 USD to 750,001 USD at RBs and HQs.
                  

                
                	
                  
                    	In country operations the increased procurement threshold is automatically applicable if the most senior Supply Officer in the CO is at P2 level or above.

                    	If the most senior Supply Officer grade is below P2 level, the RFQ ceiling will remain USD 100,000. If, in an operation under a declared emergency, the most Senior Supply Officer is graded at P4 level or above, the Head of Supply Management Service (SMS) may, on a case-by-case basis, approve an additional RFQ ceiling increase to up to USD 750,000.

                    	The exceptional, increased ceiling for procurement actions applicable in declared emergencies does not affect the thresholds for the contract approval by the relevant Procurement Review Authority set out in the Administrative Instruction on the Rules and Procedures of UNHCR Committees on Contracts at Headquarters and in the Field.

                  

                
              

              
                	
                  Shortened Minimum Floating Period for Formal Methods of Solicitation
                
                	
                  
                    Not less than 2 weeks in the case of RFPs (Request for Proposal)
                  

                  
                    Not less than 1 week in the case of Simplified RFPs and ITBs (Invitation to Bid)
                  

                  
                    There is no minimum period for RFQ solicitation during declared emergencies.
                  

                
                	
                  
                    	As required.

                  

                   

                  
                    	This reduced requirement must be explained in the submission memorandum to the relevant procurement review authority.

                  

                
              

              
                	
                  Increased Local Committee on Contracts (LCC) Threshold Amounts
                
                	
                  For LCCs in operations with a declared emergency the procurement approval authority is increased to USD 750,000 as specified in the AI on the Rules and Procedures of UNHCR CoC at HQs and in the Field.
                
                	
                  
                    	Automatically increased if the most senior Supply Officer in the CO is graded P-4 or above.

                    	If the CO most senior Supply Officer is below P-4, the operation must request approval for the increased threshold to the Headquarters Committee on Contracts (HCC), through the Head of SMS. Such a request for an increase in the LCC upper Threshold Amount may take the form of Template C5. Until such approval is granted, or a P4 Supply Officer is present, the LCC ceiling will remain USD 250,000.

                  

                
              

              
                	
                  Procurement Planning
                
                	
                  
                    The CPP shall cover a period of at least three (3) months instead of the standard 18 months, and it shall be quarterly updated.
                  

                  Individual Procurement Strategies and Plans (IPSP) are not mandatory during emergencies regardless of the value of the related procurement actions.

                
                	
                  
                    	As required.

                  

                   

                  
                    	Procurement planning continues to be an essential step in the procurement process, and it should not be neglected in emergency operations.

                  

                
              

              
                	
                  Fast Track Procedures for Submissions to CoC
                
                	An immediate emergency review of a submission may be made by a CoC solely for an “Urgent emergency situation”, subject to the relevant authorization as per the AI on the Rules and Procedures of UNHCR CoC at HQ and in the Field.
                	
                  
                    	As required

                    	The use of Fast Track Procedures shall constitute a limited exception to the procedures for Submissions set out in Section 10 of UNHCR AI on the Rules and Procedures of CoC in HQ and in the Field applicable when, unless immediate and appropriate action is taken:

                  

                  
                    	the life or well-being of UNHCR’s workforce, or forcibly displaced and stateless people is threatened; or

                    	serious damage, loss or injury to property is likely to occur.

                  

                  
                    	A fast-track procedure submission should take the form of a Template C3 or relevant section in the e-Submission tool

                  

                
              

            
          

           

           

        

      

      
        Checklist

        
          
            Follow the procurement process regular steps, making diligent use of available and applicable emergency measures referred to in this entry and detailed in UNHCR AI on Procurement.

          

          
            The principal procurement objective is always to deliver the right goods or services, in line with programmatic or administrative plans, in the right quantities and of the right quality, from the right source to the right place, at the right time, and in line with UNHCR's rules and regulations, and sustainability goals, prioritizing the procurement needs for the emergency and acting on a no harm, no regrets basis when necessary.

          

          
            Establish a sourcing strategy for local, regional, or international procurement or delivery from UNHCR global stockpiles for Core Relief Items. Prioritize the use of greener CRIs. CRIs are becoming more sustainable and can be only procured through SMS.

          

          
            Review stock levels of the inventory, ensure you pre-position sufficient resources to meet the needs of the response in the first 72 hours.

          

          
            Produce a procurement plan for goods and services for the initial 3 months of the emergency, ensuring that the ceiling of existing and valid Frame Agreements (FA) is increased if necessary to supply larger volumes in an emergency, and processing extensions of those FA that will expire shortly and can be extended to respond to emergency needs.

          

          
            Coordinate with other UN agencies on procurement needs in an emergency considering all possible options of cooperation with them.

          

          
            Remember that Procurement Contracts cannot be signed until the relevant procurement review authority has approved them, even during emergency situations.

          

          
            Always consult the RB Supply function, the Procurement Section and the Logistics and Emergency Supply Section at SMS for support, or the Legal Affairs Service (LAS) for commercial and legal matters. Consultations and coordination in an emergency are also crucial with functional counterparts cross-border in the country of origin of the forcibly displaced and stateless people as well as with other UN Agencies/Humanitarian Actors working in procurement in the same operation.

          

          
            For procurement with special provisions, including requirements of technical procurement actions (i.e. CBI, land and buildings, common procurement, vehicles, medical items, registration items, security items, etc.) it is recommended to contact the previously mentioned Units at SMS for information and guidance.

          

          
            It is important to recognize that goods procured and supplied generate significant impact on the environment and people. A proactive approach to include sustainability (economic, social and environmental aspects) when sourcing will help to minimize the impact of goods and services in the environment, promote social responsibility and long-term resilience. It is recommended to procure greener CRIs from the Global Stockpiles (GSMs), minimize waste, avoid using single-use plastic and ensure low carbon emission logistics. It is also advised to make sure that suppliers respect human and labor rights and provide decent working conditions.

          

        

      

      
        Standards

        
          
            
              
                
                  
                    
      Procurement principles
                    
                      The following UN/UNHCR procurement principles always apply irrespective of the situation in which procurement is conducted, including emergencies: 1. Best Value for Money, 2. Fairness, Integrity, and Transparency, 3. Effective International Competition; and 4. Best Interest of UNHCR.

                      The concept of stewardship underlies these principles, since UNHCR acts as the steward of all funds that have been entrusted to achieve its mandate and it is therefore critical that UNHCR can assure that the funds are being used appropriately, and spent in a professional, correct, fair, timely and transparent manner.

                      All procurement actions shall comply with these principles and with the mandatory provisions of the UNHCR AI on Procurement and its spirit. Deviations are not allowed for convenience or to compensate for belated action; planning, cooperation and coordination should prevent circumstances from arising that would breach the rules and should make adaptation unnecessary. Where the usual standards and procedures are not followed, the person in charge of the procurement action in question shall give reasons that are well documented to justify the exception, jointly with the Requesting unit, counter-signed by his/her supervisor and, in cases of operation-wide significance, signed by the CO Representative.

                      UNHCR standard for formal solicitations, through ITBs or RFPs, is open competition through public advertisement to the widest possible commercial audience. This principle applies in emergencies, too. Even where international competition is desirable and feasible, an open national or regional competition may be in the best interest of UNHCR in cases of exigency and may not compromise the principles of competition and fairness.

                    

                  
                

              

              
                
                  
                    
      Ethics and Integrity in Procurement
                    
                      Procurement is always governed by the highest ethical standards. All internal and external parties, directly or indirectly involved in procurement, are accountable for their actions and omissions. To protect UNHCR's reputation, all individuals are required to observe the highest ethical standards. This is even more important during emergency contexts as fast-track procedures are more exposed to risks (due to errors, shortcuts, weaker due diligence, political pressures, etc.). Risks may be aggravated by events and circumstances, such as emergencies, sanctions, embargoes, stressed and dysfunctional markets, monopolies. Ethical Standards are critical for obtaining and safeguarding humanitarian access and funding. UNHCR has zero tolerance for fraud, corruption, coercion, collusion, exploitation, or abuse of any kind by anyone.

                    

                  
                

              

              
                
                  
                    
      Principle of Acting on a “Do No Harm” and “No Regrets” Basis
                    
                      UNHCR Policy on Emergency Preparedness and Response section 4.6 and 4.7 defines the principle of Acting on a “Do No Harm” and “No Regrets” Basis as a key principle to UNHCR’s emergency preparedness and response actions during humanitarian interventions. In emergency settings, UNHCR must adopt a calculated and adequate level of flexibility, to serve the best interest of UNHCR and to secure effective supply and procurement solutions. This is meant to enable the organization to prioritize the delivery of essential resources using special emergency measures that aim to streamline and simplify the procurement procedures. This will ensure that forcibly displaced and stateless people receive protection and life-saving humanitarian assistance in a timely and effective manner.

                    

                  
                

              

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    E-Learning courses on Supply Chain Management
                  

                

              

              
                
                  
                    Risk Management Tool: Procurement
                  

                

              

              
                
                  
                    Committees on Contracts in UNHCR in Workday
                  

                

              

            

          

        

      

      
        Links

        
          Common UN Procurement at the Country Level
          Checklist on What Committees on Contracts can expect to see in Submissions
          Checklist on Possible questions Committees on Contracts may ask when reviewing …
          UNHCR CRI Catalogue 2025
          Core Relief Items packaging instructions, 2025
          Green CRI Label Catalogue, 2023
        

      

      
        Main contacts

        
          HQ SMS: hqsms@unhcr.org

          Procurement Section, SMS: hqsmscri@unhcr.org

          Supply Governance and Compliance Unit, SMS: hqsupplypoli@unhcr.org
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    Sourcing and Solicitation

    
      15 September 2025

      
        Key points

        
          	
      DO make proactive efforts to establish a long-term supply arrangement such as a Frame Agreement (FA) for the purchase of high value, difficult to source, frequently required goods and services, or consolidate the procurement of lower value items. This should be done based on an analysis of the demand and needs, to respond to the emergency, reduce the number of solicitations and enhance operational efficiency.

          	
      DO NOT select a solicitation method based only on the procurement financial thresholds, but also consider the complexity of the goods/services/works, the qualitative elements of the requirements and the type of evaluation needed to select the most appropriate solicitation method that can ensure the necessary response to the emergency.

          	
      DO ensure that Procurement Contracts, resulting from a solicitation process, are awarded based on effective competition, and that exceptions to the use of formal methods of solicitation are only made in accordance with the exceptional circumstances outlined in UNHCR/AI/2021/05/Rev.2 AI on Procurement, section 9.2.III. and in the UNHCR Financial Rules for Voluntary Funds A/AC.96/503/Rev.12, section 513.5.

          	
      DO look for resources available on the SMS intranet, such as Procurement Templates for solicitation (ITB, RFP), examples of specifications, and examples of various tenders for commonly procured goods and services.

          	
      DO make sure that you are informed about the minimum mandatory floating periods for formal methods of solicitation applicable during emergency. 


•	Not less than 2 weeks in the case of RFPs (Request for Proposal) and 


•	Not less than 1 week in the case of ITBs (Invitation to Bid). 


•	While there is no minimum period for an RFQ (Request for Quotation), it is recommended to adjust it based on the value and requirements to the bidders, as well as based on the market reality.




        

      

      
        Overview

        
          Sourcing and solicitation processes are essential to deliver goods and services in support of UNHCR activities at Headquarters Divisions, Regional Bureaux, and Country Operations to respond to emergency situations. This entry summarizes the procedures to carry out sourcing and solicitation activities during emergencies and provides links to official guidance and other reference materials. This includes direct links to procurement rules and financial ceilings for solicitation processes, in accordance with UNHCR Administrative Instruction in Procurement UNHCR/AI/2021/05/Rev.2. and UNHCR Policy on Procurement PL/2025/01.

          While the Administrative Instruction provides official guidance regarding the entire procurement cycle, this entry focuses on sourcing and solicitation processes conducted under emergencies, the applicable special measures, indicated under section 14 of the AI and under the EHB Entry Procurement in Emergencies, and other recommendations.

        

      

      
        Relevance for emergency operations

        
          UNHCR conducts solicitation processes to provide effective operational support, ensuring effective competition to provide agile responses in emergency contexts. Solicitation is a critical step in the procurement process to ensure the timely delivery of essential supplies and services to forcibly displaced and stateless people. It is key that Supply personnel in emergencies can ensure adherence to UNHCR procurement principles when overseeing solicitation processes: 1. Best Value for Money; 2. Fairness, Integrity, and Transparency; 3. Effective International Competition; and 4. Best Interest of UNHCR. Competitive bidding is most often the optimum solicitation method to achieve the best value for money and ensure adherence to the other procurement principles. However, in emergencies effective, and efficient procurement may require the application of the most appropriate sourcing and solicitation method which could include exceptions. In any case, under emergency circumstances, awareness about potential risks and adherence to UNHCR’s procurement principles and procedures when conducting solicitation processes is fundamental. Moreover, any entity seeking to engage in a contract with UNHCR must have assurance that their proposals will be evaluated in a fair, objective, and transparent manner. Supply personnel must therefore always ensure the necessary traceability of the solicitation processes conducted.

        

      

      
        Main considerations when managing Solicitation Processes during Emergencies

        
          
            
              Solicitation methods: ceilings and thresholds
            

            The current ceilings and thresholds for different solicitation methods for emergency and non-emergency situations are provided below:

            
              
                
                  	
                    
                      Solicitation method
                    

                  
                  	
                    Standard ceilings and thresholds in non-emergency situations
                  
                  	
                    Exceptional ceilings and thresholds in a declared emergency
                  
                  	
                    
                      Floating Periods Emergencies**
                    

                  
                

                
                  	
                    
                      Country Operations
                    

                  
                

                
                  	Shopping/LVP ceiling
                  	USD 5,000
                  	USD 5,000
                  	N/A
                

                
                  	RFQ ceiling *
                  	USD 100,000
                  	USD 250,000
                  	There is no minimum period for RFQ solicitation. It should be adjusted based on needs and market capacity.
                

                
                  	ITB threshold
                  	USD 100,001
                  	USD 250,001
                  	
                    For the duration of declared emergencies, the minimum floating periods may be shortened to:

                    Not less than 1 week

                  
                

                
                  	RFP threshold
                  	USD 100,001
                  	USD 250,001
                  	
                    For the duration of declared emergencies, the minimum floating periods may be shortened to:

                    Not less than 2 weeks

                  
                

                
                  	Simplified RFP ceiling *
                  	USD 100,000
                  	USD 250,000
                  	
                    For the duration of declared emergencies, the minimum floating periods may be shortened to:

                    Not less than 1 week

                  
                

              
            

            *Please see Annex 1: Procurement Action Thresholds of UNHCR AI on Procurement for details regarding the ceilings and thresholds for Regional Bureaux and Headquarters entities in both regular and emergency contexts. These thresholds and ceilings are higher than those applicable to Country Operations.

            **Shortened minimum floating periods for formal methods of solicitation. This reduced requirement must be explained in the submission memorandum to the relevant procurement review authority.

            ** The emergency procurement ceilings (for RFQ and simplified RFP) at Country Operations are automatically applicable if the most senior Supply Officer in the operation is at P2 level or above. If the most Senior Supply Officer grade is below P2 level, the RFQ ceiling will remain USD 100,000. If, in an operation under a declared emergency, the most Senior Supply Officer is graded at P4 level or above, the Head of Supply Management Service may, on a case-by-case basis, approve an additional RFQ ceiling increase up to USD 750,000. 

          

          
            
              

              Choosing and using solicitation methods
            

            
              
                Solicitation methods and when to use them
              
            

            UNHCR recognizes several formal and non-formal solicitation methods. The table below provides indications on the situations for which each method is more adequate:

            
              
                
                  	
                    
                      Solicitation Method
                    

                  
                  	
                    
                      When to use
                    

                  
                

                
                  	
                    
                      Non-Formal
                    

                    
                      Solicitation
                    

                  
                  	
                    
                      Request for Quotation
                    

                    
                      (RFQ)
                    

                  
                  	
                    -Used for purchases of well-defined goods and services, with low complexity, with value below the formal solicitation threshold when:

                    *Requirements are clearly and completely specified,

                    *Offers received can be assessed based on Pass/Fail methodology against the clearly defined specifications, and

                    *Contract Award will be based on lowest priced, technically acceptable offer.

                    -This method does not require public advertisement

                  
                

                
                  	
                    
                      Formal
                    

                    
                      Solicitation
                    

                  
                  	
                    Invitation to Bid (ITB)
                  
                  	
                    -Used for purchases of well-defined goods and services, with value above the formal solicitation threshold when:

                    *Requirements are clearly and completely specified,

                    *Offers received can be assessed based on a Pass/Fail methodology against the clearly defined specifications, and

                    *Contract Award will be based on lowest priced, technically acceptable offer.

                    - This method requires open competition, public advertisement and a Formal Technical Evaluation to be conducted by a Technical Evaluation Committee (TEC)

                  
                

                
                  	
                    Request for Proposal (RFP)
                  
                  	
                    -Used for purchases of complex goods and services (e.g., construction), with value above the formal solicitation threshold, and recommended also for procurement of lower value when:

                    *Requirements are complex or cannot be clearly or completely specified,

                    *Offers received require an evaluation of qualitative aspects requiring the use of a scoring methodology rather than a Pass/Fail approach, and

                    *Contract Award will be based on the most responsive proposal

                    -This method requires open competition, public advertisement and a Formal Technical Evaluation to be conducted by a Technical Evaluation Committee (TEC)

                  
                

                
                  	
                    Simplified RFP
                  
                  	
                    -Used for purchases of complex good, services and works, with value above the LVP ceiling and up to the ITB/RFP threshold, and recommended for procurement of lower value when:

                    *Requirements are complex or cannot be clearly or completely specified,

                    *Offers received require an evaluation of qualitative aspects requiring the use of a scoring methodology rather than a Pass/Fail approach, and

                    *Contract Award will be based on the most responsive proposal

                    -This method does not require open competition, public advertisement and a Formal Technical Evaluation to be conducted by a Technical Evaluation Committee (TEC), but limited national or limited international competition and Formal Technical Evaluation conducted by a technical expert

                  
                

              
            

             

            
              
                Low value procurement
              
            

            UNHCR can also conduct low value purchases through the simplified informal purchasing modality called Low Value Procurement, without a formal sourcing or selection method prescribed(LVP). This . LVP is generally quicker than a RFQ process and it can be used for a purchase of readily available off-the-shelf goods and simple services, at or below the LVP ceiling (which is USD 5,000 at Country Operations and USD 10,000 at RB and HQ in both emergency and non-emergency situations). Due to its simplicity and low value, procurement under this modality is conducted directly by the requesting function. LVP must be processed in Cloud ERP through an automated PO (Quick PO) that turns the requisition of LVP into a Purchase Order enhancing LVP visibility, accountability, transparency and reporting.

            
              
                Exceptions to the use of formal methods of solicitation
              
            

            In addition to the before-mentioned methods of solicitation, UNHCR Financial Rules (rule 513.5) and section 9.2.III  of the AI on Procurement UNHCR/AI/2021/05/Rev.2, define 9 exceptions to the use of formal methods of solicitation. Supply personnel should exercise care and judgement to apply any of these exceptions. Such cases must be fully justified to ensure that all principles of procurement are respected. Although such exceptions might be required during emergencies, given that these situations are always more exposed to risks, including fraud and corruption, they must be carefully considered and dully justified, when selected to provide a humanitarian response that justifies its use in the interest of UNHCR to protect forcibly displaced and stateless people.

            
              
                Market assessments
              
            

            While market assessments are not mandatory at UNHCR during emergencies, they might be a valuable tool before the selection of a solicitation method. They might be conducted to obtain more information about the sector of the product/service being procured (prices, competition, actors involved in the market sector, availability of products/services, supply conditions, etc.). They are encouraged when competition is estimated to be low. A market assessment can also play an important role for sustainable procurement and assist in identifying the opportunities and challenges of a specific market to respond to sustainability priorities during an emergency response. In addition to informal market assessments, such as a Request for Information (RFI), UNHCR recognizes the use of formal market assessments such as the Request for Expression of Interest (REOI) to identify and prequalify suppliers that can later be invited to participate in a closed formal method of solicitation. The rules and definition of different market assessment methods are detailed in section 8 of the AI on Procurement UNHCR/AI/2021/05/Rev.2.

          

          
            
              

              
                How to determine the selection of the most suitable formal solicitation method
              
            

            When a formal method of solicitation needs to be used, based on the identification of needs, definition of requirements, and estimated value of the Procurement Action, Supply personnel should take into consideration the following elements to determine the most suitable method:

            
              
                
                  	 
                  	
                    
                      Specifications
                    

                  
                  	
                    Evaluation and Receipt of Proposals
                  
                  	
                    
                      Contract Award
                    

                  
                

                
                  	
                    Invitation to Bid (ITB)
                  
                  	ITBs generally require clear and well-defined specifications, that can be used to evaluate compliance of the bids using a Pass/Fail methodology.
                  	
                    1. ITBs must use the two-envelope system. This requires suppliers to submit their technical and financial proposals in two separate envelopes.

                    2. The technical evaluation is assessed by a Technical Evaluation Committee (TEC), which reviews the technical offers against the specifications outlined in the ITB ("PASS/FAIL" methodology). The TEC does not see the financial bid.

                    3. All bidders whose technical bid is technically compliant are then ranked by cost from lowest to highest.

                  
                  	The contract is awarded to the least expensive offer that is technically compliant with the technical requirements included in the solicitation document.
                

                
                  	
                    Request for Proposal (RFP) and Simplified RFP
                  
                  	RFPs require the use of functional specifications for the goods and services that are to be procured. These should be clear, comprehensive, and preferably performance oriented to enable a transparent and fair evaluation based on a scoring methodology
                  	
                    1. RFPs must use the two-envelope system. This requires suppliers to submit their technical and financial proposals in two separate envelopes.

                    2. The technical evaluation is assessed by a Technical Evaluation Committee (TEC), or by a Technical Expert on the case of Simplified RFPs which do not require a TEC, which will assess compliance with technical criteria weighted at 60%/ 70% and thus the results of the financial evaluation shall be weighted at 40%/30%, respectively, in the overall scoring evaluation, totaling 100%. Any exception from these weightings shall be authorized in writing by the Procurement Function. Under no circumstances shall the weighting be set in a way to render the price component irrelevant. The TEC (or technical expert in case of Simplified RFP) does not see the financial bids.

                    3. All bidders whose technical bid passes the minimum technical scoring indicated at the RFP are then financially evaluated and scores are applied based on the determined weighting assigned to the technical and financial component.

                  
                  	The contract is awarded to the qualified bidder whose proposal, all factors considered (offer with the highest overall score after aggregating the technical and financial evaluation scores), is the most responsive to the requirements included in the solicitation documents.
                

              
            

             

            RFPs are generally more complex than ITBs, hence Supply personnel must ensure the necessary knowledge to manage the required procedures on the solicitation process. The Supply function at UNHCR Regional Bureaux can provide advice and support to the country operations regarding complex solicitation processes.

          

          
            
              Requirements for formal methods of solicitation
            
          

          
            When formal methods of solicitation are used, they require formal treatment of amendments as well as of the bid receipt and handling.
          

          
            	Amendments must be fully justified, and steps should be taken to ensure that the integrity and transparency of the process are respected and that all vendors are treated with fairness. If it becomes necessary to modify solicitation documents in any way after they have been submitted to invited vendors, a written amendment should be sent simultaneously to all vendors who received the original solicitation documents. The amendment should refer to the original solicitation documents, including the amendment number, and set out clearly and fully the changes that have been made to enable a receipt of amended bids. More information for amendments is provided under section 9.3. XI. of UNHCR AI on Procurement.

            	Bid receipt and handling must be conducted in a manner that ensures compliance with the conditions specified in the solicitation documents (including submission deadlines). UNHCR procurement procedures stipulate that it is mandatory for all operations to create a Bid Opening Committee (BOC) when managing formal solicitation processes. The BOC manages the receipt, registration, and safe storage of all unopened offers whether submitted by post or electronically. When formal solicitation is managed through an electronic platform authorized by the Supply Management Service (i.e. Cloud ERP), the Bid Opening Report is automatically generated and the BOC Secretary only needs to share all documents related to the bids with the Supply function, except the financial offers that must be kept safely stored by the BOC secretary/locked by Cloud ERP, and remain unopened as a secure electronic file, until formally requested by the procurement function. UNHCR AI on Procurement section 10 provides detailed information on the role of the BOC when bids are managed offline.

          

        

      

      
        Checklist: General Guidance Sourcing Solicitation 

        
          
            UNHCR personnel responsible for procurement actions must select the most effective and efficient sourcing approach. To do so, first they should check whether there are existing sourcing arrangements in place which can be used for direct sourcing of the goods or services required and if those arrangements are suitable to respond to the emergency requirements.

          

          
            If the market requires research to identify new suppliers, or obtain other information, informal market surveys can be conducted to prepare the solicitation documents in accordance with the market reality and local context. As a result of the market research and assessment, an increased number of suitable/interested suppliers/vendors can be invited to participate in solicitation processes increasing the number of offers. This might include the use of informal or formal market assessments in the form of RFI or REOI.

          

          
            Once requirements are well defined and market assessment is completed, the Supply function can decide on the most appropriate form of solicitation, based on the value of the procurement action, characteristics and complexity of the goods/services required, as well as on the delivery time requirements and the market capacity under the emergency context.

          

          
            If exceptions are required, the Supply function must be ready to document the necessary justification, and ask requesting functions for the necessary support to properly document and use exceptions responsibly, carefully and with due consideration.

          

          
            All solicitation processes must be conducted following the UNHCR public procurement principles and using the necessary and mandatory templates available at the Procurement Templates intranet page.

          

          
            Considering time is a crucial factor during an emergency, the solicitation documents should stipulate the delivery timeframe requirements among other mandatory specifications, and evaluation criteria. They should also contain a provision for liquidated damages to ensure suppliers submit proposals in accordance with the indicated delivery timeframe and the consequences in case of delays. When procuring CRIs, operations must prioritize the use of greener specifications for CRIs. See the SOP on Order and Contract Management of Core Relief and Other Items Managed by SMS.

          

          
            Once documents are completed, and tender is launched, a BoC (Secretary of BoC if Cloud ERP is used) and a TEC must be ready to receive and evaluate the offers immediately following the deadline for receipt of offers.

          

          
            Contract award can never be processed without the necessary approval from the relevant procurement review authority in line with the UNHCR/AI/2018/5/Rev.2 Administrative Instructions on the Rules and Procedures of UNHCR Committees on Contracts at Headquarters and in the Field.

          

          
            Contract templates for the relevant goods/services must be selected on UNHCR intranet along with the most suitable General Conditions of Contract (GCC), which should always be part of the solicitation documents/package. The templates are available on the Procurement Templates intranet page.

          

        

      

      
        Standards

        
          
            
              
                
                  
                    
      Procurement principles
                    
                      The following UN/UNHCR procurement principles always apply irrespective of the situation in which procurement is conducted, including emergencies: 1. Best Value for Money, 2. Fairness, Integrity, and Transparency, 3. Effective International Competition; and 4. Best Interest of UNHCR.

                      The concept of stewardship underlies these principles, since UNHCR acts as the steward of all funds that have been entrusted to achieve its mandate and it is therefore critical that UNHCR can assure that the funds are being used appropriately, and spent in a professional, correct, fair, timely and transparent manner.

                      All procurement actions shall comply with these principles and with the mandatory provisions of the UNHCR AI on Procurement and its spirit. Deviations are not allowed for convenience or to compensate for belated action; planning, cooperation and coordination should prevent circumstances from arising that would breach the rules and should make adaptation unnecessary. Where the usual standards and procedures are not followed, the person in charge of the procurement action in question shall give reasons that are well documented to justify the exception, jointly with the requesting unit, counter-signed by his/her supervisor and, in cases of operation-wide significance, signed by the CO Representative.

                      UNHCR standard for formal solicitations, through ITBs or RFPs, is open competition through public advertisement to the widest possible commercial audience. This principle applies in emergencies, too. Even where international competition is desirable and feasible, an open national or regional competition may be in the best interest of UNHCR in cases of exigency and may not compromise the principles of competition and fairness.

                    

                  
                

              

              
                
                  
                    
      Ethics and Integrity in Procurement
                    
                      Procurement is always governed by the highest ethical standards. All internal and external parties, directly or indirectly involved in procurement, are accountable for their actions and omissions. To protect UNHCR's reputation, all individuals are required to observe the highest ethical standards. This is even more important during emergency contexts as fast track procedures are more exposed to risks (due to error, short cuts, weaker due diligence, political pressures, etc.). Risks may be aggravated by events and circumstances - emergencies, sanctions, embargoes, stressed and dysfunctional market, monopolies. Ethical Standards are critical for obtaining and safeguarding humanitarian access and funding. UNHCR has zero tolerance for fraud, corruption, coercion, collusion, exploitation, or abuse of any kind by anyone.

                    

                  
                

              

              
                
                  
                    
      Principle of Acting on a “Do No Harm” and “No Regrets” Basis
                    
                      UNHCR Policy on Emergency Preparedness and Response section 4.6 and 4.7 defines the principle of acting on a “Do No Harm” and “No Regrets” Basis as a key principle to UNHCR’s emergency preparedness and response actions during humanitarian interventions. In emergency settings, UNHCR must adopt a calculated and adequate level of flexibility, to serve the best interest of UNHCR and to secure effective supply and procurement solutions. This is meant to enable the organization to prioritize the delivery of essential resources using special emergency measures that aim to streamline and simplify the procurement procedures. This will ensure that forcibly displaced and stateless people receive protection and life-saving humanitarian assistance in a timely and effective manner.

                    

                  
                

              

            

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    E-Learning courses on Supply Chain Management
                  

                

              

            

          

        

      

      
        Links

        
          Common UN Procurement at the Country Level
          UN Procurement Practitioner's Handbook
          Examples of ToR or specifications for commonly procured goods and services
          Recommended and Mandatory Procurement Templates (SMS intranet)
        

      

      
        Main contacts

        
          HQ SMS: hqsms@unhcr.org

          Procurement Section, SMS: hqsmscri@unhcr.org

          Supply Governance and Compliance Unit, SMS: hqsupplypoli@unhcr.org

        

      

    

  

  
    
    

    Warehouse space standards
  
  
    Warehouse space standards

    
      10 December 2024

      
        Key points

        
          	
      DO ensure that the required warehouse space is estimated based on previous experience and planning and allows for normal and maximum storage capacity. When storage approaches the maximum capacity, carefully analyze the best options. 




          	
      DO estimate required warehouse space, calculating safety stocks and reordering points, based on need assessments and risk analysis.  This is essential for a diligent estimation of space. Sufficient stocks should be on hand to cover unexpected interruptions in delivery schedules.  

          	
      DO keep in mind the following two rules of thumb: Safety stocks should cover one to three months of distributions; the total safety stock should not exceed 50% of the operation's annual requirement of the goods in question.




          	
      DO NOT hold unnecessarily large stocks of items that are not required (for example, seasonal items such as heaters or blankets). The purpose of storage is to hold goods available for distribution to forcibly displaced and stateless persons, but it is essential to be careful to avoid holding unnecessary large stocks of certain items. 

          	
      DO make sure that appropriate resources, including handling equipment, are available where the cargo is to be loaded and unloaded. 

        

      

      
        Overview

        
          The size of warehouses required for an operation is determined by the maximum quantity of supplies, in tonnage and volume, that will be stored there at any one time. This quantity is determined by taking into consideration the number of forcibly displaced and stateless people, the lead-time needed to replenish the warehouse, the type of distribution system in use, the frequency of distributions (monthly, weekly, etc.), and the nature of the relief items to be stored. This entry describes key actions and provides technical guidance to ensure compliance with warehouse space standards, to be considered during the set-up or management of warehouses in emergency operations.

        

      

      
        Relevance for emergency operations

        
          The provision of support through distribution of supplies to forcibly displaced and stateless persons is fundamental to UNHCR's mandate. To support its mandate during emergencies and provide international protection during these situations, UNHCR purchases, stores, transports and distributes a wide range of goods through international and local markets. Storage or warehouse facilities are generally required at key points in an emergency operation, to ensure that supplies arriving in country can be held and managed under UNHCR´s custody and to be able to rapidly provide support to an emergency response through the distribution of such supplies, that have been requested, or are estimated to be needed. Ensuring that UNHCR warehouse space standards are followed is critical to ensure an appropriate use of resources, as well as a swift response to declared emergencies.

        

      

      
        Main guidance

        
          
            
              
                	
                  [image: ] All warehouses should maintain a Layout and Storage Plan configured on a grid, showing where different items are stored. The plan must be updated regularly, to make best use of the space available. 

                  
                    [image: ]
                  

                
              

              
                	[image: ] When calculating storage requirements, assume that only 70-80% of the warehouse's surface capacity is available for storage. The remaining 20-30% is required for ventilation, passageways, handling space, and repackaging areas. 
              

              
                	[image: ] The maximum height of stacks depends on the type of goods and their packing. As a rule, to facilitate handling by warehouse workers, avoid damage to goods, or the risk that stacks will topple over, stacks should not be higher than 2.5 m. 
              

              
                	[image: ] Limit stack sizes to no more than 6 m x 6 m to prevent excessive floor load and pressure damage to packaging or goods. 
              

              
                	[image: ] Allow at least one meter of space around and between stacks, walls, pillars, beams or other obstructions, for ventilation and maneuvering. 
              

              
                	[image: ] Try to build stacks in a square shape to maximize storage capacity. 
              

              
                	[image: ] Remember that different items, packages, and consignments must be stored in different stacks. Each stack should contain a single item with the same Purchase Order (PO) number. 
              

              
                	
                  [image: ] The volume of space required to store commodities can be estimated. First, calculate the volume of goods. The following table provides some examples: 

                  
                    
                      
                        	
                          1 METRIC TON OF LOOSE ITEMS
                        
                        	
                          APPROX.
                        
                        	
                          OCCUPIES APPROXIMATELY
                        
                      

                      
                        	
                          Grain
                        
                        	1 metric ton
                        	2 m3
                      

                      
                        	
                          Medicines
                        
                        	1 metric ton
                        	3 m3
                      

                      
                        	
                          Family tent, fire retardant (
                          
                            SH-TE-10020
                          
                          )
                        
                        	15
                        	units
                        	3. 15 m3
                      

                      
                        	
                          Self-Standing Family Tent (
                          
                            SH-TE-10001
                          
                          )
                        
                        	1 9
                        	units
                        	5.4 m3
                      

                      
                        	
                          Plastic tarpaulin 4 x 5m (
                          
                            SH-PL-10011
                          
                          )
                          

                          5 pieces per bale
                        
                        	50
                        	bales
                        	2.2 m3
                      

                      
                        	
                          Plastic sheet, fire retardant 4 x 50m (
                          
                            SH-PL-10011
                          
                          )
                        
                        	23-29
                        	rolls
                        	1.7-2.2 m3
                      

                      
                        	
                          Kitchen set - type B (
                          
                            HH-KS-10004
                          
                          )
                        
                        	147
                        	sets
                        	2. 5 m3
                      

                      
                        	
                          Heavy duty plastic bucket 14 litres (
                          
                            HH-BU-10011
                          
                          )
                          

                          20 pieces per box
                        
                        	55
                        	boxes
                        	6. 1 9 m3
                      

                      
                        	
                          Semi-collapsible Jerrycan 10 L (
                          
                            HH-BU-10011
                          
                          )
                          

                          50 pieces per box
                        
                        	83
                        	boxes
                        	6.2 m3
                      

                      
                        	
                          Blanket, synthetic, 1.5 x 2 m, medium thermal (
                          
                            HH-BL-10013
                          
                          )
                          

                          18 pieces per bale
                        
                        	38
                        	bales
                        	8.2 m3
                      

                      
                        	
                          Blanket, synthetic 1.5 x 2 m, high thermal (
                          
                            HH-BL-10012
                          
                          )
                          

                          12 pieces per bale
                        
                        	36
                        	bales
                        	8.7 m3
                      

                      
                        	
                          Synthetic sleeping mat (
                          
                            HH-BL-10012
                          
                          )
                          

                          25 pieces per bale
                        
                        	48-50
                        	bales
                        	6. 7 - 7.3    m3
                      

                    
                  

                
              

              
                	
                   [image: ]  EXAMPLES

                  If for example, goods can be stored to a height of 2 meters, the minimum surface area they will occupy is half their volume. Then, you should increase this surface area by at least 20% to allow for access and ventilation. 

                  Example 1. Suppose that a store needs to hold 2 months' supply of a staple cereal for 30,000 forcibly displaced and stateless persons each of whom receives a daily individual cereal ration of 350 g. 

                  
                    	350 g x 30,000 x 60 days = 630 metric ton(MT)

                    	1 MT of grain occupies 2 m3. 

                    	630 MT occupy 1,260 m3. 

                  

                  
1,260 m3 stored to a height of 2 meters gives a surface area of 630 m2. Add 20% to this area for access = 756 m2 of floor space. A building some 50 meters. long by 15 meters wide would be needed to store the amount of grain required. 
 
Example 2. Suppose that a store needs to hold 20.000 medium thermal blankets to be provided to the forcibly displaced and stateless persons in the next regular distribution. 

                  
                    	38 bales occupy 8.2 m3. 

                    	684 medium thermal blankets occupy 8.2 m3. 

                    	20,000 medium thermal blankets  occupy 240 m3.

                  

                  240 m3 stored to a height of 2 meters gives a surface area of 120 m2. Add 20% to this area = 144 m2 of floor space. A little bit bigger than half of the size of a prefabricated house (24 meters long x 10 meters wide) would be needed to store those blankets. 

                
              

            
          

           

        

      

      
        Links

        
          UNHCR intranet: CRI Catalogue 2024
          UNHCR intranet SMS Inventory management page: Supply Planning and Performance U…
        

      

      
        Main contacts

        
          UNHCR DESS-SMS:  hqsf03@unhcr.org

        

      

    

  

  
    
    

    Warehouse and inventory management
  
  
    Warehouse and inventory management

    
      11 December 2024

      
        Key points

        
          	
      DO ensure you establish local SOPs on Warehouse and Inventory Management, which are a critical element in UNHCR’s Supply Chain, and make sure relevant staff are aware of the content of the SOPs. 

          	
      DO store different consignments (lot IDs/PO numbers) of the same item in separate stacks, ensuring that each stack has a bin/stack card that is updated at once after each inventory movement. The card displays the starting balance, movements in and out, and the current balance of an item at any given time. One bin/stack should only contain one type of item with a single PO number. Bin/stack cards facilitate picking and physical counts.

          	
      DO ensure that you maintain records of all incoming and outgoing warehouse movements in accordance with instructions in the SOP. 

          	
      DO make sure that documentation and information is properly prepared and exchanged between the UNHCR office and the warehouse, that instructions to the warehouse are properly executed, and that the warehouse and ERP inventory records are updated daily and match.

          	
      DO NOT leave tracking, updating, exchange, or rectification of documentation to the following day. Accurate and timely recording of warehouse transactions are key to ensure appropriate warehouse management activities.

          	
      DO mind that ineffective warehouse & inventory management can result in; a) incorrect quantities released, b) incorrect data recorded, c) poor decisions, d) excessive inventory levels, e) inefficient use of funds, and e) damage and losses for UNHCR affecting forcibly displaced and stateless persons.

        

      

      
        Overview

        
          Effective warehouse and inventory management are imperative and must cover the whole supply chain through to final distribution to families or individuals. These processes are crucial to maintaining accurate records, preventing stock shortages or excesses, and ensuring that stock levels are optimized to meet demand while minimizing costs.

          Following the implementation of IPSAS (International Public Sector Accounting Standards), the inventories’ monetary value is disclosed in UNHCR's financial statements. It is the duty and responsibility of UNHCR's Supply functions in all operations and of warehouse managers (whether these are UNHCR staff, partners, or commercial companies managing UNHCR inventories) to ensure that storage conditions are safe and adequate, that warehouse operations are efficient, and that all inventory movements are recorded completely and accurately in Cloud ERP.

          
            
              
                	UNHCR inventories
                	UNHCR warehouse
              

              
                	UNHCR inventories include a) all objects that are for distribution to forcibly displaced and stateless people (examples of inventory are tents, blankets, and kitchen sets) and b) all items of material value for the organization, including consumables (other materials or supplies, consumed by UNHCR in the delivery of its operations), when these items are of material value For example, masks, gloves, and gowns intended to be used for UNHCR staff and partners are also treated as inventory.
                	A UNHCR warehouse is defined as a planned space, managed by UNHCR staff, a partner, or a commercial entity, where UNHCR-owned inventories are stored and recorded. 
              

            
          

          This entry describes the importance of appropriate warehouse and inventory management at all operations and including emergency situations, it describes roles and responsibilities for these supply chain management activities at UNHCR, which are applicable to Emergencies as well as to regular operations. This entry provides essential guidance for operations to conduct warehouse and inventory activities in adherence to UNHCR standard guidelines and operating procedures.

        

      

      
        Relevance for emergency operations

        
          The significant scale and increase of inventory and warehouse management activities at UNHCR in recent years, linked to the growth of forced displacement and statelessness challenges, and the growing number of declared emergencies, make these activities critical at UNHCR during emergencies. This requires efficient processes to support UNHCR emergency responses that involve an effective use of inventories enabling UNHCR to deliver swiftly lifesaving supplies in emergency contexts. To achieve that goal, warehouse, and inventory management activities at UNHCR should therefore ensure:

          
            	An accurate account of inventory movements and balances to maintain complete and accurate records of the inventory situation (including on hand, reserved, buffer, distributed, contingency, and in transit inventories). 

            	Adequate storage conditions for commodities needed during emergencies, to ensure that goods held are in a usable and serviceable condition, when needed. 

            	Appropriate measures to guarantee the safety and security of goods held, maintenance of stocks according to the Layout and Storage plan, and convenient stacking of items. 

          

          During an emergency, storage or warehouse facilities may be required for: i)initial storage near a port of entry, ii) transit storage at a key transshipment location, iii) local storage no farther than one day´s transport from forcibly displaced and stateless people, or  iv) storage in camps.

        

      

      
        Main guidance

        
          
            3.1. Roles, Responsibilities and Equipment
          

          [image: ] Each UNHCR operation that holds inventory must assign the following ERP roles to adequately trained staff, and assign a back-up for each of the mentioned roles and functions: 

          
            	Inventory Focal Point: Supply function. 

            	PO/Transfer Order receiver: Supply function. 

            	MRI/Transfer Order preparer: Supply function. 

            	MRI approver: Programme function. 

            	MRI Pick & Ship function: Supply function. 

          

          [image: ] It is the responsibility of the warehouse manager to ensure that the following key roles and responsibilities are assigned. In larger warehouses these roles should be separated. In small warehouses, one person may assume several roles:

          
            
              
                	
                  
                    
                      Roles 
                    
                  

                
                	
                  Responsibilities 
                
              

              
                	
                  
                    Warehouse manager / supervisor / storekeeper 
                  

                
                	Oversees warehouse operations. Controls storage, movement, and receipts/issues of inventory. At UNHCR, the most senior officer responsible for supply in an operation has overall responsibility for warehouse and inventory management. S/he must ensure that this function is properly implemented and adequately staffed and managed.
              

              
                	
                  
                    Controller/ tally clerk 
                  

                
                	Matches physical quantities against receipt/release documents, ensures that inventory records (bin/stack and stock cards) match the physical inventory. 
              

              
                	
                  
                    Record-keeper 
                  

                
                	Updates and tracks inventory files and shipping documents, ensures proper filing routines. 
              

              
                	
                  
                    Security guard 
                  

                
                	Ensures 24-hour security of warehouse premises and items stored. 
              

            
          

          The UNHCR Inventory focal point and the Warehouse Manager must ensure an effective flow of information to enable monitoring and control of the activities planned. Both parties are responsible for ensuring that inventory records are updated promptly and accurately. Any issues that arise should be communicated openly and at once by the warehouse manager to the UNHCR office (or vice versa) and jointly addressed. 

          It is the responsibility of the Supply function, in cooperation with the Programme Function, to ensure that each warehouse (whether it is managed by UNHCR or external staff) has a designated Warehouse Manager who has overall responsibility for managing the warehouse and its operations.

          
[image: ] Ensure that the following forms are always available in sufficient quantities: 

          
            	
              Stock cards
            

            	
              Bin cards
            

            	
              Numbered Waybills
            

            	
              Numbered Goods Receiving Notes (GRNs)
            

            	
              Forms, ledgers and other stationary
            

          

            
[image: ] For the warehouse to function properly, the following  equipment and resources must be available: 

          
            
              
                	
                  BASIC EQUIPMENT
                
                	
                  SPECIALIZED EQUIPMENT
                
                	
                  SECURITY GUARDS
                
              

              
                	A telephone or radio communications link
                	Power generators, forklifts and conveyors may be needed to handle large quantities of supplies or heavy items. This should be determined with the help of expert advice. 
 
                	Security guards should provide 24-hour protection of warehouse premises and items stored. 
              

              
                	An internet/fax connection. (The internet connection will ideally provide a direct link to UNHCR office.) 
              

              
                	A computer and multifunction printer (copier, printer, scanner, fax). 
              

              
                	Tools for opening cases (hammers, crowbars, steel cutters, etc.)
              

              
                	Spare sacks, needles, twine and small containers or cartons to repack supplies when packaging has been damaged
              

              
                	Scales for weighing commodities, sieves of suitable size, and two wheeled hand or jack trolleys for moving goods. 
              

              
                	Brooms, dust pans, brushes, and rubbish bins. 
              

              
                	First aid kit, flashlights, fire extinguishers and other firefighting equipment, inside and outside the storage building
              

              
                	Power cables or extension leads and compressed air unions
              

              
                	Provision of stand-by generators if the electricity supply is not stable
              

            
          

          
              
          

          
            3.2.Steps to be taken:
          

          
            
              
                	
                  [image: ] Plan the infrastructure 
                
                	Planning is necessary before designing and establishing a warehouse, in a country or for an operation. The planning and evaluation process should include a Feasibility Study and a Warehouse Infrastructure Plan (where, what, and how). Use the Guidance note on warehouse feasibility study and network evaluation and its Annex I Feasibility Study Template available on UNHCR SMS intranet: Warehouse and Inventory management page.
              

              
                	
                  [image: ] Warehouse Network Review (Optimization)
                
                	
                  Where warehouse and storage facilities are already in use in an operational area, supply staff should evaluate them to determine if the storage arrangements they provide are efficient and meet the needs of the UNHCR operation. Use the Guidance note on warehouse feasibility study and network evaluation and its Annex II Warehouse Network Review and Optimization available on UNHCR SMS intranet: Warehouse and Inventory management page.

                  
Possible outcomes of an evaluation include recommendations to ‘close', ‘move', ‘expand', ‘consolidate', ‘retain' or ‘establish new facilities. 

A decision will need to be taken on whether supply staff should manage a warehouse directly or outsource it to a commercial company or a partner. This decision should be based on where expertise and experience are available, careful analysis of current and predicted storage needs, and a cost analysis of the different options available. 

                
              

              
                	
                  [image: ] Warehouse Facility and Safety Inspection 
                
                	
                  If it is decided to set up a new warehouse facility during an emergency or during regular operations, the option or premises chosen must satisfy UNHCR's requirements, standards, and budget. 

                  Options that should be considered include outsourcing (IPs), rented facilities, shared facilities, temporary facilities, existing government warehousing (to be used if it meets operational requirements), or erecting a new structure.

                  If suitable storage facilities do not exist, they may have to be built. It is likely to be appropriate in the long term to use local techniques, materials, and practices. However, for rapid construction, it may be necessary to use prefabricated (tent) warehouses as a temporary measure. These should be carefully sited. They should be protected from surface water by digging ditches if necessary and laying raised platforms inside (pallets, or groundsheets on sand). The contents must not touch tent walls. Prefabricated warehouses are held in UNHCR's central emergency stockpile. They are 24-meter-long x 10 meter wide and have a capacity of 750 - 1,100 m3. 

                  Before occupying any warehouse facility, conduct a building facility and safety inspection.   Warehouses should be well-constructed, dry, well-ventilated, and provide protection from rodents, insects, and birds. The floor should be flat and firm, and the building should be easy to access, with suitable arrangements for loading and unloading (such as a ramp or platform).  Warehouses must be accessible in all seasons and weather. Plan well in advance of the winter or rainy seasons. 

                
              

              
                	
                  [image: ] Selecting a warehouse
                
                	
                  
                    The following elements should be checked when selecting a warehouse:
                  

                   

                  
                    	State of the roof and ventilation. 

                    	State of the walls and whether they are watertight. 

                    	State of the floor, its insulation, and general water drainage. 

                    	Number of traffic lanes and doors. 

                    	Availability of handling equipment and labour. 

                    	Utilities (water, electricity, toilets, fire protection). 

                    	Office space and lodging for drivers and guards. 

                    	Special configurations where necessary (for example, for fuel, construction materials, water reserves). 

                    	Fences, guards, and secure doors and windows. 

                  

                   

                
              

              
                	[image: ] Create Cloud ERP Inventory Organization Code. 
 
                	Request the Global Service Desk and SMS to authorize allocation of a business unit code in ERP ( Enterprise resource planning ) system attaching to your request the completed Warehouse Opening Request Form available on UNHCR SMS intranet: Warehouse and Inventory management page.  
              

              
                	
                  [image: ] Insurance 
                
                	Some damage during transport or storage is inevitable, and considerable sums may be involved. Internationally procured supplies under HQSMS are insured against loss or damage in transit from the supplier to UNHCR Global Stockpiles (GSM). Insurance claims must be reported to SMS for processing. 
              

              
                	[image: ] Warehousing and Inventory Management  
 
                	UNHCR Standard operating procedures (SOP) for warehouse and inventory management (which act as guidelines for partners managing UNHCR warehouses and UNHCR inventory) should set out the main obligations of effective management, and best practices. Annex A of this entry summarizes best practices and main obligations for these processes as described in the UNHCR SOP. 
              

            
          

           

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              Please visit DESS/ SMS Supply Management Service intranet page for information on learning and additional guidance.

            

          

        

      

      
        Links

        
          Warehouse & Inventory Management page
          Cloud ERP Supply Manual
          Guidance Note on Warehouse Feasibility Study and Network Evaluation
          UNHCR Warehouse Feasibility Template Annex I to Guidance Note
          UNHCR Warehouse Network Review and Optimization Annex II to Guidance Note
          UNHCR Warehouse Opening Request Form Annex III to Guidance Note
          UNHCR Risk management tool: Inventory and Asset Management
          UNHCR Risk management tool: Fraud prevention
        

      

      
        Main contacts

        
          DESS SMS Inventory Unit at: hqsf03@unhcr.org

        

      

    

  

  
    
    

    Requesting Core Relief Items (CRIs) from UNHCR's global stockpiles
  
  
    Requesting Core Relief Items (CRIs) from UNHCR's global stockpiles

    
      04 December 2024

      
        Key points

        
          	
      DO Complete the CRI (Core Relief Items) Request Form available on the intranet correctly and ensure that all information is up to date

          	
      DO Ensure the Inter Unit Charge (IUC)/ Internal PO (Purchase Order) for Goods as per Cloud ERP (Enterprise Resource Planning) is completed with correct chart fields

          	
      DO Proactively liaise closely with the ESMU (Emergency Supply Management Unit) and Supply Management Service (SMS) team to coordinate CRI shipments

          	
      DO Ensure all ground arrangements are in place for customs clearance, tax exemption, transportation, storage, and distribution of CRIs

          	
      DO Avoid, when possible, airlifting of CRIs for emergency operations, as this may be extremely expensive, and other transportation options should be considered as a first choice before resulting in an airlift transport option

        

      

      
        Overview

        
          UNHCR Global Emergency Stockpiles or Global Stock Management (GSMs) is a network of warehouses established in 2011 with the purpose to preposition Core Relief Items (CRIs) and other vital supplies in strategic locations around the world to ensure a swift and more sustainable response to simultaneous emergencies. UNHCR stockpiles are in seven areas: Accra, Amman, Copenhagen, Douala, Dubai, Nairobi, and Panama City (see GSM Interactive Map for details on these locations, stock, and coverage). Each of these GSM holds a list of Core Relief Items (CRIs), part of the UNHCR CRI Catalogue, and contains some of the most needed CRIs distributed and delivered by UNHCR to forcibly displaced and stateless people during an emergency response. This entry describes the current procedure to order and release CRIs from Global Stockpiles to respond to emergencies with the support of new Cloud ERP modules. The entry contains links to relevant templates and forms whose use is compulsory.

        

      

      
        Relevance for emergency operations

        
          2.1. Having CRIs prepositioned in tactical locations allows UNHCR to deploy critical supplies to emergency areas worldwide efficiently, increasing UNHCR's response capacity to deliver swiftly high-quality CRIs with increasingly greener specifications at the lowest possible cost.

          2.2. When an emergency is declared anywhere, Country operations can request CRIs from these stockpiles through the Emergency Supply Management Unit (ESMU) at HQ by submitting a filled  CRI Planning and GSM Release Request Form, available on the SMS intranet. The Form contains updated prices for the CRIs and an estimated 20% of costs for sea and land transport, which must be sent to the ESMU mailbox at HQSMSESMU@unhcr.org copying turayi@unhcr.org and abdo@unhcr.org. The lead time for delivery of these items depends on the requested location. In urgent cases, CRIs can be delivered by airlift. However, this should be the last resort due to the significant costs and high carbon footprint for the environment associated with this transportation modality.

          2.3. The following Core Relief Items are held in UNHCR stockpiles. For detailed specifications, refer to the UNHCR CRI Catalogue available on the SMS Intranet:

          
            
              
                	Family Tent (Fire retardant)
              

              
                	Reinforced plastic Tarpaulin Sheet (4X5)
              

              
                	Reinforced plastic Tarpaulin Rolls (4X50)
              

              
                	Kitchen/ Cooking Set (type B)
              

              
                	Fleece Blankets -Medium thermal (MT)
              

              
                	Fleece Blankets -High thermal (HT)
              

              
                	Semi-Collapsible Jerry Can (10 L)
              

              
                	Mosquito net - LLIN
              

              
                	Synthetic Sleeping Mats
              

              
                	Synthetic Sleeping Mats - Recycled
              

              
                	Heavy Duty Plastic Bucket - (14 L)
              

              
                	Solar lamps
              

              
                	Mobile Storage Unit - MSU 10x24m (STI)
              

            
          

           

          2.4. If CRI requests exceed available stocks, SMS will prioritize deliveries based on the level and scale of the declared emergencies, the date when requests were received, and overall operational needs. 

          2.5. When planning for an emergency, the following risks should be taken into consideration:

          
            	If the security situation deteriorates, it may impede the delivery of CRIs due to damage to the road network and distribution channels. Delivery options should be reviewed carefully with the Emergency Supply Management Unit (ESMU) at HQ SMS in Budapest before implementing a delivery plan. CRI distribution pipelines may be interrupted or obstructed. When planning, do not rely on a sole source or route.

            	Supplying CRIs at the last minute for Emergency operations may be extremely expensive. Airlifts are much more costly than land transport or local procurement and have a high carbon footprint on the environment.

            	When opting for a local supply source for CRIs, it is crucial to prioritize sustainable goods available on the market.

            	UNHCR visibility logos in English must be used for global audiences. As CRIs have global visibility, only the visibility logo in English can be used on them. The UNHCR logo application reference is available for each item in the CRI catalogue.

          

        

      

      
        Process Workflow

        
          
            The following Process Workflow explains the steps required to request CRIs from UNHCR GSMs using Cloud ERP.

            
              [image: ]
            

            A PDF of the Workflow is available as a separate attachment to this EHB entry.

          

           

          1. Request CRIs by submitting the CRI Planning and GSM Release Request Form, available on the SMS intranet. Make sure you provide all the information requested and ensure the budget is available for the requested CRIs based on the costs reflected on this Form. Once completed, send the form to the Emergency Supply Management Unit (ESMU) at  HQSMSESU@unhcr.org, copying abdo@unhcr.org and  turayi@unhcr.org and responding quickly to ESMU requests for additional information. 

          2. Once received and verified, ESMU acknowledges and approves the request for CRIs, and a Load Plan is requested from the relevant GSM.

          3. GSM issues and shares the Load Plan requested by ESMU to be used in requesting transport offers

          4. Upon confirmation of the ESMU proposal shared with the requesting operation containing Items offered and quantities (Load Plan), a Purchase Requisition for the Goods requested.

          5. Emergency requesting operation issues and approval of the Purchase Requisition in Cloud ERP for the Goods requested.

          6. When the emergency operation needs certain goods, an approved purchase requisition is shared with ESMU via email. This requisition is processed through the Buyer Command Center (BCC) in Cloud ERP. ESMU then assigns the purchase requisition quantities from the dispatching GSMs. This generates an internal purchase order for the CRIs, which ensures that funds are transferred for the GSM items to be released. The internal purchase order also triggers an automatic Oracle Transport Management monitoring process.

          7. Upon receiving transport offers for an RFQ (Request for Quotation) by ESMU or the GSMs, the offers are reviewed by the requesting operations to choose the best one that fulfills their requirements. ESMU then requests the requesting operations to create a purchase requisition for transportation services and assign it to one ESU (Emergency Supply Unit) buyer. The ESU buyer creates the PO which automatically routes to the most senior supply officer of the requesting operation for approval. ESMU followed up on PO approval and dispatched the PO to the selected freight forwarder.

          8. ESMU or the GSMs handle all shipping arrangements for the emergency operations that request CRIs. Emergency operations will receive copies of the shipping documents to enable them to apply for tax exemptions (TE) and fulfill other relevant import requirements for customs clearance of the CRIs. Emergency requesting operations should familiarize themselves with the procedures established by the host government and follow up on customs clearance, import permits, tax exemptions, and other requirements to ensure that CRIs can be released promptly upon arrival.

          9. The consignment will be loaded and dispatched only after the Emergency operation provides the green light based on clearance from the customs agent or issuance of relevant tax exemption certificates. Freight forwarders will be instructed to pick up and ship items from the GSM only after receiving such a green light from the Emergency operation. However, if the green light is received from the Emergency operation without a requirement to apply for tax exemption certificates, the consignments can still be dispatched.

          10. If the goods are being moved by air, the emergency operation will need to:

          
            	Check with the local aviation authorities to ensure the airport can receive the aircraft you plan to use. Some airports are technically unable to land larger aircraft.

            	Arrange landing and overfly permits, ensure all required permits are granted, secure exemption from royalties etc.  

            	Ask the local authorities to exempt the cargo from tax before it arrives at the airport.

            	Ensure the airport has unloading equipment for the aircraft that will carry the cargo. 

          

          11. GSM updates and completes the Material Request Issue (MRI) auto-generated in Cloud ERP with the internal PO for goods for internal Pick and Ship

          12. The international shipment and tracking of the container movement is recorded by Oracle Transport Management (OTM) and monitored by ESMU.

          13. Where DAP (delivery at place) incoterm is not used, requesting operations are responsible for arranging all local transportation to transport CRIs and customs clearance to their final destinations and ensure storage facilities for items until distribution. 

          14. When CRIs arrive and are delivered, a proof of delivery (POD) and a goods received note

          (GRN) is shared by the emergency operation, confirming receipt of goods, and a copy of the GRN is shared with ESMU.

          15. The emergency operation creates a receipt in Cloud ERP for the transport PO after providing the POD to ESMU.

          16. The receipt number is shared with the ESMU Team, which then processes payment to the Freight Forwarder for the transportation services upon issuance of the receipt from the Emergency operation.

        

      

      
        Post emergency phase

        
          In the longer term, operations are expected to procure their CRI requirements from local, regional, or international suppliers with Global Frame Agreements. Longer running processes that continue to provide CRIs to forcibly displaced and stateless people can also request CRIs from global stockpiles, as the worldwide GSM network is also being used to support ongoing distribution needs in non-emergency operations. However, SMS will only fulfill these requests if stocks are not committed for emergency operations.

        

      

      
        Checklist: Main Guidance and Process Steps

        
          
            Before requesting CRIs from global stockpiles (GSM), Emergency operations should plan their CRI needs with partners in the country. The needs assessment and planning process should include the following questions:

            
              	What is the standard CRI kit per family needed (type of item and quantity per family)?

              	How much of each item is already available in the country/current stocks?

              	What is the estimated lead time for the delivery of CRIs from GSMs?

              	Which items can be procured locally?  

            

          

          
            Before requesting CRIs, emergency operations must also see whether they can meet their CRI needs by local, regional, or international procurement under an existing Frame Agreement.

          

          
            For CRIs, local procurement is subject to the technical advice of HQs. The emergency operation planning to conduct local procurement of CRIs should in this case contact HQSMSCRI@unhcr.org for consultation to define the sustainability of technical specifications before finalizing them. This aligns with UNHCR SOP on Order and Contract Management of Core Relief and other items managed by DESS/SMS.

          

          
            Emergency operations should plan their CRI requirements as early as possible to avoid gaps in the delivery pipeline. While immediate needs can be met by requesting CRIs from the global stockpiles, operations need to plan and start to procure their long-term needs in a manner that avoids gaps and reduces dependence on the global stockpiles.

          

          
            Emergency Operations should ensure they can finance the cost of CRIs they purchase (as per the costs set out in the CRI Release Request Form), including the estimated 20 % allocated to sea and land transportation. For an air shipment, the estimated cost must be provided by the Emergency Supply Management Unit (ESMU).

          

          
            Requesting emergency operations should designate a staff member responsible for supply during an emergency and ensure enough supply staff are available to ensure effective delivery.

          

          
            Responsible supply staff, part of the Emergency Supply Management Unit at SMS, are key contacts on all matters associated with releasing CRIs from UNHCR global stockpiles. S/he needs to monitor the procurement process to ensure efficient delivery and receipt of the CRI shipments at the emergency operation, including liaison with freight forwarders and other actors and follow-up of the consignment on the ERP Cloud, Oracle Transportation Management (OTM).

          

          
            To ensure smooth delivery and avoid storage charges (detention/demurrage), country operations should ensure that all the necessary waivers/tax exemptions are obtained in time so that goods can be released from the port of entry upon arrival.

          

          
            When goods need to be transported by air to respond to an emergency, UNHCR Supply personnel at the emergency operation should ensure that all the required logistics arrangements, tax exemption approvals, and all required permits at the destination are processed promptly so that the ESMU at SMS can arrange the airlift efficiently.

          

        

      

      
        Standards

        
          
            
              The UNHCR Procurement Principles, as well as the standards and indicators included under the EHB entry procurement in emergencies, apply to the processes described in this entry on releasing CRIs from GSM.

            

          

        

      

      
        Links

        
          UNHCR CRI catalogue
          UNHCR Emergency Supply Unit
          New GSM Price List and Release Request Form
        

      

      
        Main contacts

        
          Mailbox of the Emergency Supply Unit in the Supply Management Section (SMS): HQSMSESMU@unhcr.org  copying turayi@unhcr.org and abdo@unhcr.org

        

      

    

  

  
    
    

    Instant messaging
  
  
    Instant messaging

    
      26 February 2025

      
        Key points

        
          	
      Instant messaging should be used as a supplementary tool to UNHCR’s primary communication channels, such as Outlook email and Teams, to enhance our overall communication efficiency.

          	
      Bear in mind the limitations of instant messaging services as well as the considerations relating to data protection and privacy. Some meet UNHCR’s technical standards (e.g. Signal), but others pose higher risks (e.g., WeChat, Telegram, WhatsApp). When communicating with colleagues and partners, avoid conducting sensitive business activities over these platforms if possible.

          	
      In accordance with UNHCR’s Age, Gender and Diversity (AGD) Policy and its Operational Guidance on Accountability to Affected People (AAP), UNHCR and partners should communicate with forcibly displaced and stateless people in a way that is accessible and appropriate to their needs, capacities and expressed preferences. This approach entails balancing considerations relating to the information security and data protection characteristics of specific messaging applications with protection considerations in each context. Accordingly, the use of apps such as WhatsApp may be considered when deployed for communications with forcibly displaced and stateless people, as long as supplementary safeguards (whether technological or organizational) have been put in place.

          	
      On mobile phones, messaging services can consume large amounts of data. If you do not have an unlimited data plan, you are likely to incur additional costs if you are not careful. Monitor your data usage and adjust settings to reduce data consumption to help manage costs.

        

      

      
        Overview

        
          In today’s fast-paced digital world, instant messaging tools are essential for effective communication with colleagues, partners and other stakeholders. When voice or video calls are inappropriate or impractical, instant messaging can be a quick and effective way to share information, documents, and images. A variety of instant messaging tools are available, and the most suitable one will depend on your location, your security requirements, and the sensitivity of the discussion.

          This guide aims to help UNHCR colleagues navigate secure messaging apps and their latest features and best practices for using these tools when communicating with colleagues, partners and other stakeholders. It does not cover communications with forcibly displaced and stateless people, which necessitates additional considerations and should follow UNHCR’s guidance on Accountability to Affected People (AAP). 

        

      

      
        Relevance for emergency operations

        
          Instant messaging is particularly important in emergencies, where timely and accurate information exchange can significantly impact the effectiveness of the response. Colleagues should select the appropriate instant messaging tool with care, as emergency communications often contain highly sensitive and confidential information that must be transmitted through secure communication channels.

        

      

      
        Main guidance

        
          All UNHCR colleagues should use UNHCR-approved digital tools and software, and their UNHCR user account, for official work to maintain the highest standards of security, compliance, and operational efficiency.

          When using instant messaging tools other than Microsoft Teams for sensitive communication, colleagues must ensure the tool provides end-to-end encryption. Colleagues should also always verify sender identities, avoid unknown links, and comply with data protection and privacy requirements to prevent data breaches, phishing, malware, and compliance issues.

          Sensitive information, particularly the biometric or personal data of forcibly displaced and stateless persons (FDSPs), should not be transmitted in any way that contravenes UNHCR's data protection and privacy framework. Please see the Entry on Data protection and information security for more information.

          In their communications, UNHCR colleagues should abide by the highest standards of respect, integrity, transparency and accountability, as required by the UN Charter, the UNHCR Code of Conduct, and staff rules and regulations.

          For specific guidance about communication and transferring of personal data of FDSPs, see Electronic storage and transfer of personal data of Persons of Concern outside PRIMES.

          Practical implementation: guidelines for instant messaging applications

          
            Microsoft Teams
          

          Microsoft Teams is UNHCR’s primary tool for collaboration and communication, facilitating real-time interaction and teamwork among colleagues and trusted external partners. Instant messaging (one-on-one and group chats) within Teams is encrypted.

          In UNHCR, Microsoft Teams should be used for:

          
            	
              Instant messaging:
              
                	Engage colleagues and trustworthy partners in one-on-one or group chats and exchange business-as-usual information, including sensitive information.

                	exchanging regular (business-as-usual) communication with UNHCR senior managers.

              

            

            	Voice and video Calls: conduct instant voice and video calls with colleagues or partners.

            	Meeting scheduling: schedule and join meetings with colleagues and partners, using registration forms and advanced features.

            	File collaboration and sharing:  co-create and share files with your team members and partners in secure, access-controlled workspaces.

          

          When communicating sensitive information, including personal data, to third parties and when Microsoft Teams is not available, UNHCR colleagues should use Signal.

          Signal 
Signal is a third-party messaging app that offers robust security for sensitive information exchange and keeps minimal information about its users. Signal’s feature set is quite similar to other popular messaging applications like WhatsApp, Viber or iMessage. It includes all the basic messaging tools you may need, including voice calling, video calling, instant messaging, file exchange and group chats.

          Signal has been adopted as a UN standard for the exchange of sensitive content.
It is free to use and is available for Android, iOS and Desktop computers.

When should you use Signal?
At UNHCR, we often work with sensitive information, including personal data, and we are all responsible for ensuring it does not end up in the wrong hands.
Signal is recognized as the best application for encrypted communications, and you can improve the security even further by taking advantage of some of the special features.

          You should use Signal if you:

          
            	Communicate during crises, emergencies or security incidents

            	Communicate in hostile environments

            	Communicate outside of normal working environments and/or outside of normal working arrangements

            	Communicate where Microsoft Teams is not available (e.g. embargoes, license costs, or with private individuals not using Microsoft Teams)

          

          How to start using Signal?
Like WhatsApp, Signal uses your mobile phone number (or a Signal username) to identify you to your contacts, so there are no new usernames or passwords to remember, and you can dive straight in. When you've installed the app on your phone, you'll be asked to enter and confirm your phone number. For detailed instructions see the End-User Guide.

          Signal now also offers the option to create a unique username, allowing you to connect with others without sharing your phone number. This feature enhances privacy by making your phone number invisible to those who don’t already have it saved in their contacts.

          While Signal on its own is a highly secure end-to-end encrypted messaging service, you can improve the security by taking advantage of some of its optional features, including:

          
            	Require a PIN/fingerprint to open the Signal application (even when the device itself is unlocked)

            	Hide the Signal app from your recent app list

            	Avoid revealing your location by protecting your real IP address

            	Be in control of the devices registered to your number

            	Hide Signal notifications, so the content is not readable from anywhere outside the app

            	Verify your contacts to prevent a hacker impersonating you or a colleague

            	Set your messages to disappear after a certain time

            	Set your photos and other files to disappear after they have been viewed

          

          WhatsApp and other messaging apps 
Like Signal, WhatsApp, Viber and other similar messaging tools are considered as third-party apps. While these applications generally encrypt most communications, the mechanisms used, and the level of security and protection of personal data vary greatly.

Many of these consumer applications require full access to the users' contact list and upload its content to the server of the service provider (e.g., for WhatsApp data is stored on the servers of Meta – formerly Facebook) without the consent of the contacts and often include the ability to track the activities and potentially the location of users or their contacts. This not only impacts the privacy of users and their contacts, but also exposes organizational information.

          Compared to Signal, these applications do not provide as high a level of cybersecurity protections. See the comparison below for more details. 

          
            
              
                	 
                	
                  Signal
                
                	
                  WhatsApp and other messaging apps
                
              

              
                	
                  Personal information
                
                	Profile information is limited to your phone number registered in Signal.
                	Profile information includes your personal data, which can be linked to your Facebook profile.
              

              
                	
                  Your contact list
                
                	The app does not directly send or store your contact list on its server, meaning that the contacts cannot be accessed or retained by Signal Messenger LLC – the developers of Signal.
                	You are encouraged to share your contact list with the app, which is then uploaded to and stored on the Meta's servers.
              

              
                	
                  Transparency
                
                	Signal is a fully open-source solution, meaning that the app's code can be independently checked for errors and to ensure that it isn't doing something it shouldn't.
                	WhatsApp is a proprietary product owned by Meta (formerly Facebook). The code is "closed-source" and cannot be verified by independent analysts. It means that Meta has the possibility to monitor the participants and patterns of communication.
              

              
                	
                  Encryption
                
                	The messages are encrypted on your phone before being sent and can only be decrypted by the intended recipient.
                	Message content is end-to-end encrypted. However, as the app's code is inaccessible for independent experts, there is no guarantee that Meta cannot at any point obtain a copy of the encryption key to read the messages.
              

              
                	
                  Metadata - the information about who is sending messages to whom and when
                
                	Minimal message "metadata" is retained in Signal or on its servers. Thus, there is only limited data that the Signal makers can hand over to a government or other body even if requested.
                	Meta retains "metadata" of each message. This information can be handed over in response to a government request.
              

              
                	
                  Back-up on the cloud
                  

                  e.g. your Google account if you are an Android user or your iCloud account if you are an iPhone user
                
                	Copies of your messages exist only in two locations - on your own phone and on the phone of the recipient. Signal does not store your message data "on the cloud", so there is no risk of accidentally handing over your messages to any third-party, including governments.
                	If you back up your phone to the cloud, then you are giving the content of your messages to your backup service provider. This backup could be requested from the companies by governments.
              

              
                	
                  Artificial Intelligence capability
                
                	Signal does not have integrated AI capabilities like those found in some other messaging apps. Signal focuses primarily on privacy and security, ensuring that user data is protected and not used for AI-driven features.
                	In WhatsApp, Meta AI collects vast amounts of personal data to improve its services and provide personalized experiences, to provide ads and feed content, and for other purposes. This includes user interactions, preferences, and behaviors. The collected data can be shared with third parties.
              

            
          

           

           

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              To learn more about IT software and license acquisition and usage in UNHCR, visit this page on the Intranet.

              To learn more about MS Teams, please visit this page on the Intranet.

              To learn more about Signal, please visit this page on the Intranet. 

            

          

        

      

      
        Main contacts

        
          📨  Email: GSD@unhcr.org

          📞  Phone: +41 22 739 8888

          🔗 Service Portal on the web

          📱 Service Portal Mobile app

          🤖 Chat: ServiceNow for Teams chatbot

          
            IT Focal points for Divisions and HQ
          

          
            IT Focal Points for Bureaux and Operations
          

        

      

    

  

  
    
    

    Sourcing IT equipment locally
  
  
    Sourcing IT equipment locally

    
      14 November 2024

      
        Key points

        
          	
      Local procurement should be pursued in any of the circumstances listed in the Main Guidance.

          	
      Global procurement may be pursued when the conditions or circumstances listed in the Main Guidance are met.

          	
      Seek advice from local or regional IT experts.

          	
        Do not bypass procurement rules.

        

      

      
        Overview

        
          Emergency IT equipment is typically delivered either from the Global IT Emergency Stockpile or directly from suppliers. Local sourcing of IT equipment may nevertheless be required for a number of reasons: for example, because a particular item is depleted, delivery times cannot meet deadlines, shipment costs are prohibitive, imports are embargoed, restricted, or banned, etc.

Under specific conditions (described in this entry), local sourcing of IT equipment may solve such issues, at least in part. However, two core rules must be respected. Local equipment must (i) meet the standards for IT equipment set out by DIST and (ii) conform to UNHCR procurement rules.

        

      

      
        Main guidance

        
          In emergencies, local sourcing of IT equipment may be sought in the following cases:

          
            	Needs are clearly identified, validated by the Regional IT Coordinator and/or DIST Site and Emergency Support Section (SESS) and listed in a final Bill of Quantities (BOQ) or Bill of Materials (BOM).

            	The required items are depleted in global stockpiles.

            	The suggested delivery time from the global stockpiles exceeds emergency requirements.

            	Shipment costs greatly exceed the value of the items shipped.

            	The items are embargoed by exporting or importing countries.

            	DIST standards have been followed with respect to all the items sourced locally.

            	UNHCR is operating in a humanitarian operational context (clusters or otherwise), where partners are using a variety of IT standards.

            	To purchase GSM (mobile) SIM cards: local procurement is encouraged to reduce roaming charges.

          

          
Note. Local procurement of MSS (mobile satellite) SIM cards is prohibited. MSS SIM cards are supplied from HQ and can be requested via DIST Asset Management at hqassets@unhcr.org. Global suppliers have been chosen that provide automatic threshold management (voice and data), filtering, black-white listing, service portals and global support.

          
            Associated risks
          

          
            	The quality of locally resourced goods may be inferior. For example, although theoretically compliant with the UNHCR standards, locally procured cables may prove to be of poor quality.

            	IT equipment procured centrally is subject to the global frame agreements. The locally-sourced equipment will need to be serviced, maintained, and repaired locally under separate contractual arrangements.

            	Local IT equipment that is not subject to a global frame agreement (which normally includes preferential rates or discounts) is typically more expensive than IT equipment procured centrally, shipment included.

            	Local or regional IT suppliers may not stock a comprehensive selection of items or brands.

          

          Steps to be taken when sourcing IT equipment:
1. Prepare a final bill of quantities.
2. Request items from Global IT Emergency Stockpile.
3. Access ABOD or OPS account to charge for procurement (or replenishment) and shipment.
4. Advise on urgency (deadline) if applicable.
5. In the bill of quantities, separate items that will be sourced from global stockpiles and items that will be sourced locally. Base decisions on availability and operational imperatives.
6. Obtain clearance for local sourcing (typically from DIST SESS IT Field Operations ).
7. Prepare a bill of quantities for local sourcing. Make sure that your deadlines are factored into the procurement process.
8. If necessary, require that local service and maintenance be included in the contract.
9. Issue requisition, purchase order (PO), receipt, and payment.
10. Install and configure the equipment and check its quality.
11. Remember to pay the supplier based on an official invoice and after receiving the items in good order.

          
            Resources / inputs required
          

          
            	Local/regional IT capacity

            	Global IT Emergency Stockpile

            	DIST IT in Emergencies

            	Local/regional procurement and logistics support

            	Budgets (ABOD, OPS)

          

        

      

      
        Links

        
          Operations Guide to Information Technology
        

      

      
        Main contacts

        
          DIST, SESS IT Emergency Preparedness and Response (EPR), at ITEmergency@unhcr.org

          Regional IT Coordinators

        

      

    

  

  
    
    

    Data protection and information security
  
  
    Data protection and information security

    
      12 December 2024

      
        Key points

        
          	
      Data protection and information security are everybody’s responsibility

          	
      In general, the same standards apply in emergencies as in normal circumstances

          	
      Understand the personal data processed and the related information security risks

          	
      Take protective measures for data and systems as you would for physical security

          	
      Seek advice

        

      

      
        Overview

        
          This entry/chapter addresses (personal) data protection and information security jointly. The topics are related, with some practical overlap. They are very important for the proper and efficient exercise of UNHCR’s mandate. Information security incidents and personal data breaches can cause harm or threats to forcibly displaced and stateless persons, damage the reputation of UNHCR and its partners or result in the damage or destruction of UNIHCR IT systems, with knock-on effects to those we protect. Unauthorized access to personal data due to insufficiently secure IT systems and processes has been recognized as one of UNHCR’s top strategic risks.

          Data protection and information security are both covered by UNHCR policies and other implementing instruments. While data protection aims at the protection of the rights of individuals whose data is subject to processing, information security is about protecting the confidentiality, integrity and availability of UNHCR information assets. Keeping the personal data of individuals safe is where both intersect. The rest of this entry therefore covers both measures for information security as well as other critical issues for the proper and safe processing of personal data.

        

      

      
        Relevance for emergency operations

        
          In most emergency operations, UNHCR teams will need to collect and process personal data of forcibly displaced and stateless persons, whether for registration, assistance or other protection services. Such \ collection and processing will be done with IT systems, networks and devices available in the short term, without an ideal level of data security.

          The challenge is to make sound choices regarding the amount of collected data, where it is stored and how it is transferred with a level of acceptable risks (“No regrets”). The sooner the better, one should move to UNHCR networks and systems (e.g., PRIMES) that are now, in general, cloud native and therefore accessible anywhere.

          Moreover, UNHCR teams will typically need to consider data sharing questions, such as whether, what and how personal data needs to be shared with host governments, humanitarian partner organizations as well as private sector entities.

          Another challenge is to anticipate and establish personal data processing solutions (e.g. for collection, storage, sharing) with technical, organizational or contractual safeguards that are sustainable during the emergency phase. Remember, the overall strength of a security setup is only as robust as its most vulnerable component, which often gets exposed in the context of emergencies.

        

      

      
        Main guidance

        
          
            Where is the data? Keep an overview! 
          

          From the beginning of an emergency operation, keep an overview of what personal data categories need to be processed in which kind of data processing activities. It is called ‘data mapping’ in non-emergency settings and is a precondition for compliance with data protection principles, including data security.

          To do this, try to separate different data processing activities, e.g. emergency registration, food or cash assistance. Each activity requires a different data set, often different systems or tools and sharing with different partners. Specify also within each activity where data is stored (“at rest”) and how it flows (“in transit”). This will also enable the Data Protection Focal Point to map and update the processing activities on the OneTrust privacy management platform.

          
            Who is in charge? Who knows best? Work with a ‘Data security group’
          

          Those in charge of an emergency operation, whether a Representative or team leader, are likely to be Personal Data Controllers (in the sense of the General Policy on Personal Data and Privacy) and/or Service Owners (in the sense of the Policy on Information Security). They should create a “data security group” to keep track of all personal data processing activities, tools, security measures, data transfers - and associated risks.

          This group should consist of colleagues with different functions including protection, programme, IT, IM and FSS. For all issues strictly related to personal data protection, it is advised to nominate a Data Protection Focal Point for an emergency operation from the outset.

          
            Seek advice and support – it’s there
          

          Emergency operations must rely on support and advice from other colleagues at all levels: country operation, Regional Bureau and HQ. At regional level, Data Identity Management and Analysis (DIMA) units will often be an important source. Cybersecurity Focal Points have been established in most larger country operations, Regional Bureaux and HQ functions.  At HQ level, the Chief Data Protection Office (DPO) and CISO and their teams are available. They can help for instance with practical advice on security measures (CISO) or data sharing modalities and agreements (DPO).

          
            Data protection principles
          

          The data protection and privacy principles of the General Policy on Personal Data and privacy (GDPP) are just as relevant in emergencies as they are in normal operations. For defining the legitimate basis for processing personal data in emergencies, UNHCR’s mandate will very often be applicable. Purposes should be specified to the extent possible, and the amount of data limited to what operations really need (“need to know” vs. “nice to have”).

          More personal data collected does not necessarily translate into better protection services, but it always increases our responsibilities in protecting it, and often the risk associated with it. The normal observance of UNHCR’s data protection and privacy standards should be revisited as soon as it is practically possible and, where relevant, as a part of broader evaluation processes commissioned for declared emergencies.

          The strong link to risks makes the confidentiality and security of personal data very important in emergencies. The problems of dealing with a personal data breach in an emergency could easily outweigh the efforts of investing some time and resources in data protection and information security. In any case, data protection and information security need to be taken seriously at the highest management level, i.e. by personal data controllers or service owners – in emergencies just as in stable environments. Temporary measures are notably possible under Part 3 of the GDPP on limitations and derogations.

          
            Information security basics:
          

          It is vital to protect our information assets and the information technology systems in which they reside from a wide variety of threats, including from governments in certain situations. Virtually every device is now connected to the internet and, if adequate precautions are not taken, these devices and the software that runs on them are vulnerable to attack.

          UNHCR networks, and the devices connected to them in established offices, are usually protected by dedicated security systems (firewalls, endpoint detection and response (EDR) systems, etc.). However, in emergency situations, networks are frequently established on a best effort basis, using less sophisticated or shared communications equipment that may not provide the same level of security. Data security can be compromised by physical threats (lost or stolen data, strangers in the office), and by virtual threats (email, hacking, spyware, malware, etc.). Each has its own set of risks and associated protection and mitigation measures.

          
            Good practice recommendations
          

          
            Set up a ‘Data security group’. Accountability is also important in emergencies. Assign the most qualified staff with relevant tasks on data protection and information security, starting with an overview of personal data processing and a risk assessment.
          

          
            Assess risks of all personal data processing. Assessing risks is probably the most critical thing to do in emergencies. What could happen to (sensitive) personal data if we use “XYZ”? Or what could happen if we share personal data with third party “X” or “Y”? How can we mitigate the risks (e.g. of a breach of confidentiality by onward sharing or access beyond the ‘need to know’?). Can we sign an agreement (or other form of arrangement or mutual engagement) with a third party to document or formalize expectations, roles and responsibilities?
          

          Use UNHCR-provided standard tools as soon as possible. UNHCR-developed or licensed tools are carefully licensed, periodically tested and assessed in terms of their impact on individuals as well as their cybersecurity. If you can, adopting such tools from the start should save you time and mitigate risks from the early onset.

          For Corporate IT Tools and Solutions, see: IT Tools and Solutions (unhcr.org). For Cybersecurity tools, solutions & services, see: Cybersecurity tools, solutions & services (unhcr.org)

          Secure your IT room. If you have a physical server, then physical security (locked doors, card access, etc.) is the first line of defense. However, this will only stop the casual intruder. Someone determined to break in usually can, particularly if they have unlimited access to the premises.

Regularly backup all critical data. Keep backup copies of all critical data. Keep at least one copy in a secure location that is physically separate from the primary repository. If your situation allows, synchronize sensitive data to a remote location (i.e. the cloud).

Encrypt sensitive data. If the data you are collecting is sensitive or confidential (individual case data, personal data of forcibly displaced and stateless persons), always encrypt the data (and backup copies).

          Encrypt your devices. Make sure you turn on Bitlocker on every PC you use. In the event of loss or theft, it will be impossible to exploit it. If you don't do this, everything on your computer can be read by an IT person in 10 minutes. If your personal device supports ‘remote wipe', activate this feature to limit the extent that data can be exploited in the event of loss or theft. If your device was lost or stolen, immediately report to the Global Service Desk.

Use Multi-Factor Authentication (MFA). Relying on two forms of authentication – something you know, like your password, and something you have, like your phone – MFA adds a second layer of security to your account to make sure that your information stays safe, even if a hacker gets hold of your password. Make sure all your accounts (UNHCR and personal) have MFA enabled.

          Provide a separate guest Wi-Fi network. The guest network must not give visitors or other occasional users access to any internal file servers, networks, or applications.

Change administrative passwords. When an IT staff member (or anyone who has privileged access to the network) leaves, change all administrative passwords. Users should follow the requirements of the Access Control AI and UNHCR Password Policy to create and use strong passwords.

Beware of phishing email messages. Under a plausible cover, phishing messages install malicious software or try to convince you to hand over personal information or install malware. Keep in mind that DIST will never ask you for private and personal information. Any suspicious email (phishing scams) must be reported to the Global Service Desk.

Be wary of free internet applications. The internet contains many tools and utilities and may are free. However, they are free for a reason – either they are going to charge you later, or they are selling information about you to advertisers, or they have another “customer” who wishes to install malware on and remotely control your PC. Such tools are a source of infection daily in UNHCR.

          Take your training. You must take the mandatory UNHCR cybersecurity training, to improve your understanding of phishing scams or social engineering attacks and to prevent cyber threats. In addition, there is a Data Protection Learning Module available for all staff. It is strongly recommended to take it before any emergency!

          Be ready to move. Consider installing ‘grab and go' disks in any local servers or storage devices. In the event of a physical threat (attack, fire, flood, etc.), stored data can be removed instantly and, in most circumstances, will remain readable. Avoid having a server at all if you can.

          Have a contingency plan. Design and implement a plan for protecting, evacuating or safely destroying records in case of emergency. If you need to destroy records as a last resort; document your action indicating time and method of destruction, as well as the nature of the records destroyed. However, in any situation, physical security and safety is of primary importance.

          Don't trust email – email sent over the internet to non-UNHCR addresses is not always encrypted and can theoretically be read by national state intelligence. Use UNHCR secure email to send confidential and sensitive materials (or in the worst case, zip or password protect the file). Use Secure File Sharing (SFS) for larger files and folders. This also applies to sharing personal data with third parties.

          Use the diplomatic bag: Be aware that some countries have strict data protection laws. While the information that the UN holds will not be subject to these laws as long as it remains on the UN premises or under UN Controls, it is best to use the diplomatic pouch if you physically transfer files containing data out of the country.

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Mandatory UNHCR Information Security Awareness training course
                  

                

              

              
                
                  
                    Intranet page: Cybersecurity awareness, best practices & training (unhcr.org)
                  

                

              

              
                
                  
                    Intranet page: Cybersecurity: Learning for Secure Applications and IT Operation…
                  

                

              

              
                
                  
                    Data Protection Learning Module
                  

                

              

              
                
                  
                    UNHCR Data Protection Office toolkit Data Protection (unhcr.org)
                  

                

              

            

          

        

      

      
        Main contacts

        
          Chief Data Protection Officer, Global Data Service (hqdpogds@unhcr.org)

          Chief Information Security Officer, DIST (ciso@unhcr.org)

          DIST Global Service Desk at: hqussd@unhcr.org or by phone: +41.22.7398888.
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      28 January 2025

      
        Key points

        
          	
      The importation and operation of radio equipment are always subject to local rules and regulations. Familiarize yourself with these and consult government authorities; remember that the rules may change.

          	
      Be aware that heavy rain or obstructions can make communication difficult or impossible. 

          	
      Do not underestimate the potential cost of operating SIM-based mobile systems, including MSS. The use of SIM cards provided by DIST is key to keeping costs low. 

          	
      When you plan to order Mobile Satellite Service (MSS) or Fixed Satellite Service capacity, remember to balance mobility and bandwidth availability carefully.

          	
      Consider your geographical area of operations when you decide what MSS system is most suitable. Look at the coverage maps.  

          	
      Seek advice or assistance from expert IT colleagues in HQs and in the field. 

          	
      MSS devices have batteries that need to be charged. Keep your devices fully charged and recharge whenever you have the opportunity.

          	
      The MSS Support Team in DIST/SESS (msssupport@unhcr.org) will help in the choice of equipment, and SIM cards for all MSS devices. 

        

      

      
        Overview

        
          The satellite service is used when UNHCR establishes an office in a remote location where public IT infrastructure is either unreliable or unavailable. In such operational environments, the deployment of independent systems for communication is required. This service provides means for sharing data and/or voice communications between UNHCR personnel in the field, refugee camps, headquarters and the rest of the world.
 
Satellite communications include mobile satellite systems (MSS), and fixed satellite systems (FSS), commonly called VSATs. UNHCR has used satellite connectivity for over 30 years. In that time, technology and costs have both evolved dramatically. Satellite costs include a hardware component and a service component (called Airtime for MSS).
 
UNHCR currently operates 5,000 satellite terminals, most of which are MSS. With worldwide coverage, voice, data and video capabilities, MSS has become an integral component of UNHCR's primary and secondary field communications, as well as a major public communications tool in emergency operations.

        

      

      
        Relevance for emergency operations

        
          Mobile satellite services are of a paramount importance for the Emergency Operation. To get the best product adapted for the situation, please contact your colleagues from EPRS Copenhagen.

        

      

      
        Main guidance

        
          
            Good Practice Recommendations
          

          
            	Mobile Satellite Services (MSS) technology and equipment is continuously evolving. For the most current information, please contact either the MSS Support Team or Copenhagen's DIST IT Site and Emergency Support Section (SESS).

            	Equipment Types and Basic Operations: UNHCR emergency personnel (first responders) typically carry MSS equipment by hand. These systems operate using two types of satellites: geostationary satellites (GEO), which power services like Thuraya and BGAN, and low earth orbit satellites (LEO), used by services like Iridium. A separate system, VSAT (Very Small Aperture Terminal), operates exclusively through geostationary satellites.

            	Management and Cost Control: All MSS equipment deployment and activation requires coordination with the DIST IT Site and Emergency Support Section (SESS). The organization maintains a central dashboard for managing equipment and SIM cards, controlling their activation, deactivation, barring, and usage thresholds. To maintain cost control, personnel must exclusively use SIM cards provided by DIST, as these include necessary cost management mechanisms.

            	Selection Criteria and Coverage: The choice of MSS service depends primarily on two factors:	Geographic coverage requirements: Some services, like BGAN, offer global coverage, while others, like Thuraya, provide regional coverage only. Coverage maps are available for all MSS services.
	Intended use: Services vary based on whether they're needed for voice communications (telephone) or data transfer (internet access, email).



            	VSAT Considerations: VSAT kits, while providing higher bandwidth, typically require 6-8 weeks for delivery when ordered at the start of an emergency. Both FSS (Fixed Satellite Service) and MSS equipment legally require import and operating licenses. However, MSS equipment is often transported by first responders or shipped via regular freight or diplomatic pouch with minimal restrictions. The DIST IT Site and Emergency Support Section (SESS) or local/regional IT focal points can help with import and licensing matters.

            	Bandwidth and Mobility Trade-offs: The choice between MSS and FSS involves balancing mobility against bandwidth needs:	MSS systems are ideal for immediate emergency response, providing:	Voice and basic data services
	Limited bandwidth (up to 500kbps shared)
	Higher usage costs (approximately USD 5 per MB)


	VSAT systems, while less mobile, offer:	Greater bandwidth (up to 2Mbps dedicated)
	Support for heavier usage
	Unlimited voice and data transfer within the monthly recurring cost (MRC)





            	Future Developments: Recent technological advances, particularly in Ka band spectrum usage, may soon provide better solutions that balance mobility and bandwidth availability. Optimal management of these factors remains crucial for minimizing overall communication costs.

            	Contact your local IT support or the SESS team for specific guidance or assistance.

          

          
            Considerations for practical implementation
          

          
            	To use MSS equipment, such as handhelds (e.g. Thuraya) and land mobiles (e.g. BGAN), you must be able to see the sky (be outdoors).

            	Land mobile equipment (such as BGAN) can be used with an external antenna (ordered separately), which permits indoor use.

            	Handheld equipment (such as Thuraya) can be used in vehicles. (Vehicle kits are ordered separately.)

            	Handheld equipment (such as Thuraya) can be used in fixed mode. (Fixed docking stations with external antenna are ordered separately.)

            	Using SIM cards provided by UNHCR DIST for all MSS equipment is compulsory. SIM cards are delivered with the equipment and activated by MSS Support Team when you confirm receipt.

            	Most MSS equipment use depends on a GPS authentication process called GPS fix. Without it, the terminal will not function. A new GPS fix is needed if the equipment has not been used for a while or if the area of operation has moved to a new and distant location.

            	Most UNHCR field users are accustomed to using MSS equipment from field practice or because they have attended emergency training workshops (WEM). If you are not already familiar with using MSS, you are encouraged to familiarize yourself with the equipment and the service before departure. Seek advice or training from expert colleagues in HQ and field locations.

            	MSS operations generate traffic bills for voice and data. Typical costs for telephone calls terminating on the public network (all destinations) are USD 1 per minute. The typical cost of data traffic is USD 5 per 1MB of traffic.

            	Voice traffic costs can be identified by means of itemized billing (date, time, duration, and destination); data traffic cannot. MSS data equipment should therefore be used with great caution because costs can be very high (several thousands of USD per month).

            	Some MSS services provide unlimited data packages against a higher monthly recurrent cost (MRC). However, contracts need to be concluded for a minimum period. Consult the MSS Support Team or your nearest DIST IT officer for assistance when choosing a data package.

            	Filtering (whitelisting and blacklisting) is also available for individual data terminals. This functionally helps reduce data traffic and costs by limiting access to corporate applications (such as mail, MSRP, etc.).

            	UNHCR DIST IT Site and Emergency Support Section (SESS) provides L1 and L2 level support and bridges L3/L4 support with UNHCR's different service providers.

          

          
            Resources and partnerships
          

          
            	UNHCR (DIST), local IT resources (Country IT Leads, technicians, radio operators).

            	UNHCR DIST IT Site and Emergency Support Section (SESS), Copenhagen

            	UNHCR DIST IT Operations, Copenhagen.

            	DIST, Global IT Emergency Stockpiles.

            	MSS Support Team.

          

        

      

      
        Checklist for MSS post emergency

        
          
            Contact the MSS Support Team in DIST/SESS for more information.

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Links

        
          Iridium products
          Thuraya products
          Inmarsat solutions and services
        

      

      
        Main contacts

        
          Contact the Division of Information Systems and Telecommunications (DIST).

          
            	DIST IT Site and Emergency Support Section (SESS), Copenhagen

            	DIST Global Service Desk: hqussd@unhcr.org or by phone: +41 22 739 8888.

            	DIST IT Operations Section, Copenhagen.

            	MSS Support Team: msssupport@unhcr.org
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        Key points

        
          	
      Do not underestimate the power of video!

        

      

      
        Overview

        
          The dramatic evolution of software technology and transmission media, with increased bandwidth and lower cost, have made multiple video-based applications possible, including simple transfer of video files, deferred or live streaming of events, webcasts, video-on-demand (VoD), telemedicine and advanced video conferencing techniques.

In fact, numerous powerful and fully mobile video tools for communication and collaboration have emerged in the last decade. Video is typically used for remote meetings and interviews, RSD, e-learning, webinars, and live coverage. Audio-visual coverage of remote dramatic events is now at the heart of the information machine and, because it is so powerful, video is widely used by humanitarian organizations.

        

      

      
        Main guidance

        
          
            When and for what purpose?
          

          UNHCR's video unit frequently uses video techniques (to cover events, transmit interviews with the High Commissioner, transfer UNHCR field footage to media, etc.). DIST currently supports UNHCR's video unit technically and provides connectivity via Internet Service Providers (ISP), MSS (mobile satellite systems) and FSS (fixed satellite systems).

          
During an emergency, it may be necessary to video-communicate with HQ or partners, to hold a discussion, share information, or broadcast (upload/stream).

          
            Description and /or specifics
          

          Video communications include three major elements:

          
            	Connectivity (VSAT, MSS, ISP, etc.)

            	A video platform

            	An operator

          

          Connectivity. In UNHCR, connectivity is provided by an office-based VSAT or an ISP connection.

Video platform. This depends on the application required. Typically, video conferencing sessions are transmitted through Microsoft Teams, Cisco Webex Online Meetings, or Cisco Video Conferencing.

          
            How to request / implement / seek support?
          

          Request video conferencing capacity from the local IT expert, the Bureau IT Lead, or directly from DIST IT Operations. If first responders need hand-carried video capacity, DIST is responsible for preparing this. (See ‘Main contacts' below.)

          Which conference tool should I use?

          Microsoft Teams is the primary tool for video conferencing in UNHCR.

          
            
              
                	
                  Callers
                
                	
                  Tool
                
                	
                  Good For
                
                	
                  Features
                
                	
                  Access
                
              

              
                	2 - 1000
                	
                  Microsoft Teams
                
                	Audio & video-calling within UNHCR, and with other organizations that also use Teams
                	Instant Messaging, Audio calling, Video calling, Presenting/screen sharing
                	All users with a UNHCR e-mail address have access to Teams from anywhere with an Internet connection
              

            
          

           

          If Microsoft Teams cannot be used, there are some other options:

          
            
              
                	
                  Callers
                
                	
                  Tool
                
                	
                  Good For
                
                	
                  Features
                
                	
                  Access
                
              

              
                	2 - 1000
                	
                  Cisco WebEx Online Meetings and Events
                
                	Audio and video-calling UNHCR and non-UNHCR participants. Includes Collaboration Meeting Rooms (CMR) video-conferencing
                	Audio calling, Video calling, Presenting/screen sharing. Accessible via website, app, desk phones and smart phones (free app)
                	Participation in meetings is free, however hosting a WebEx Conference has a cost. Request access through the Global Service Desk. It is accessible from anywhere with an Internet connection.
              

              
                	2 - 8
                	
                  Cisco Video Conferencing
                
                	Video-calling UNHCR and non-UNHCR participants from video conferencing units
                	Direct video calling, multiparty video conference, Presenting/screen sharing
                	Contact Global Service Desk for multiparty video conferencing
              

              
                	2 - 5
                	Signal
 
                	Audio and video-calling with  participants that are not able to use Teams
                	Instant Messaging, Audio and Video calling
                	Signal could be used when communication with one or a few people if they are not able to use Teams. It is accessible from anywhere with an Internet connection.
              

              
                	2 - 5
                	
                  
                    WhatsApp
                  

                  
                    Skype
                  

                
                	Audio and video-calling with  participants that are not able to use Teams
                	Instant Messaging, Audio and Video calling
                	WhatsApp and Skype are not corporate tools and should only be used if Teams or Signal cannot be used. It is accessible from anywhere with an Internet connection.
              

              
                	2 - 1000
                	
                  Zoom
                
                	Video conferencing organized by external organizations
                	Instant Messaging, Audio calling, Video calling, Presenting/screen sharing
                	Zoom is not a standard tool for UNHCR and should only be used if the video conference is organized by an external organization. It is accessible from anywhere with an Internet connection.
              

            
          

        

      

      
        Links

        
          Conferencing tools and solutions
          Instant messaging on UNHCR systems
          Radio communications equipment
          Mobile Satellite Systems (MSS) – user advice
        

      

      
        Main contacts

        
          Contact the Division of Information Systems and Telecommunications (DIST).

          
            	DIST Global Service Desk: hqussd@unhcr.org.

            	UNHCR HQ Video Unit: hqvideo@unhcr.org
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        Key points

        
          	
      Radio communication is a key element in Emergency operations.

          	
      To succeed, please get in touch with DIST IT Emergency Preparedness & Response (EPR).

          	
      The importation and operation of radio equipment is always subject to local rules and regulations of host countries. Take care to understand local regulations and consult government authorities; and remember that the rules may change.

          	
      Do not take radio communications for granted. They are vital to your safety and your security.

          	
      Do not attempt to install or configure radio equipment without the assistance of an ICT expert.

          	
      Respect the principles and rules listed in this Entry and you will be able to talk the same language as your colleagues.

          	
      Regularly check your telecommunications equipment (fixed, handheld and mobile), including batteries. When you need to, seek the assistance of ICT experts.

          	
      Radio needs to be turned on when in Radio Room or SOC (Security Operation Center) at all times. In vehicles, always switch on when driving- Handheld always switch on during missions, and in high level security area (Following instruction from security officer). Remember that having a radio connection greatly enhances your security.

          	
      Do not forget to keep all your mobile devices fully charged.

        

      

      
        Overview

        
          UNHCR has used radio communications for more than three decades and, despite the rapidly evolving communications technology landscape, it continues to be an essential tool for emergency relief and coordination in the field.
 
This entry describes the technologies that radio communications use, their basic principles, UNHCR standards, different kinds of equipment and accessories, and common and best practices for communicating over radio networks.
 
The rapid evolution of communication technologies (cellular, VSAT, MSS) does not remove the need for legacy radio communications. Indeed, radio communications have also moved rapidly into the digital and IP worlds and can be integrated readily into a wide range of communication solutions that bridge all types of modern telecommunication systems.
 
Timely and suitable radio communications significantly enhance a relief response as well as coordination between partners in an emergency.

        

      

      
        Relevance for emergency operations

        
          The use of radio communications equipment is of high relevance to UNHCR emergency operations. Emergencies oftentimes take place in insecure locations with limited or unreliable communication infrastructure. It is part of the UNDSS and UNHCR security protocols.

        

      

      
        Basic radio technology

        
          Even in its simplest form, radio technology is quite complex. It makes use of electromagnetic propagation, frequencies, wavelengths, reflection in the ionosphere, etc. The internet contains numerous presentations, documents, and videos that discuss radio technology; none are simple enough to be published here.
 
The sections below provide guidance on the use of radio equipment, and a glimpse into the underlying technology.
 
HF systems use frequencies from 3 to 30 MHz. VHF systems use frequencies from 30 to 300 MHz.
 
UNHCR standards for radio equipment
The current standard for VHF communications is the ICOM land mobile portfolio. The current standard for HF communications is the CODAN land mobile portfolio.

          
            Common practices in use of radio equipment
          

          
            	The radio service acts as the first line of voice communication for staff members and Persons of Concern. It ensures full tracking of vehicle and staff movements, allowing radio checks through operators, security focal points, UNHCR Radio Room or SOC or in other cases, United Nations Department of Safety and Security (UNDSS) and other agencies providing the radio service.

            	In general, two types of radio are used by UNHCR and its partners: HF (high frequency) and VHF (very high frequency). UHF (ultra-high frequency), which is similar to the VHF network, is also used in some locations.

            	VHF communications are used over a short range while HF communications are used for medium to long range voice communications. The distance that VHF communications travel can be extended by repeaters. It is common practice to install both HF and VHF communications in all locations and vehicles. HF systems use frequencies from 3 to 30 MHz. VHF systems use frequencies from 30 to 300 MHz. HF however is started to be gradually replaced by Satellite communication where possible (IRIDIUM PTT system).

            	The introduction of digital and IP technology has made it possible for legacy radio systems to terminate on other platforms (telephone switches, tracking systems, etc.).

            	VHF and HF radio networks are relatively expensive and should be associated with the correct antenna systems.  VHF antennas (car aerial whip) need to be trimmed on the right frequency to be efficient.

            	HF communications need proper training to be utilized, as it is a combination of the right frequency and atmospherically bounce at certain times of the day, because their range is much larger (beyond the earth's curvature).  To overcome this, CODAN has a new possibility to offer HF ASSURE. Basically, acting as a call to a ‘’ Correspondent number ‘’, making its use very easy.

            	An HF radio generates a ground wave and a sky wave. The ground wave is used to communicate ‘directly' (or as directly as possible) over distances no greater than 50 km. The sky wave travels ‘upward' and is reflected from the Ionosphere back to earth. This makes it possible to communicate over distances of up to 3,000 km.

            	The ionosphere is never in a steady state. Parameters such as weather and man-made electrical interference affect wave propagation.

            	As a rule of thumb, frequencies above 8 MHz are better used during the day, while frequencies below 8 MHz are better used during the night. This subject is complex, and it is highly recommended to seek advice from ICT experts. Use of the HF frequency is still essential as a means of security communication in some high-risk operations.

            	VHF communications travel as waves in a direct line, typically for up to 20km. The position (height) and type of antenna are critical. Correctly installed and positioned repeaters will greatly enhance VHF coverage (for example along the length of a regular convoy route).

            	More information can be found in the Emergency Telecoms Handbook, Emergency Telecoms Handbook.   

          

          
Phonetic alphabet
The phonetic alphabet is used to emphasize or confirm letters of the alphabet in key words or the name of a pre-set calling party (notably in noisy environments). It uses a well-established list of words to represent letters of the alphabet. This significantly reduces confusion when spelling words, place names, personal names, etc.
 
Letter – word Pronunciation

          
            	A = Alpha AL-FAH

            	B = Bravo BRAH-VOH

            	C = Charlie CHAR-LEE

            	D = Delta DELL-TAH

            	E = Echo ECK-OH

            	F = Foxtrot FOKS-TROT

            	G = Golf GOLF

            	H = Hotel HOH-TELL

            	I = India IN-DEE-AH

            	J = Juliet JEW-LEE-ETT

            	K = Kilo KEY-LOW

            	L = Lima LEE-MAH

            	M = Mike MIKE

            	N = November NOH-VEM-BER

            	O = Oscar OSS-SCAR

            	P = Papa PAH-PAH

            	Q = Quebec KEH-BECK

            	R = Romeo ROW-ME-OH

            	S = Sierra SEE-AIR-RAH

            	T = Tango TANG-GO

            	U = Uniform YOU-NEE-FORM

            	V = Victor VIK-TAH

            	W = Whiskey WISS-KEY

            	X = X-ray ECKS-RAY

            	Y = Yankee YANG-KEY

            	Z = Zulu ZOO-LOO

          

          
One-digit phonetic numerals
Phonetic numerals are used to emphasize or confirm digits used alone or in multiples to express an exact number (notably in a noisy environment).

          
            	0 = Zero ZE-RO

            	1 = Wun WUN

            	2 = Too TOO

            	3 = Thur-ree THUR-REE

            	4 = Fo-Wer FOW-ER

            	5 = Fife FIFE

            	6 = Six SIX

            	7 = Seven SEV-EN

            	8 = Ait AIT

            	9 = Niner NIN-ER

          

          Multiple digit phonetic numerals
Best Practice. Multiple digit numbers are transmitted digit by digit, except for multiples of hundreds, thousands (and larger numbers) which are sent in bulk.

          
            	12 = Twel-ve

            	13 = Thur-teen

            	44 = Fo-wer Fo-wer

            	90 = Niner Zero

            	100 = Hundred

            	136 = Wun Thur-ree Six

            	800 = Ait Hun-dred

            	17000 = One Sev-en Thousand

          

          Call-Signs
Definition 1. Each UNHCR office has a unique set of alphanumeric call-signs, as part of a formal naming convention.
Definition 2. An office is called ‘base', a vehicle is called ‘mobile'.
 
Best Practice 1. One letter designates the country; the next designates the town where the office or camp is located.
Best Practice 2. In large operations, the country letter can be omitted.
Best Practice 3. Each function receives a numeric designation (Representative, Deputy, Admin. etc.).
Best Practice 4. Both the phonetic alphabet and numerals are used.

          
            	Country is Ruritania = R = Romeo

            	City is Townville = T = Tango

            	UNHCR Ruritania Townville = Romeo Tango

          

          Standard 1st Digit call number system, where 2nd Digit represents staff within a category.

          
            	1 = Management and MSC senior staff (including PI, External relations and Information Management)

            	2 = Finance and administration including HR

            	3 = Logistics/Supply

            	4 = Programme, Project Control, Shelter, Wash, Public Health, Community Services and Field Units

            	5 = Field Safety and wardens including Security guards

            	6 = Protection (including Resettlement, Registration, RSD, Durable Solutions, DAG, Interpreters)

            	7 = Transportation/Drivers

            	8 = ICT and Electricians

            	9 = Visitors, staff on short missions & Agency Specific (If ran out of callsign=6)

          

          Examples of call signs (at UNHCR, Ruritania Townville)

          
            	Representative = RT1 = Romeo Tango One

            	Deputy Rep. = RT11 = Romeo Tango One One

            	Senior Admin Officer = RT2 = Romeo Tango Two

            	Administrative Assistant = RT21 = Romeo Tango Two One

            	Senior Logistics Officer = RT3 = Romeo Tango Thur-ree

            	Logistics Assistant = RT31 = Romeo Tango Thur-ree One

          

          
Wording Procedure
Definition. A short key sentence represents a longer sentence or provides a more comprehendible alternative sentence (at phonetic level).

          
            	Acknowledge > Confirm that you have received the message safely.

            	Affirmative > Yes / Correct.

            	Negative > No / Incorrect.

            	All After > Everything that was transmitted after …

            	All Before > Everything that was transmitted before …

            	Break Break > All radio transmission will stop, leaving space for a more urgent message or for a new station to join the network.

            	Correct > The message transmitted is correct.

            	Correction > The message transmitted is incorrect and the correct version is …

            	Disregard Transmission > Transmission is an error, disregard.

            	Do Not Answer > Stations called should not answer the call, acknowledge the message or transmit in correction.

            	Figures > Numbers follow in the transmission.

            	Message > I have an informal message for you.

            	Message Follows > I have a formal message that should be recorded and acted upon.

            	Over > I have finished: over to you (return transmission expected).

            	Out > I have finished my transmission.

            	Read Back > Repeat the message exactly as received.

            	I Read Back > (reply to above) I am Repeating the message I received.

            	Relay To … > Transmit the message to the addressee(s) immediately following.

            	Relay Through … > Transmit this message via call sign …

            	Roger > I have received your transmission clearly and satisfactorily.

            	Roger So Far? > Have you received the part of the message transmitted so far satisfactorily?

            	Say Again > Repeat.

            	Say Again All after or before [word] > Repeat portion of transmission indicated after or before indicated reference word.

            	I Say Again > I am repeating as requested.

            	Send > Go Ahead with transmission.

            	Send Your Message > Go Ahead, I am ready to copy.

            	Silence > Cease all transmissions immediately until further notice (used by the network control operator or supervisor).

            	Silence Lifted > Silence is lifted: the network is free for traffic (used only by the network control operator or supervisor).

            	Speak Slower / Faster > Adjust the pace of your message transmission.

            	I Spell > I will be spelling the next word phonetically.

            	Through Me > I can act as a relay station.

            	Message Passed To … > Your message has been passed to …

            	Unknown Station > The identity of the station transmitting is not known.

            	Verify > Verify the entire message or the portion indicated and revert.

            	I Verify > (reply to above) The message is verified as requested, and repeated.

            	Wait – Wait > I have to pause for a few seconds.

            	Wait Out > I have to pause for longer than a few seconds.

            	WILCO > Confirm that you will comply with what is required.

            	Word After / Before … > The word in the message to which I am referring to is after / before …

            	Words Twice > Communication is very hectic; all words or sentences are transmitted twice.

          

          Conventional radio check levels
Definition. Radio check results (reports of signal strength and readability) are as follows.

          
            	Loud > The signal is very strong.

            	Good > The signal is good.

            	Weak > The Signal is weak.

            	Very Weak > The signal is very weak.

            	Nothing Heard > I cannot hear anything (connection is one way).

            	Clear > Excellent readability.

            	Readable > Good quality readability, no difficulty reading you.

            	Distorted > I have problems reading you.

            	With Interference > I have difficulty reading you due to interference.

            	Not Readable > I can see you are transmitting but cannot understand what you are saying.

          

          Examples. Scroll for examples

          
            	Romeo Tango Three One – This is Romeo Tango Two Five – Radio Check – Over (reply) Romeo Tango Two Five – This is Romeo Tango Three One – Loud and Clear – Out.

          

          
            
              Considerations for practical implementation
            
          

          Preparation at the field level

          
            	The need to implement and run telecommunications networks should be discussed with local authorities, preferably at ministry level, typically home affairs (interior), foreign affairs, and telecommunications. Special attention should be paid to requests regarding satellite communications because these are sensitive. This discussion should be led ideally by a qualified ICT resource (local or regional).

            	Liaise with sister agencies that are already operational (such as UNDP, WFP) because they are likely to have negotiated communication arrangements with the authorities already.

            	The physical requirements of radio (and satellite) installation should be considered when office premises and staff accommodation are selected. Consider solid flat and wide rooftops, the position of the radio room, the line of sight between offices and guest houses, clear lines of sight to the sky, etc.

          

          Preparation at HQ level

          
            	It is important to liaise with all stakeholders involved in an emergency (DESS, DIST, BSC, ASC, etc.). The team leader will communicate the proposed number of offices, their geographical positions and other relevant information.

          

          
            Resources and partnerships
          

          
            	UNHCR (DIST), local ICT resources (technicians, radio operators).

            	UNHCR (DIST), regional ICT resources (senior or regional ICT officers).

            	UNHCR DIST, EPR (Emergency Preparedness and Response), in Copenhagen Office.

            	UNHCR DIST FOSS, Field service support in Geneva HQ.

            	UNHCR, standby agreements for ICT resources (technicians).

            	DIST standby emergency ICT stockpiles.

            	Emergency operation budget (OPS/ABOD).

          

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Learning and field practices

        
          
            
              
                
                  
                    Emergency Baseline Learning Package (BLP), Module 8 - Radio, Information & Comm…
                  

                

              

            

          

        

      

      
        Links

        
          Codan Radio Communication - transceivers
          ICOM Manuals
        

      

      
        Main contacts

        
          Division of Information Systems and Telecommunications (DIST).

          
            	DIST EPR in Copenhagen Office: ITemergency@unhcr.org

            	DIST Global Service Desk: hqussd@unhcr.org

          

        

      

    

  

  
    
    

    IT Emergency Response
  
  
    IT Emergency Response

    
      14 November 2024

      
        Key points

        
          	
      Your first point of contact is the DIST IT Site and Emergency Support Section (SESS) at HQ.

          	
        Do not underestimate the need for emergency IT services.

          	
        Do not underestimate the need for emergency IT preparedness.

          	
        Do not underestimate the need for IT assessments.

          	
        Include IT in your emergency budget proposals.

        

      

      
        Overview

        
          Information Technology (IT) provides the essential tools that enable UNHCR to deliver swift and effective protection assistance to Persons of Concern (PoC) and to support the safety and wellbeing of UNHCR and Partner personnel in the field, including in challenging and remote areas.

        

      

      
        Main guidance

        
          As outlined in the UNHCR Policy on Emergency Preparedness and Response, DIST is responsible for providing support in IT Emergency Preparedness and response to field operations, working in close collaboration with relevant Bureaux. The IT Site and Emergency Support Section (SESS) of DIST coordinates the delivery of emergency IT services to UNHCR and its partners on the ground. These include:

          
            	Internet Connectivity, to ensure humanitarian workers can access essential tools in order to provide protection and deliver assistance while coordinating activities.

            	Security Communications through radio and satellite, to provide an independent, reliable and safe means of communications.

            	Coordination and guidance, to enable close collaboration with government, humanitarian and private sector organizations for a timely and effective response.

          

          
            SESS support available to emergency operations includes:
          

          
            	Dedicated IT Emergency Coordinator;

            	IT Emergency Assessment to determine IT needs of UNHCR and Partners;

            	Development of IT Emergency Response Plan;

            	Advocacy for funding, including support in the development of funding appeals;

            	Deployment of IT specialists as part of the Emergency Response Team (ERT) for up to three months emergency mission;

            	Emergency Stand-By Partners maintain a pool of technical experts and equipment, which can be deployed to support the surge in capacity as required by the operation. It has no cost to the operation and is limited in time (two weeks to six months);

            	Rapid deployment of equipment from Global IT Emergency Stockpile;

            	Responders may find additional support in the local IT market in the event that procurement through HQSMS and/or the Global IT Emergency Stockpile is not possible. (See Entry on Sourcing IT equipment locally);

            	Coordination with inter-agency IT community;

            	Reporting and communication on IT emergency response.

          

          Upon declaration of an emergency and on request from the UNHCR Country Operation or Regional Bureau, SESS will provide additional capacity to the relevant operations.

          
            How to request / implement / seek support?
          

          
            	Emergency IT services and equipment can be requested at any time from the preparedness phase to the response phase of an emergency.

            	Emergency IT services must be requested through the DIST SESS Emergency Preparedness and Response (EPR) in HQ.

            	When requesting emergency ICT services and equipment, consider who will use these services: UNHCR personnel, inter-agency services, partners.

          

        

      

      
        Links

        
          IT in Emergencies
        

      

      
        Main contacts

        
          Regional IT Coordinators (Senior IT Service Delivery Management Officers in Regional Bureaux)

          DIST’s IT Site and Emergency Support Section (itemergency@unhcr.org)

        

      

    

  

  
    
    

    Requesting IT equipment from global stockpiles
  
  
    Requesting IT equipment from global stockpiles

    
      14 November 2024

      
        Key points

        
          	
      Your first point of contact is your Bureau IT Lead.

          	
      Plan as early as possible for the emergency IT services you require.

          	
      Do not exclude local, regional and global IT experts from the process.

          	
      Do not underestimate the cost of the emergency IT equipment that you require.

          	
      Familiarise yourself with import restrictions, regulations, licenses and other procedures that will apply to the IT equipment you order.

        

      

      
        Overview

        
          The Division of Information Systems and Telecommunications (DIST) maintains a stock of essential IT equipment for rapid deployment to emergencies. The Global IT Emergency Stockpile is available for any office needing to respond to an emergency situation.

Requests for equipment from the Stockpile may originate from the field operation, a Bureau IT Lead, or from colleagues on emergency deployment.

DIST will request a transfer of funds to the emergency stockpile cost centre equivalent to the cost of the items, in addition to transport cost incurred, or will charge the Administrative Budget and Obligation Document (ABOD) of the requester for the replacement cost (including its transport to our warehouse). Please ensure that your budget approvers (DOAP) are updated to avoid any delays.

        

      

      
        Main guidance

        
          Equipment can be released from the Global IT Emergency Stockpile to:

          
            	To support proactive emergency preparedness, when in-country stock is required upon declaration of a Level 1 emergency.

            	To support an emergency response, when IT security, voice or data services are required.

            	To supply an emergency IT stockpile, faster than suppliers can.

            	To provide in-house knowledge of shipment protocols for emergency IT equipment.

            	To ensure UNHCR IT standards are respected.

          

          Priority is given to requests from the country operations in which an emergency has been declared.

          
            Associated risks
          

          Stockpiles of equipment may be depleted by concurrent emergencies. Therefore equipment may not be available in sufficient quantities.

          
            Steps to be taken
          

          When requesting equipment from the Global IT Emergency Stockpile:
1. Ensure a thorough IT assessment is undertaken. Involve local IT colleagues, the Regional IT Coordinator, and IT Site and Emergency Support Section (SESS).
2. Create a Bill of Materials (BOM), with quantities, for the provision of emergency IT services. Use the Central IT Management Tool (this link can be accessed by IT staff only) to ensure that corporate standards are respected.
3. Submit your request via the ServiceNow portal. Please ensure that all information is accurate (e.g.  ERP ID numbers, equipment brands, models etc.).
4. Ensure that the cost centre information is accurate and that the DOAP is updated in order to avoid any delays.
5. Ensure that any special instructions for delivery are clearly stated in the request form (e.g. gift certificates, specific customs requirements, diplomatic cargo requirements etc.).
6. Advise on your imperatives (deadlines), constraints, and any regulations that apply (taxes, import licences, etc.).
7. DIST will approve or reject your request according to the urgency and the status of the emergency situation.
8. Start import and customs clearance procedures when you receive the shipping documents.
9. Inform SESS when you receive the equipment.
10. Verify that the shipment is complete, and quantities have been received in full.
11. Install and start using the equipment.
12. Confirm that the equipment is operational and inform SESS if you encounter any issues.

          
            Resources / inputs required
          

          
            	Information on the operational context and the IT infrastructure in place.

            	A clear specification of IT user needs and the IT services required.

            	A clear description of the structure, the number of users and the number of items requested.

            	Budgets (ABOD, OPS).

          

          Cloud ERP is used for all procurement, asset management, and budget transfers.
Central IT Management Tool (CIMT) - this link can be accessed by IT staff only.

        

      

      
        Policies, Guidelines and Useful Links

        
          
            
              
                
          
      

              

            

          

        

      

      
        Main contacts

        
          
            Regional IT Coordinators

            DIST IT Site and Emergency Support Section (itemergency@unhcr.org)

            DIST Asset Management Unit at: hqassets@unhcr.org

            DIST Global Service Desk at: hqussd@unhcr.org

            Access to CIMT is granted on-demand
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